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Amazon AWS Certified SysOps Administrator - Associate (SOA-C02) Sample
Questions (Q416-Q421):
NEW QUESTION # 416 
An errant process is known to use an entire processor and run at 100%. A SysOps administrator wants to automate restarting the
instance once the problem occurs for more than 2 minutes.
How can this be accomplished?

A. Create an AWS Lambda function to restart the EC2 instance, triggered on a scheduled basis every 2 minutes.
B. Create an Amazon CloudWatch alarm for the Amazon EC2 instance with basic monitoring.
Enable an action to restart the instance.
C. Create a Lambda function to restart the EC2 instance, triggered by EC2 health checks.
D. Create a CloudWatch alarm for the EC2 instance with detailed monitoring. Enable an action to restart the instance.

Answer: D

Explanation:
Basic monitoring is 5 minutes interval.
Detailed monitoring is 1 minute interval.
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-metrics-basic- detailed.html

NEW QUESTION # 417 
A company that uses AWS Organizations recently implemented AWS Control Tower The company now needs to centralize identity
management A SysOps administrator must federate AWS 1AM Identity Center with an external SAML 2.0 identity provider (IdP)
to centrally manage access to all the company's accounts and cloud applications Which prerequisites must the SysOps administrator
have so that the SysOps administrator can connect to the external IdP? (Select TWO.)

A. The IdP metadata, including the public X.509 certificate
B. Root access to the management account
C. The IP address of the IdP
D. Administrative permissions to the member accounts of the organization
E. A copy of the 1AM Identity Center SAML metadata

Answer: A,E

Explanation:
* IAM Identity Center SAML Metadata:
This metadata is required to establish the trust relationship between AWS IAM Identity Center and the external SAML 2.0 identity
provider.
Steps:
Download the IAM Identity Center SAML metadata from the AWS Management Console.
Provide this metadata to the external IdP.
* IdP Metadata:
The metadata from the IdP, including the public X.509 certificate, is needed to configure the trust relationship.
Steps:
Obtain the IdP metadata, which includes the entity ID, endpoints, and X.509 certificate.
Configure the IAM Identity Center with this information.

NEW QUESTION # 418 
A company runs its entire suite of applications on Amazon EC2 instances. The company plans to move the applications to containers
and AWS Fargate. Within 6 months, the company plans to retire its EC2 instances and use only Fargate. The company has been
able to estimate its future Fargate costs.
A SysOps administrator needs to choose a purchasing option to help the company minimize costs. The SysOps administrator must
maximize any discounts that are available and must ensure that there are no unused reservations.
Which purchasing option will meet these requirements?

A. Compute Savings Plans for 1 year with the Partial Upfront payment option
B. EC2 Reserved Instances for 1 year with the Partial Upfront payment option



C. EC2 Instance Savings Plans for 1 year with the All Upfront payment option
D. Compute Savings Plans for 1 year with the No Upfront payment option

Answer: D

Explanation:
To minimize costs while moving from EC2 instances to AWS Fargate, Compute Savings Plans are the most flexible and cost-
effective option. Compute Savings Plans apply to a variety of compute services including AWS Fargate, Amazon EC2, and AWS
Lambda, allowing for greater flexibility in managing costs as the company transitions to using only Fargate.
* Compute Savings Plans:
* Savings Plans provide significant savings over On-Demand pricing, up to 66% savings.
* Compute Savings Plans offer the flexibility to move across instance types, AWS Regions, and operating systems.
* Payment Options:
* The No Upfront payment option provides the most flexibility and avoids large upfront capital expenditures.
* The Partial Upfront payment option offers more savings but requires an initial payment.
* 1-Year Term:
* A 1-year term is suitable for the company's 6-month transition period, allowing for cost savings without a long-term commitment.
References:
* AWS Savings Plans
* Compute Savings Plans

NEW QUESTION # 419 
A company must migrate its applications to AWS. The company is using Chef recipes for configuration management.
The company wants to continue to use the existing Chef recipes after the applications are migrated to AWS.
What is the MOST operationally efficient solution that meets these requirements?

A. Use AWS Cloud Format ion to create an Amazon EC2 instance, install a Chef server, and add Chef recipes.
B. Use AWS Elastic Beanstalk with the Docker platform to upload Chef recipes.
C. Use AWS CloudFormation to create a stack and add layers for Chef recipes.
D. Use AWS OpsWorks to create a stack and add layers with Chef recipes.

Answer: D

Explanation:
https://docs.aws.amazon.com/opsworks/latest/userguide/welcome_opscm.html

NEW QUESTION # 420 
A SysOps administrator needs to implement a solution to track configuration changes to security groups of Amazon EC2 instances.
The solution also must remediate any noncompliant security groups.
Which solution will meet these requirements?

A. Use AWS CloudTrail to track configuration changes. Configure CloudTrail to use AWS Systems Manager Automation
runbooks for remediation.
B. Use AWS Config to track configuration changes. Configure AWS Config to use AWS Systems Manager Automation
runbook for remediation.
C. Use AWS CloudTrail to track configuration changes. Use AWS Config for remediation.
D. Use AWS Config to track configuration changes. Use AWS CloudTrail for remediation.

Answer: B

Explanation:
AWS Config records and evaluates security group changes. You can attach an automatic remediation action that runs an AWS
Systems Manager Automation runbook to fix noncompliant groups, fulfilling both tracking and remediation with minimal overhead.

NEW QUESTION # 421
......
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exam. You will sit through mock exams and solve actual Amazon SOA-C02 Dumps. In the end, you will get results that'll improve
each time you progress and grasp the concepts of your syllabus.
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