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¢ General Maintenance and File Systen: This section of the exam measures the skills of System Engineers

and addresses maintenance tasks such as license management, backups, configuration imports or exports,
Topic 1 auditing, and product upgrades. It also includes the purpose of log files and an overview of the PingAccess
file system structure with important configuration files.

¢ Policies and Rules: This section of the exam measures the skills of Security Administrators and focuses on

how PingAccess evaluates paths for applying policies and resources. It covers the role of different rule
Topic 2 types, their configuration, and the implementation of rule sets and rule set groups for consistent policy
enforcement.

¢ Security: This section of the exam measures skills of Security Administrators and highlights how to manage
certificates and certificate groups. It covers the association of certificates with virtual hosts or listeners and

Topic 3 . o
P the use of administrator roles for authentication management.

Ping Identity Certified Professional - PingAccess Sample Questions (Q39-
Q44):

NEW QUESTION # 39

An organization wants to take advantage of a new product feature that requires upgrading the PingAccess cluster from 7.3 to the
current version. The administrator downloads the required files and places the files on the PingAccess servers. What should the
admmnistrator do next?

A. Upgrade the Replica Admin.
B. Disable cluster communication.
C. Upgrade the Admin Console.
D. Disable Key Rolling.

Answer: C

NEW QUESTION # 40
An administrator needs to configure a signed JWT identity mapping for an application that expects to be able to validate the
signature. Which endpoint does the application need to access to validate the signature?

A. /pa-admin-api/v3/identityMappinga/descriptora/jwtidentitymapping
B. /pa-admin-api/v3/authTokenManagement

C. /pa/authtoken/JWKS

D. /pa/aidc/cb

Answer: C

Explanation:

Applications consuming signed JWTs need theJSON Web Key Set (JWKS)endpoint to retrieve the public keys used for validating
JWT signatures. PingAccess exposes this at/pa/authtoken/JWKS.

Exact Extract:

"When using JWT identity mapping, applications can obtain the signing keys from the/pa/authtoken

/JWK Sendpoint to validate the JWT signature."

* Option Ais correct -/pa/authtokenVJWK Sprovides the key set for signature validation.

* Option Bis incorrect - that's an administrative API for configuring identity mappings, not a runtime validation endpoint.
* Option Cis incorrect -/pa/aidc/cbis the OIDC callback endpoint.

* Option Dis incorrect -/pa-admin-api/v3/authTokenManagementis for admin token management, not JWT validation.
Reference:PingAccess Admmistration Guide -JWT Identity Mapping

NEW QUESTION # 41
Which element in thelogdj2. xmilfile must be modified to change the log level in PingAccess?

o A AsyncLogger



¢ B. Appenders
¢ C. RollingFile
e D. Logger

Answer: D

Explanation:

In Log4j2, theLoggerelement controls the log level INFO,DEBUG,ERROR, etc.) for specific packages or classes.
Exact Extract:

"To modify logging levels, edit the<Logger>element inlogdj2.xmland change the level attribute."

* Option A (AsyncLogger)is a performance optimization, not for changing levels.

* Option B (RollingFile)defines file rotation, not log levels.

* Option C (Logger)is correct - this is where log levels are defined.

* Option D (Appenders)define output destinations, not severity levels.

Reference:PingAccess Administration Guide -Log Configuration

NEW QUESTION # 42
An application is hosted on a server that requires clients to authenticate using a username:password pair. This application is behind
PingAccess, which is acting as a gateway. What action should the administrator take to allow PingAccess to access the application?

A. Apply an Identity Mapping that includes the username and password
B. Configure a Basic Authentication Site Authenticator to the Site

C. Configure a Mutual TLS Site Authenticator to the Site

D. Apply a valid Web Session that contains the username and password

Answer: B

Explanation:

When a back-end site requires HTTP Basic Authentication, PingAccess supports this via aBasic Authentication Site Authenticator.
The authenticator is configured with credentials so that PingAccess can successfully authenticate to the target site.

Exact Extract:

"PingAccess can authenticate to target sites using a Site Authenticator. Use the Basic Authentication Site Authenticator when the site
requires a username and password."

* Option Ais incorrect - identity mappings are used to forward user attributes, not for site-to-site authentication.

* Option Bis incorrect - web sessions represent end-user sessions, not back-end credentials.

* Option Cis correct - the Basic Authentication Site Authenticator should be configured on the Site.

* Option Dis incorrect - mI'LS authenticates with certificates, not username/password.

Reference:PingAccess Administration Guide -Site Authenticators

NEW QUESTION # 43

Any user who accesses an application must be insalesunless the user is amanager in the marketing department. The administrator
creates the following web session rules:

* (A) Look for department = sales

* (B) Look for department = marketing

* (C) Look for job_title = manager

Which additional actions should be taken to properly enforce this requirement?

e A Create a Rule Set (D) to accept ANY (A) # Create a Rule Set (E) to accept ALL (B) (C) # Create a Rule Set Group (F)
to accept ANY (D) (E) # Add Rule Set Group (F) to the resource

e B. Create a Rule Set (D) to accept ALL (A) # Create a Rule Set (E) to accept ANY (B) (C) # Create a Rule Set Group (F)
to accept ALL (D) (E) # Add Rule Set Group (F) to the resource

e C. Create a Rule Set (D) to accept ALL (A) (B AND C) # Add Rule Set (D) to the resource

e D. Create a Rule Set (D) to accept ANY (A) (B) (C) # Add Rule Set (D) to the resource

Answer: A

Explanation:
The requirement is:
* Allow access ifuser is in sales



* OR ifuser is in marketing AND is a manager

This is logically represented as:

(A)OR(BANDC)

To configure this in PingAccess:

* Rule Set (D) = ANY (A)

* Rule Set (E) = ALL (B, C)

* Rule Set Group (F) = ANY (D, E)

* Assign Group (F) to the resource

This exactly matchesOption D.

* Option Ais incorrect - requires both A and (B AND C), which is stricter than the requirement.
* Option Bis incorrect - ANY(A, B, C) would allow users in marketing or managers without requiring both.
* Option Cis incorrect - it uses ALL(D, E), which would require both conditions instead of OR.
* Option Dis correct - it models (A OR (B AND C)).

Reference:PingAccess Administration Guide -Rule Sets and Rule Set Groups

NEW QUESTION # 44
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