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Juniper Security, Specialist (JNCIS-SEC) Sample Questions (Q87-Q92):
NEW QUESTION # 87 
You are deploying a new SRX Series device and you need to log denied traffic.
In this scenario, which two policy parameters are required to accomplish this task? (Choose two.)

A. deny
B. session-close
C. session-init
D. count

Answer: A,B

NEW QUESTION # 88 
You are troubleshooting unexpected issues on your JIMS server due to out of order event log timestamps.
Which action should you take to solve this issue?
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A. Enable time synchronization on the client devices.
B. Enable time synchronization on the JIMS server.
C. Enable time synchronization on the SRX Series devices.
D. Enable time synchronization on the domain controllers.

Answer: D

Explanation:
To solve the issue of out of order event log timestamps on your JIMS server, you should enable time synchronization on the domain
controllers. JIMS (Juniper Identity Management Service) is a Windows service that collects user, device, and group information
from Active Directory domains or syslog sources and provides it to SRX Series devices and CSO for identity-based security
policies. JIMS relies on the timestamps of the event logs generated by the domain controllers to track user logins, logouts, and IP
address changes. If the domain controllers have different or inaccurate clocks, the event logs may have out of order or incorrect
timestamps, which can cause JIMS to miss or misinterpret some events and affect its accuracy and performance. Therefore, you
should ensure that all the domain controllers in your network are synchronized with a reliable time source, such as an NTP server or
a Windows Time service. Reference: = Juniper Identity Management Service User Guide, Juniper Identity Management Service
Feature Guide, Configure JIMS Collector to Get Microsoft Event Logs, Considerations for timestamps in centralized logging
platforms

NEW QUESTION # 89 
You are currenty using a third-party threat analyzer. You want your SRX Series device to send decrypted SSE traffic to......
In this scenario, which feature should you configure on the SRX device?

A. SSL decryption mirroring
B. IPS IPanotify action
C. JSA vulnerability assessment
D. Phase 2 proxy ID

Answer: B,C

NEW QUESTION # 90 
After JSA receives external events and flows, which two steps occur? (Choose two.)

A. After the information is filtered, JSA responds with active measures
B. After formatting the data, the data is stored in an asset database.
C. Before the information is filtered, the information is formatted
D. Before formatting the data, the data is analyzed for relevant information.

Answer: B,C

Explanation:
When JSA (Juniper Secure Analytics) receives external events and flows, the typical processing steps are:
Option C. Before the information is filtered, the information is formatted.
Data formatting is an initial step in the process where raw data from events and flows is converted into a standard format that can be
more easily processed and analyzed by JSA.
Option A. After formatting the data, the data is stored in an asset database.
Once the data is formatted, it is stored in an asset database. This database acts as a repository for all the formatted data, enabling
JSA to perform further analysis, correlation, and eventually, to maintain a comprehensive view of the network assets and activities.
These steps are part of JSA's comprehensive approach to security event management, which involves collecting, normalizing, and
analyzing data to identify potential security threats and vulnerabilities efficiently.

NEW QUESTION # 91 
What are two benefits of using a vSRX in a software-defined network? (Choose two.)

A. no required software license
B. scalability
C. infinite number of interfaces
D. granular security



Answer: B,D

Explanation:
- Scalability: vSRX instances can be easily added or removed as the needs of the network change, making it a flexible option for
scaling in a software-defined network.
- Granular Security: vSRX allows for granular security policies to be enforced at the virtual interface level, making it an effective
solution for securing traffic in a software-defined network.
The two benefits of using a vSRX in a software-defined network are scalability and granular security.
Scalability allows you to increase the number of resources available to meet the demands of network traffic, while granular security
provides a level of control and flexibility to your network security that is not possible with a traditional firewall. With a vSRX, you
can create multiple levels of security policies, rules, and access control lists to ensure that only authorized traffic can enter and exit
your network.
Additionally, you would not require a software license to use the vSRX, making it an economical solution for those looking for
increased security and flexibility.

NEW QUESTION # 92
......
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