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H M #106

You have configured BGP peering froma CX 8325 switch to a third-party router. The remote router is reachable via ping but you
are not able to get the configuration to an established state.

Based on the BGP debug:

What is preventing the BGP neighbor state from becoming the established state?

A. The remote router is not negotiating with the local router
B. The remote router has no router-id configured

C. The remote router is configured with router-id 10.1.0.4
D. The remote router is configured with router-id 10.1.0.2
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The debug output shows the Remote BGP ID as 0.0.0.0, which indicates that the remote router has no router-id configured. BGP
requires a valid router-id (a non-zero IP address) for session establishiment. Without it, the BGP session cannot progress to the
Established state.

R #107
When trying to add a now access switch to the network, theswitch port at the aggregation switch is automatically disabled.
What needs to be done to fix this issue?

A. Disable spanning tree bpdu-guard at the interface level.
B. Disable spanning tree bpdu-tilter al the interface level.
C. Disable spanning tree loop-guard at the interface level.
D. Disable spanning tree root-guard at the interface level

EfE: A
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The issue involves a new access switch's port being automatically disabled when connected to an aggregation switch, likely due to a
Spanning Tree Protocol (STP) protection mechanism.

* Analysis of Options:

* Option A (Disable bpdu-filter):BPDU filtering prevents BPDUs from being sent or processed, which could cause loops, not
resolve the issue.

* Option B (Disable root-guard):Root guard prevents a port from becoming the root bridge but does not cause port disablement in
this context.

* Option C (Disable loop-guard):Loop guard prevents alternate ports from becoming designated but is unrelated to port
disablement.

* Option D:Correct. Disabling BPDU guard on the aggregation switch's interface prevents it fiom disabling the port when it receives
BPDUs from the new access switch.

* Why Option D is Correct:BPDU guard is an STP feature that disables a port if it receives BPDUSs, assuming an unauthorized
device is connected. When a new access switch isconnected, it sends BPDUs as part of normal STP operation, triggering BPDU
guard on the aggregation switch and disabling the port. Disabling BPDU guard on the aggregation switch's nterface (e.g., no
spanning-tree bpdu-guard) allows the access switch to participate in STP without being disabled, resolving the issue while
maintaining network stability.

* Relevance to Certification Objectives:

* Network Resiliency and Virtualization (8%):Involves troubleshooting STP mechanisirs for fault tolerance.

* Troubleshooting (10%):Includes diagnosing and remediating STP-related issues in campus networks.

* Switching (19%):Covers Layer 2 technologies like STP and its protection features.

References:

HPE Aruba Networking AOS-CX Configuration Guide: Spanning Tree Configuration, detailing BPDU guard.


https://jp.fast2test.com/HPE7-A06-premium-file.html

HPE7-A06Study Guide: Covers STP troubleshooting and protection mechanisirs.
HPE Aruba Networking Technical Documentation: STP Best Practices, explaining BPDU guard behavior.

E R #108
Drag and Drop Question
Match the customer requirement with the relevant commands.

i

M #109

An administrator is monitoringthird-party WLAN transmitters m HPE Aruba Networking Central and some of them are classified as
rogue and suspected rogue How aresuspected rogues classified when using the default classification method for the rule "Suspected
AP On-Prem" in HPE Aruba Networking Central?

e A signallevel = "-50 dbM" ANDWLAN classification = "On Wire"
e B. signal level = '-65 dbM- AND WLAN classification ="On-Prem"
e C. signal level ="-55 dbM" AND WLAN classification ="Interfering"
e D. signal level ="-50 dbM" AND WLAN classification = "[nterfering"
EfE: B
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The question asks how suspected rogue APs are classified using the default classification method for the

"Suspected AP On-Prem’ rule in HPE Aruba Networking Central.

* Analysis of Options:

* Option A:Correct. Suspected rogues are classified with a signal level of -65 dBm (indicating proximity) and WLAN classification
of "On-Prem"" (indicating they are on the premises).

* Option Bincorrect. A signal level of -55 dBmiis too strong, and "Interfering” is not specific to on-premises rogues.

* Option C:ncorrect. A signal level of -50 dBm is even stronger, and "Interfering is incorrect.

* Option Dincorrect. "On Wire" classification applies to wired rogue detection, not wireless on- premises APs.

* Why Option A is Correct:In HPE Aruba Networking Central, the "Suspected AP On-Prem' rule identifies rogue APs based on
their signal strength and location. A signal level of -65 dBm indicates the AP is close enough to be on the premises, and the "On-
Prem’' classification confirms it's detected within the managed network's environment. This default rule helps identify potential
security threats by flagging unauthorized APs with moderate to strong signals, distinguishing them from interfering or distant APs, as
per Aruba's wireless security framework.

* Relevance to Certification Objectives:

* WLAN (9%):Designing and troubleshooting RF attributes and wireless security functions.

* Security (10%):Troubleshooting and identifying rogue APs in custormer networks.

* Troubleshooting (10%):Analyzing wireless issues using Aruba Central tools.

References:

HPE Aruba Networking Central User Guide: Rogue AP Detection and Classification.

HPE7-A06Study Guide: Covers wireless security and rogue AP management.

HPE Aruba Networking Technical Documentation: Wireless Security and Rogue Detection Best Practices.

HM #110

Exhibit.

An end-to-end QoS design needs to be Implemented for wired and wireless. What is needed on the LAN side to maintain the
correct DSCP tags?

A. to create a WMM to DSCP mapping on the LAN Edge

B. to trust at DSCP-marked packetsin the QoS interior ports

C. tocreate a WMM la DSCP mapping on the WLAN side

D. to create a custom DSCP mapping as WLAN DSCP values are different

Ef#: B
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