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AR #322
Which two commands are required when configuring a flow-export action on a Cisco ASA? (Choose two.)

A. access-group

B. access-list

C. flow-export template timeout-rate 15
D. policy-map

E. flow-export event-type
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4. DE

Y.

To configure a flow-export action on a Cisco ASA, you need to use the flow-export event-type command and the policy-map
command. The flow-export event-type command specifies the type of events that trigger the export of NetFlow Security Event
Loggmng (NSEL) records to a collector. The policy-map command creates or modifies a policy map that can be applied to one or
more interfaces to specify a service policy. A service policy consists of a traffic class and one or more actions to be applied to the
traffic class. One of'the actions can be a flow-export action that matches the NSEL events and sends themto a collector. The other
commands are not required for configuring a flow-export action. The access-list command creates or modifies an access list that can
be used to filter traffic or match traffic classes, but it is not mandatory for a flow-export action.

The flow-export template timeout-rate command specifies how often the ASA sends the template to the collector, but it is not part
of the flow-export action configuration. The access-group command applies an access list to an interface, but it is not related to the
flow-export action. References:

* Cisco ASA 5500 Series Configuration Guide using the CLI, 8.4 and 8.6 - Configuring Network Secure Event Logging (NSEL)
* Solved: Flow-Export problem- Cisco Community

* How to configure NetFlow on Cisco ASA firewalls - Auvik Support

* Configuring Cisco's ASA for NSEL Export to the StealthWatch System

HAE #323
Which Cisco product is open, scalable, and built on IETF standards to allow multiple security products from Cisco and other
vendors to share data and interoperate with each other?

A. Advanced Malware Protection
B. Platform Exchange Grid

C. Muttifactor Platform Integration
D. Firepower Threat Defense

od
m

: B

EE #324
How does Cisco AMP for Endpoints provide next-generation protection?

A. Tt utilizes Cisco pxGrid, which allows Cisco AMP to pull threat feeds from threat intelligence centers.
B. It mtegrates with Cisco FTD devices.

C. It leverages an endpoint protection platform and endpoint detection and response.

D. It encrypts data on user endpoints to protect against ransomware.

e C

ME:

Cisco AMP for Endpoints provides next-generation protection by leveraging an endpoint protection platform (EPP) and endpoint
detection and response (EDR) capabilities. EPP is a set of multifaceted prevention techniques that stop threats from compromising
endpoints, such as behavioral analytics, machine learning, and signature-based methods. EDR is a set of powerful features that
reduce the attack surface and remediate faster, such as advanced threat hunting, endpoint isolation, and dynamic malware analysis.
Cisco AMP for Endpoints also integrates with SecureX, a built-in platform that offers extended detection and response (XDR)
capabilities across muiltiple control points, such as network, cloud, email, and web. By combining EPP, EDR, and XDR, Cisco
AMP for Endpoints delivers a comprehensive and resilient endpoint security solution that can detect, respond, and recover from
sophisticated attacks. References:

* Cisco Secure Endpoint (Formerly AMP for Endpoints) - Cisco

* Cisco Secure Endpoint (Formerly AMP for Endpoints) - Cisco

* Cisco Secure Endpoint (Formerly AMP for Endpoints) - Cisco

EE #325
What are two Detection and Analytics Engines of Cognitive Threat Analytics? (Choose two)

e A snort
e B. URL categorization



e C. command and control communication
e D. data exfiltration

¢ E. intelligent proxy
de: CD

Y.

Cisco Cognitive Threat Analytics helps you quickly detect and respond to sophisticated, clandestine attacks that are already under
way or are attempting to establish a presence within your environment. The solution automatically identifies and investigates
suspicious or malicious web-based traffic. It identifies both potential and confirmed threats, allowing you to quickly remediate the
infection and reduce the scope and damage of an attack, whether it's a known threat campaign that has spread across multiple
organizations or a unique threat you've never seen before.

Detection and analytics features provided in Cognitive Threat Analytics are shown below:

+ Data exfiltration: Cognitive Threat Analytics uses statistical modeling of an organization's network to identify anomalous web traffic
and pinpoint the exfiltration of sensitive data. It recognizes data exfiltration even n HTTPS-encoded traffic, without any need for you
to decrypt transferred content

+ Command-and-control (C2) communication: Cognitive Threat Analytics combines a wide range of data, ranging from statistics
collected on an Internet-wide level to host-specific local anomaly scores. Combining these indicators inside the statistical detection
algorithims allows us to distinguish C2 communication from benign traffic and from other malicious activities. Cognitive Threat
Analytics recognizes C2 even in HTTPSencoded or anonymous traffic, including Tor, without any need to decrypt transferred
content, detecting a broad range of threats

EE #3206
Which Cisco ISE feature helps to detect missing patches and helps with remediation?

A. enabling probes

B. profiling policy

C. posture assessiment
D. authentication policy
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