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NEW QUESTION # 52

Examine the following traffic log; then answer the question below.

date-20xx-02-01 time=19:52:01 devname=masterdevice id="xxooxx" log_id=0100020007 type=event subtype=system pri
critical vd=root service=kemel status=failure msg="NAT port is exhausted." What does the log mean?

A. There is not enough available memory in the systemto create a new entry in the NAT port table.

B. The limit for the maximum number of entries in the NAT port table has been reached.

C. The limit for the maximum number of simultaneous sessions sharing the same NAT port has been reached.
D. FortiGate does not have any available NAT port for a new connection.

Answer: C

NEW QUESTION # 53
Which statement about network processor (NP) offloading is true?

¢ A. When NP acceleration is enabled, firewall sessions may not offload if proxy-based security profiles are included in the
firewall policy.

¢ B. You can disable the NP for each firewall policy using the command np-acceleration set to loose.

¢ C. For UDP traffic, the FortiGate CPU offloads the first packet to identify it as fast-path traffic.

e D. The FortiGate CPU offloads all firewall sessions that require FortiOS session helper to the network processing unit

(NPU).
Answer: A

NEW QUESTION # 54

Examine these partial outputs from two routing debug commands:

# get router info routing-table database

S 0.0.0.0/0 [20/0] via 100.64.2.254, port2, [10/0]

S *>0.0.0.0/0 [10/0] via 100.64.1.254, port]

# get router info routing-table all

S*0.0.0.0/0 [10/0] via 100.64.1.254, portl

Why is the default route that uses port2 not in the output of the second command?

A. There can be only one default route present in an active routing table.
B. It has a higher priority than the default route using port1.

C. It is disabled in the FortiGate configuration.

D. It has a higher distance than the default route using portl.

Answer: D

NEW QUESTION # 55
Refer to the exhibit.

An administrator wants to expand the network by adding two additional FortiGate devices into AS
6500.
‘Which configuration is the most effective way to improve BGP convergence in this scenario?



A. Prefix list

B. BFD

C. Neighbor group
D. Route reflector

Answer: D

NEW QUESTION # 56
Refer to the exhibit, which shows a physical topology and a traffic log,

Device Name Sourt Destination IP Security Event List

ISFW

The administrator is checking on FortiAnalyzer traffic from the device with IP address 10.1.10.1, located behind the FortiGate
ISFW device.

The firewall policy in on the ISFW device does not have UTM enabled and the admmistrator is surprised to see a log with the action
Malware, as shown in the exhibit.

What are the two reasons FortiAnalyzer would display this log? (Choose two.)

A. The firewall policy n NGFW-1 has UTM enabled.

B. ISFW is not connected to FortiAnalyzer and must go through NGFW-1.
C. ISFW is na Security Fabric environment.

D. Security rating is enabled in ISFW.

Answer: A,C

Explanation:

From the exhibit, ISFW is part of a Security Fabric environment with NGFW-1 as the Fabric Root.

In this architecture, FortiGate devices share security intelligence, including logs and detected threats.

ISFW is in a Security Fabric environment:

Security Fabric allows devices like ISFW to receive threat intelligence from NGFW-1, even if UTM is not enabled locally.
IfNGFW-1 detects malware from IP 10.1.10.1 to 89.238.73.97, this information can be propagated to ISFW and FortiAnalyzer.
The firewall policy in NGFW-1 has UTM enabled:

Even though ISFW does not have UTM enabled, NGFW-1 (which sits between ISFW and the external network) does have UTM
enabled and is scanning traffic. Since NGFW-1 detects malware in the session, it logs the event, which is then sent to FortiAnalyzer.
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