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HE#10
Which of'the following is a recommended practice to improve cybersecurity awareness?

¢ A Evaluating cybersecurity behavior
¢ B. Implementing a one-size-fits-all cybersecurity awareness plan for all organizations
¢ C. Employing advanced technologies for performing critical processes

EfE: A

HE#11

Scenario 1:

into incidents that could result in substantial material or non-material damage. When it comes to identifying and mitigating risks, the
company has employed a standardized methodology. It conducts thorough risk identification processes across all operational levels,
deploys mechanisis for early risk detection, and adopts a uniform framework to ensure a consistent and effective incident response.
In alignment with its incident reporting plan, SecureTech reports on the mitial stages of potential incidents, as well as after the
successful mitigation or resolution of the incidents.

Moreover, SecureTech has recognized the dynamic nature of cybersecurity, understanding the rapid technological evolution. In
response to the ever-evolving threats and to safeguard its operations, SecureTech took a proactive approach by implementing a
comprehensive set of guidelines that encompass best practices, effectively safeguarding its systems, networks, and data against
threats. The company invested heavily in cutting-edge threat detection and mitigation tools, which are continuously updated to tackle
emerging vulnerabilities. Regular security audits and penetration tests are conducted by third-party experts to ensure robustness
against potential breaches. The company also prioritizes the security of customers' sensitive information by employing encryption
protocols, conducting regular security assessments, and integrating multi-factor authentication across its platforns.

Based on the scenario above, answer the following question:

In which category SecureTech fit according to the NIS 2 Directive?

e A. Critical entities
o B. Essential entities
e C. Important entities

EfE: B

HE #12

Scenario 1:

nto incidents that could result in substantial material or non-material damage. When it comes to identifying and mitigating risks, the
company has employed a standardized methodology. It conducts thorough risk identification processes across all operational levels,
deploys mechanisis for early risk detection, and adopts a uniform framework to ensure a consistent and effective incident response.
In alignment with its incident reporting plan, SecureTech reports on the mitial stages of potential incidents, as well as after the
successful mitigation or resolution of the incidents.

Moreover, SecureTech has recognized the dynamic nature of cybersecurity, understanding the rapid technological evolution. In
response to the ever-evolving threats and to safeguard its operations, SecureTech took a proactive approach by implementing a
comprehensive set of guidelines that encompass best practices, effectively safeguarding its systems, networks, and data against
threats. The company invested heavily in cutting-edge threat detection and mitigation tools, which are continuously updated to tackle
emerging vulnerabilities. Regular security audits and penetration tests are conducted by third-party experts to ensure robustness
against potential breaches. The company also prioritizes the security of customers' sensitive information by employing encryption
protocols, conducting regular security assessiments, and integrating multi-factor authentication across its platforms.

SecureTech reports on the initial stages of potential incidents and after the successful mitigation or resolution of the incidents. Is this
in compliance with the NIS 2 Directive requirements? Refer to scenario 1.

¢ A. No, the Directive requires that incidents are reported only after they have been resolved
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¢ B. No, the Directive requires that incidents are reported only in their initial stages
e C. Yes, the Directive introduces a two-stage approach to incident reporting, requiring initial and final reports.

IEf: C

HR#13

Scenario 2:

MHospital, founded in 2005 in Metropolis, has become a healthcare industry leader with over 2,000 dedicated employees known
for its commitment to qualitative medical services and patient care innovation. With the rise of cyberattacks targeting healthcare
nstitutions, MHospital acknowledged the need for a comprehensive cyber strategy to mitigate risks effectively and ensure patient
safety and data security. Hence, it decided to implement the NIS 2 Directive requirements. To avoid creating additional processes
that do not fit the company's context and culture, MHospital decided to integrate the Directive's requirements into its existing
processes. To mnitiate the implementation of the Directive, the company decided to conduct a gap analysis to assess the current state
of the cybersecurity measures against the requirements outlined in the NIS 2 Directive and then identify opportunities for closing the
&p.

Recognizing the indispensable role of a computer security incident response team (CSIRT) in maintaining a secure network
environment, MHospital empowers its CSIRT to conduct thorough penetration testing on the company's networks. This rigorous
testing helps identify vulnerabilities with a potentially significant impact and enables the implementation of robust security measures.
The CSIRT monitors threats and vulnerabilities at the national level and assists MHospital regarding real-time monitoring of their
network and information systems. MHospital also conducts cooperative evaluations of security risks within essential supply chains
for critical ICT services and systens. Collaborating with interested parties, it engages in the assessment of security risks, contributing
to a collective effort to enhance the resilience of the healthcare sector against cyber threats.

To ensure compliance with the NIS 2 Directive's reporting requirements, MHospital has streamlined its incident reporting process. In
the event of a security incident, the company is committed to issuing an official notification within four days of identifying the incident
to ensure that prompt actions are taken to mitigate the impact of incidents and maintain the integrity of patient data and healthcare
operations. MHospital's dedication to implementing the NIS 2 Directive extends to cyber strategy and governance. The company
has established robust cyber risk management and compliance protocols, aligning its cybersecurity initiatives with its overarching
business objectives.

Based on the scenario above, answer the following question:

Is the role of the MHospital's CSIRT regarding vulnerability assessment in alignment with the requirements of Article 11 of the NIS 2
Directive?

¢ A. No, the CSIRT should not be involved in vulnerability management, as defined in Article 11

e B. No, according to Article 11, the CSIRT should not conduct scanning of the network and nformation systems of the entity
as this should be done during the coordinated vulnerability disclosure

e C. Yes, the role of the CSIRT is consistent with vulnerability assessment requirements specified in Article 11

Ef#: C

i #14
According to recital 59 of the NIS 2 Directive, who is responsible for ensuring alignment with international standards and existing
industry best practices for cybersecurity risk management?

e A. The European Parliament and European Council
e B. The Commission, ENISA, and Member States
e C. The organizations affected by the Directive

EfE: B
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