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Amazon SOA-C03 Exam Syllabus Topics:

Section ‘ Weight Objectives
- Metrics and monitoring using Amazon CloudWatch
Monitoring, Logging, and Remediation 20% - Automated remediation and operational workflows

- Centralized logging and log analysis with AWS services

- Configuration management and orchestration tools
Deployment, Provisioning, and Automation 18% - Infrastructure as Code using AWS CloudFormation
- Automated deployment pipelines

- Cost monitoring and optimization strategies

Cost and Performance Optimization 28% - Right-sizing and capacity planning
- Resource performance tuning

- Data replication and recovery mechanisms
Reliability and Business Continuity 16% - High availability and fault tolerance design
- Backup and disaster recovery strategies

- Data protection and encryption
Security and Conpliance 18% - Security monitoring and auditing
- Identity and access management (IAM)
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HH #252

A company hosts a database on an Amazon RDS Multi- AZ DB instance. The database is not encrypted. The company's new
security policy requires all AWS resources to be encrypted at rest and in transit.

‘What should a CloudOps engineer do to encrypt the database?

¢ A Encrypt the standby replica in a secondary Availability Zone. Promote the standby replica to the primary DB instance.

¢ B. Take a snapshot of the DB instance. Encrypt the snapshot. Restore the snapshot to the same DB instance.

e (. Take a snapshot of the DB instance. Copy and encrypt the snapshot. Create a new DB instance by restoring the
encrypted copy.

¢ D. Configure encryption on the existing DB instance.

EfE: C

A -

Amazon RDS encryption at rest cannot be enabled directly on an existing unencrypted DB instance. AWS guidance states that
encryption for an RDS DB instance is enabled when the DB instance is created, not afer creation. To convert an unencrypted RDS
database to encrypted, the CloudOps engineer must take a snapshot, copy the snapshot while enabling encryption with an AWS
KMS key, and then restore a new DB instance from the encrypted snapshot. Restoring from a snapshot creates a new DB instance;
it does not overwrite the existing DB instance. Option C is invalid because Multi- AZ standby replicas cannot be independently
encrypted and promoted for this purpose. Therefore, creating an encrypted snapshot copy and restoring it as a new DB instance is
correct.
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A company manages a set of AWS accounts by using AWS Organizations. The company's security team wants to use a native
AWS service to regularly scan all AWS accounts against the Center for Internet Security (CIS) AWS Foundations Benchmark.
What is the MOST operationally efficient way to meet these requirements?

¢ A Designate a central security account as the AWS Security Hub administrator account. Use scripts to nvite and accept
member accounts.

e B. Designate an AWS Security Hub administrator account, automatically enroll new organization accounts, and enable CIS
AWS Foundations Benchmark.

¢ C. Runthe CIS AWS Foundations Benchmark by using Amazon Inspector.

¢ D. Designate a central security account as the Amazon GuardDuty administrator account and configure CIS scans.

IEf#: B
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AWS Security Hub is the native AWS service that provides continuous conpliance checks against security standards, including the
CIS AWS Foundations Benchmark. When integrated with AWS Organizations, Security Hub can automatically enroll existing and
newly created accounts, eliminating manual invitations and scripts.

By designating a Security Hub administrator account and enabling autormatic account onboarding, the organization ensures consistent
security posture monitoring across all accounts. CIS benchmark checks are run continuously, and findings are aggregated centrally,
simplifying governance and remediation workflows.

Amazon Inspector focuses on vulnerability scanning for EC2, container images, and Lambda finctions-not CIS compliance.
GuardDuty is a threat detection service and does not run CIS benchmarks.

Therefore, using AWS Security Hub with automatic organization-wide enroliment is the most efficient solution.

H A #254
A company runs several workloads on AWS. The company identifies five AWS Trusted Advisor service quota metrics to monitor in
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a specific AWS Region. The company wants to receive email notification each time resource usage exceeds 60% of one of the
service quotas.
‘Which solution will meet these requirements?

e A Use the AWS Health Dashboard to monitor each Trusted Advisor service quota metric. Configure an Amazon Simple
Queue Service (Amazon SQS) queue for email notification each time that usage exceeds 60% of one of the service quotas.

¢ B. Create five Amazon CloudWatch alaris, one for each Trusted Advisor service quota metric.

Configure an Amazon Simple Notification Service (Amazon SNS) topic for email notification each time that usage exceeds
60% of one of the service quotas.

e (. Use the AWS Health Dashboard to monitor each Trusted Advisor service quota metric. Configure an Amazon Simple
Notification Service (Amazon SNS) topic for email notification each time that usage exceeds 60% of one of the service
quotas.

¢ D. Create five Amazon CloudWatch alarms, one for each Trusted Advisor service quota metric.

Configure an Amazon Simple Queue Service (Amazon SQS) queue for email notification each time that usage exceeds 60%
of one of the service quotas.

Ef#: B
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Trusted Advisor service quota usage is exposed as CloudWatch metrics, so the simplest approach is to create CloudWatch alarms
on each metric with a threshold at 60% utilization and configure them to publish to an SNS topic for email notifications. SNS is the
native service for sending email from CloudWatch alarms, making this the most direct and operationally efficient solution.
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A company plans to migrate several of its high performance computing (HPC) virtual machines (VMs) to Amazon EC2 instances on
AWS. A CloudOps engineer must identify a placement group for this deployment. The strategy must minimize network latency and
must maximize network throughput between the HPC VM.

Which strategy should the CloudOps engineer choose to meet these requirements?

¢ A Deploy the instances in a spread placement group in two Availability Zones.
¢ B. Deploy the instances in a partition placement group in two Availability Zones.
¢ C. Deploy the instances in a partition placement group in one Availability Zone.
e D. Deploy the instances in a cluster placement group in one Availability Zone.

IEf#: D
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Cluster placement groups place EC2 instances close together within a single Availability Zone, providing very low network latency
and high network throughput, which is ideal for HPC workloads that require fast, high-bandwidth commumnication between nodes.
Partition and spread groups focus on isolation and failure-domain separation, not on maximizing inter-instance network performance.
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A company has an application that uses an Amazon EFS file system. A recent incident that involved an application logic error
corrupted several files. The company wants to improve its ability to back up and recover the EFS file system. The company must be
able to recover individual files rapidly.

Which solution meets these requirements MOST cost-effectively?

e A Create a second EFS file system in another AWS Region. Configure AWS DataSync to copy the data to the backup file
system Recover files by copying them from the backup EFS file system

¢ B. Configure Amazon Data Lifecycle Manager (Amazon DLM) to archive a copy of the data to an Amazon S3 Glacier vault.
Use S3 Glacier retrieval requests to retrieve individual files.

e C. Enable AWS Backup in Amazon EFS to back up the file system to an Amazon S3 Glacier vault. Use S3 Glacier retrieval
requests to retrieve individual files.

e D. Enable AWS Backup in Amazon EFS to back up the file system to a backup vault. Use a partial restore job to retrieve
individual files.

IEf#: D
A -



AWS Backup is the managed service for backing up and restoring Amazon EFS file systems. It supports backup vaults and restore
workflows without requiring a second live EF'S file system. This is more cost- effective than maintaining a duplicate EFS file system
in another Region. AWS documentation explains that AWS Backup performs incremental backups of EFS file systems, reducing
duplicate backup storage and improving cost efficiency. For file-level recovery, a partial restore job can restore selected files or
directories rather than restoring the entire file system. Amazon DLM is primarily used for EBS snapshots, not EFS file- level backup
management. S3 Glacier retrieval is not the best fit for rapid individual file recovery because retrieval latency and restore workflow
are unsuitable for quick operational recovery. Therefore, AWS Backup with partial restore is the right answer.
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