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CompTIA Cloud+ (2025) Sample Questions (Q353-Q358):
NEW QUESTION # 353 
Which of the following is an intended outcome of a stand-up meeting?

A. To identify blocking tasks
B. To identify stakeholders for next tasks
C. To identify future tasks
D. To identify team members for next tasks

Answer: A

Explanation:
Daily stand-ups focus on progress and impediments. Identifying blocking tasks helps the team resolve issues quickly to maintain
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productivity and keep operations flowing. This aligns with operational best practices in both agile and cloud environments.
Reference: CompTIA Project+ PK0-005 - Agile Practices; CompTIA Cloud+ CV0-004 Operations and Support objectives.

NEW QUESTION # 354 
Which of the following is a customer be responsible for in a provider-managed database service? (Select two).

A. Availability of hardware for scaling
B. Row-level encryption
C. Table-level permissions
D. Minor database engine updates
E. Cluster configuration
F. Operating system patches

Answer: B,C

Explanation:
In a provider-managed database service, the cloud provider typically manages the infrastructure, operating system, and database
engine updates. However, the customer is responsible for the data and its security within the database, which includes setting table-
level permissions and row-level encryption to ensure that data access and security is managed appropriately. Reference: CompTIA
Cloud+ Guide to Cloud Computing (ISBN: 978-1-64274-282-2)

NEW QUESTION # 355 
SIMULATION 5
A company has decided to scale its e-commerce application from its corporate datacenter to a commercial cloud provider to meet
an anticipated increase in demand during an upcoming holiday.
The majority of the application load takes place on the application server under normal conditions. For this reason, the company
decides to deploy additional application servers into a commercial cloud provider using the on-premises orchestration engine that
installs and configures common software and network configurations.
The remote computing environment is connected to the on-premises datacenter via a site-to-site IPSec tunnel. The external DNS
provider has been configured to use weighted round-robin routing to load balance connections from the Internet.
During testing, the company discovers that only 20% of connections completed successfully.
INSTRUCTIONS
Review the network architecture and supporting documents and fulfill these requirements:
Part 1:
* Analyze the configuration of the following components: DNS, Firewall 1, Firewall 2, Router 1, Router 2, VPN and Orchestrator
Server.
* Identify the problematic device(s).
Part 2:
* Identify the correct options to provide adequate configuration for hybrid cloud architecture.
If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.
Part 1:
Cloud Hybrid Network Diagram

Part 2:
Only select a maximum of TWO options from the multiple choice question. (Choose two.)

Answer:

Explanation:
Part 1: Router 2
The problematic device is Router 2, which has an incorrect configuration for the IPSec tunnel.
The IPSec tunnel is a secure connection between the on-premises datacenter and the cloud provider, which allows the traffic to flow
between the two networks. The IPSec tunnel requires both endpoints to have matching parameters, such as the IP addresses, the
pre-shared key (PSK), the encryption and authentication algorithms, and the security associations (SAs) .
According to the network diagram and the configuration files, Router 2 has a different PSK and a different address space than
Router 1. Router 2 has a PSK of "1234567890", while Router 1 has a PSK of "0987654321". Router 2 has an address space of
10.0.0.0/8, while Router 1 has an address space of 192.168.0.0/16. These mismatches prevent the IPSec tunnel from establishing
and encrypting the traffic between the two networks.



The other devices do not have any obvious errors in their configuration. The DNS provider has two CNAME records that point to
the application servers in the cloud provider, with different weights to balance the load. The firewall rules allow the traffic from and to
the application servers on port 80 and port 443, as well as the traffic from and to the VPN server on port 500 and port
4500. The orchestration server has a script that installs and configures the application servers in the cloud provider, using the DHCP
server to assign IP addresses.
Part 2:
The correct options to provide adequate configuration for hybrid cloud architecture are:
- Update the PSK (Pre-shared key) in Router 2.
- Change the Address Space on Router 2.
These options will fix the IPSec tunnel configuration and allow the traffic to flow between the on- premises datacenter and the cloud
provider. The PSK should match the one on Router 1, which is "0987654321". The address space should also match the one on
Router 1, which is
192.168.0.0/16.

NEW QUESTION # 356 
Which of the following is a field of computer science that enables computers to identify and understand objects and people in images
and videos?

A. Facial recognition
B. Natural language processing
C. Computer vision
D. Image reconstruction

Answer: C

Explanation:
Computer vision is a field of computer science that enables computers to identify and understand objects and people in images and
videos. It involves the development of systems that can capture and interpret visual information from the world, similar to the way
humans do.References: The application of computer vision and its role in cloud services, particularly in relation to AI and machine
learning capabilities, is discussed in CompTIA Cloud+.

NEW QUESTION # 357 
A cloud engineer needs to determine a scaling approach for a payroll-processing solution that runs on a biweekly basis. Given the
complexity of the process, the deployment to each new VM takes about 25 minutes to get ready. Which of the following would be
the best strategy?

A. Trending
B. Scheduled
C. Event
D. Horizontal

Answer: B

Explanation:
For a biweekly payroll-processing solution that takes a significant amount of time to deploy to each new VM, the best scaling
strategy is Scheduled scaling. This strategy involves preparing new instances in advance of when they are needed based on a known
schedule, which in this case is the biweekly payroll process. By scheduling the scaling actions in advance, the cloud engineer ensures
that the resources are ready when needed without incurring extra costs for running them all the time. Reference: CompTIA Cloud+
Study Guide (Exam CV0-004) by Todd Montgomery and Stephen Olson
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