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HM #10

What are two key objectives of implementing Network Access Control with ClearPass?
(Choose two)

Response:

¢ A. Maintain switch configuration backups
¢ B. Assign IP addresses dynamically
¢ C. Ensure device compliance before granting access
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¢ D. Enforce role-based access policies

Eﬁ: C\ D

HE#11

Which two actions can ClearPass take based on posture evaluation results?
(Choose two)

Response:

A. Tssue digital certificates to unknown devices
B. Enforce quarantine access with limited permissions
C. Redirect non-compliant devices to remediation VLAN

D. Assign guest portal login page
IE% H B\ C

H #12
Which protocol is commonly used by ClearPass to communicate with network devices for enforcing access control decisions?
Response:

A.NTP

B. RADIUS
C. HTTP
D. SNMP

Ef#: B

B #13
Which of the following is a prerequisite before a ClearPass Service can apply an Enforcement Profile?
Response:

A. The service nust define a Web Login Form

B. The user must match a Role Mapping rule

C. The endpoint must be in a known device repository
D. The system must be in Publisher-only mode

EfE: B

i #14
What determines which ClearPass service handles a specific authentication request?
Response:

A. The endpoint MAC address

B. The firewall rule applied to the request

C. The ClearPass cluster node that first receives the request

D. The incoming request's RADIUS NAS-IP and authentication method

IEf@E: D
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