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Google Cloud Certified - Professional Cloud DevOps Engineer Exam Sample
Questions (Q200-Q205):
NEW QUESTION # 200 
You are configuring Cloud Logging for a new application that runs on a Compute Engine instance with a public IP address. A user-
managed service account is attached to the instance. You confirmed that the necessary agents are running on the instance but you
cannot see any log entries from the instance in Cloud Logging. You want to resolve the issue by following Google-recommended
practices. What should you do?

A. Update the instance to use the default Compute Engine service account.
B. Add the Logs Writer role to the service account.
C. Enable Private Google Access on the subnet that the instance is in.
D. Export the service account key and configure the agents to use the key.

Answer: B

Explanation:
The correct answer is A. Add the Logs Writer role to the service account.
To use Cloud Logging, the service account attached to the Compute Engine instance must have the necessary permissions to write
log entries. The Logs Writer role (roles/logging.logWriter) provides this permission.You can grant this role to the user-managed
service account at the project, folder, or organization level1.
Private Google Access is not required for Cloud Logging, as it allows instances without external IP addresses to access Google
APIs and services2.The default Compute Engine service account already has the Logs Writer role, but it is not a recommended
practice to use it for user applications3.Exporting the service account key and configuring the agents to use the key is not a secure
way of authenticating the service account, as it exposes the key to potential compromise4.
References:
1:Access control with IAM | Cloud Logging | Google Cloud
2: Private Google Access overview | VPC | Google Cloud
3: Service accounts | Compute Engine Documentation | Google Cloud
4: Best practices for securing service accounts | IAM Documentation | Google Cloud

NEW QUESTION # 201 
You are responsible for creating and modifying the Terraform templates that define your Infrastructure. Because two new engineers
will also be working on the same code, you need to define a process and adopt a tool that will prevent you from overwriting each
other's code. You also want to ensure that you capture all updates in the latest version. What should you do?

A. * Store your code as text files in Google Drive in a defined folder structure that organizes the files.
* At the end of each day, confirm that all changes have been captured in the files within the folder structure and create a new
.zip archive with a predefined naming convention.
* Upload the .zip archive to a versioned Cloud Storage bucket and accept it as the latest version.
B. * Store your code in a Git-based version control system.
* Establish a process that includes code reviews by peers and unit testing to ensure integrity and functionality before
integration of code.
* Establish a process where the fully integrated code in the repository becomes the latest master version.
C. * Store your code in a Git-based version control system.
* Establish a process that allows developers to merge their own changes at the end of each day.
* Package and upload code lo a versioned Cloud Storage bucket as the latest master version.
D. * Store your code as text files in Google Drive in a defined folder structure that organizes the files.
* At the end of each day. confirm that all changes have been captured in the files within the folder structure.
* Rename the folder structure with a predefined naming convention that increments the version.

Answer: C

NEW QUESTION # 202 
Your product is currently deployed in three Google Cloud Platform (GCP) zones with your users divided between the zones. You
can fail over from one zone to another, but it causes a 10-minute service disruption for the affected users. You typically experience a
database failure once per quarter and can detect it within five minutes. You are cataloging the reliability risks of a new real-time chat
feature for your product. You catalog the following information for each risk:



* Mean Time to Detect (MUD} in minutes
* Mean Time to Repair (MTTR) in minutes
* Mean Time Between Failure (MTBF) in days
* User Impact Percentage
The chat feature requires a new database system that takes twice as long to successfully fail over between zones. You want to
account for the risk of the new database failing in one zone. What would be the values for the risk of database failover with the new
system?

A. MTTD: 5
MTTR: 10
MTBF: 90
Impact: 33%
B. MTTD:5
MTTR: 20
MTBF: 90
Impact: 33%
C. MTTD:5
MTTR: 10
MTBF: 90
Impact 50%
D. MTTD:5
MTTR: 20
MTBF: 90
Impact: 50%

Answer: C

NEW QUESTION # 203 
You support a high-traffic web application that runs on Google Cloud Platform (GCP). You need to measure application reliability
from a user perspective without making any engineering changes to it. What should you do?
Choose 2 answers

A. Create new synthetic clients to simulate a user journey using the application.
B. Analyze the web proxy logs only and capture response time of each request.
C. Use current and historic Request Logs to trace customer interaction with the application.
D. Review current application metrics and add new ones as needed.
E. Modify the code to capture additional information for user interaction.

Answer: A,C

NEW QUESTION # 204 
You are creating a CI/CD pipeline in Cloud Build to build an application container image The application code is stored in GitHub
Your company requires thai production image builds are only run against the main branch and that the change control team approves
all pushes to the main branch You want the image build to be as automated as possible What should you do?
Choose 2 answers

A. Configure a branch protection rule for the main branch on the repository
B. Add the owners file to the Included files filter on the trigger
C. Create a trigger on the Cloud Build job Set the repository event setting to Push to a branch
D. Create a trigger on the Cloud Build job Set the repository event setting to Pull request'
E. Enable the Approval option on the trigger

Answer: A,C

Explanation:
The best options for creating a CI/CD pipeline in Cloud Build to build an application container image and ensuring that production
image builds are only run against the main branch and that the change control team approves all pushes to the main branch are to
create a trigger on the Cloud Build job, set the repository event setting to Push to a branch, and configure a branch protection rule
for the main branch on the repository. A trigger is a resource that starts a build when an event occurs, such as a code change. By



creating a trigger on the Cloud Build job and setting the repository event setting to Push to a branch, you can ensure that the image
build is only run when code is pushed to a specific branch, such as the main branch. A branch protection rule is a rule that enforces
certain policies on a branch, such as requiring reviews, status checks, or approvals before merging code. By configuring a branch
protection rule for the main branch on the repository, you can ensure that the change control team approves all pushes to the main
branch.

NEW QUESTION # 205
......
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