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¢ Troubleshooting: This domain involves resolving connectivity issues in AWS and Azure environments,
FrRE 1 including diagnosing problems with SDN connectors.

¢ Cloud Infrastructure Monitoring: This domain addresses monitoring AWS and Azure networks using
FE2 Fortinet monitoring tools designed for cloud workload visibility and management.

¢ Security Solutions Deployment: This domain covers deploying Fortinet solutions to protect IaaS and CaaS
FrRE3 environments, and integrating them with cloud native security tools.

¢ Automation Tools: This domain focuses on using infrastructure-as-code tools like Terraform, Ansible,
EN Aaire Bicep, and AWS CloudFormation to automate cloud infrastructure and Fortinet solution

deployments.
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Exhibit.

[ec2-userdip-10-0-0-200 ~]§ sude yum FMHIHIFIHET

Last metadata expiration check: 0:02:31 ago on Sun WJul 21 22:12:44 2024.
Package unzip-6.0-57.amzn2023.0.2.x86_64 is alreddy installed.

Depandencies resolved.

Nothing to do.

Complete!

[ec2-user@ip-10-0-0-200 ~]§ unzip terraform_ §{TERRAFORM VER}_ linux_amd64.zip
Archive: terraform 1.5.3 linux_amdfd, zip

inflating: terraform

[ec2-user@ip-10-0-0-200 ~]§ terfaform version

-bash: terraform: command\net-found

[ec2-userlip-10-0-0-200-~19
You are tasked with deploying FortiGate using Terraform. When you run the terraform version command during the Terraform
mstallation, you get an error message.
What could you do to resolve the command not found error?

A. You nuwst reinstall Terraform.

B. You nust assign correct permissions to the ec2-user.

C. You nust move the binary file to the bin directory.

D. You must change the directory location to the root directory.

ER: C

SRR «

https//github.conyfortinet/fortigate- terraform-deploy

According to the Terraform documentation for installing Terraform on Linux, you need to download a zip archive that contains a
single binary file called terraform. You need to unzip the archive and move the binary file to a directory that is included in your
system's PATH environment variable, such as /ust/local/bin. This way, you can run the terraform command from any directory
without specifying the full path.

If'you do not move the binary file to the bin directory, you will get a command not found error when you try to run the terraform
version command, as shown in the screenshot. To fix this error, you need to move the binary file to the bin directory or specify the
full path of the binary file when running the command.

8 #31

An admmnistrator is trying to implement FortiCNP with Microsoft Azure Security integration. However, FortiCNP is not able to
extract any cloud integration data from Azure; therefore, real-time cloud security monitoring is not possible.

What is causing this issue?

A. The administrator enabled the wrong defender plan for servers.

B. The Azure account doesn't have the global administrator role.

C. The FortiCNP account in Azure has the Storage Blob Data Reader role.
D. The organization is using a free Azure AD license.

EX: B

PR #32

You are troubleshooting a FortiGate active-passive SDN connector solution in Microsoft Azure.
Which two mandatory SDN connector settings are required for a successful deployment?
(Choose two.)

A. Directory ID

B. Client secret

C. Active FortiGate serial number
D. FortiGate license file

EX: AB



f RE R «

For an Azure SDN connector to work with FortiGate in an active-passive setup, you must configure:
* Client secret (used for authentication with Azire AD).

* Directory ID (the Azure tenant identifier).

il =8 #33
How does an admmnistrator secure container environments in Amazon AWS from newly emerged security threats?

A. Using Amazon AWS_S3-related application control signatures.
B. Using distributed network-related application control signatures.
C. Using Amazon AWS-related application control signatures.

D. Using Docker-related application control signatures.

EX: D
fRRER A

To secure container environments, FortiGate and FortiOS rely on Docker-related application control signatures, which detect and
block threats specific to containerized workloads and Docker-based traffic.

PR #34
Refer to the exhibit. An administrator used the what-iffool to preview the changes to an Azure Bicep file.
‘What will happen if the administrator applies these changes in Azure?

fllae=—.LL o

Resource and property changes are indicated with these symbols:
= Delete
+ Create
~ Modify
The deployment will update the following-scope:
Scope: /subscriptions/./resourceGroups/ExampleGroup
F{:' ol HTI.ﬂErT‘ rtualNefwbrks/vnet-002 [2018-10-01]
= tags.Owner: "Production"
~ properties.subnets: |

+ 0:

]

Resource changes: 1 to modify.

A. The vnet-002 VNet will be renamed Production.
B. The VNet address space will be updated.

C. A new subnet will be added to vnet-002.

D. The resulting VNet will have a single subnet.

ER: C
fRRERE

The what-if output shows a modification (~) to the VNet vnet-002 where a new subnet (+ subnet001 with address prefix
10.0.0.0/25) will be created. Applying the changes will therefore add a new subnet to the existing VNet.

FRE #35
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