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According to a new business requirement, critical applications require dual-factor authentication when specific resources are
accessed in those applications. Which configuration object should the administrator use in the applications?

A. Auth Token Management

B. UI Authentication

C. Authentication Requirements

D. Authentication Challenge Policy

ZER: C

fE R A«

PingAccess enforces step-up or muilti- factor authentication usingAuthentication Requirements, which can be applied to specific
resources within an application.

Exact Extract:

"Authentication requirements allow administrators to configure additional authentication (for example, MFA) when accessing
sensitive application resources."

* Option A (UI Authentication)applies to access to theadmin console, not application resources.

* Option B (Auth Token Management)relates to O Auth token lifetimes and refresh, not MFA enforcement.

* Option C (Authentication Requirements)is correct - these rules enforce MFA or step-up auth for specific URLs/resources.
* Option D (Authentication Challenge Policy)governs how failed auth challenges are presented but does not enforce MFA.
Reference:PingAccess Admmnistration Guide - Authentication Requirements

PRI #23
An administrator must onboard a new application from the application team. The application has muiltiple paths that will need
different rules. What would be the first step in this process?

A. Application

B. Identity mapping
C. Web session

D. Resource

BER: A

it REES B -

All onboarding in PingAccess begins with defining anApplication. Once the application exists, the administrator can
defineResourceswithin it and assign different rules to those resources.

Exact Extract:

"Before you can configure resources and rules, you must first create an application in PingAccess."

* Option A (Identity Mapping)may be required later but not the first step.

* Option B (Web Session)can be shared but is not the first onboarding step.

* Option C (Application)is correct - the starting point for onboarding,

* Option D (Resource)comes after creating the application.

Reference:PingAccess Administration Guide -Creating Applications

PR #24
What is the default port for the administrative console?

A0
B. 1
C.2
D.3

ER: A
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‘When PingAccess is first installed, the Administrative Console(the web-based UI for managing configuration) is bound to adefault
port of 9000. This is documented in the installation and configuration guides:

* Exact Extract from documentation:

"By default, the administrative console is available athttpsz/<host>:9000." (PingAccess Installation Guide - Default Ports) This means
that unless the administrator has explicitly changed the port inrun.propertiesor during installation, the console will always be available
onport 9000.

Option Analysis:

* A. 9000#Correct. Default administrative console port.

* B. 3000#Incorrect. This is not a PingAccess default port.

* C. 9090#Incorrect. Sometimes used by other Ping products for APIs, but not the PingAccess admin console.

* D. 3030#Incorrect. Not a default PingAccess port.

Reference:PingAccess Installation Guide -Default Administrative Console Port (9000).

=8 #25
An admnistrator is preparing to rebuild an unrecoverable primary console and must promote the replica admin node. Which two

actions must the administrator take? (Choose 2 answers.)

A. Restart the replica admin node.

B. Modifybootstrap.propertiesand set theengine.admin.configuration.hostvalue to point at the replica admin node.
C. Restart all nodes in the cluster.

D. Changepa.operational modetoCLUSTERED CONSOLE REPLICAon one of the engine nodes.

E. Changepa.operational. modetoCLUSTERED CONSOLEon the replica admin node.

Z%X: BE

i RE LB -

From the "Promoting the replica admnistrative node" documentation:

* Exact Extract:

"Open the<PA HOME>/conf/run.propertiesfile in a text editor. Locate thepa.operational. modeline and change the value
fromCLUSTERED CONSOLE REPLICAtoCLUSTERED CONSOLE. These properties are case-sensitive. Do not restart the
replica node during the promotion process."Ping Identity Documentation

* Also from the documentation under "Next steps"” / manual promotion / "Using the admin API ..."When promoting the replica, there
is also mention of setting the new host-port in the primary admin configuration so that engine nodes and configuration references now
point to the promoted replica. One of the API properties iseditRunPropertyFile(to flip the mode), another iseditPrimaryHostPort,
which causes the primary-admin host setting to be updated.Ping Identity Documentation Using those facts:

Why C is correct:

* Option C says:Changepa.operational. modetoCLUSTERED CONSOLEon the replica admin node.

This directly matches the documented manual promotion step: switchpa.operational.
modeffomCLUSTERED CONSOLE REPLICA#CLUSTERED CONSOLE.Ping Identity

Documentationt1

* This is essential for promoting the replica to primary console.

Why E is correct:

* Option EModifybootstrap.propertiesand set theengine.admin.configuration.hostvalue to point at the replica admin node. While the
documentation doesn't always name the exact propertyengine.admin.

configuration.host, the "promote via admin API" includes updating the "primary host:port" in the configuration so that engine nodes'
configuration queries (or whatever is used by engines) point to the new primary. This maps to ensuring that engine nodes know that
the promoted replica is now the administrative node. This requiring modifying the bootstrap or configuration that engine nodes use to
find the administrative host is essential. Ping Identity Documentation Why the other options are incorrect:

* A.Changepa.operational modetoCLUSTERED CONSOLE REPLICAon one of the engine nodes.No.

Engine nodes should havepa.operational mode = CLUSTERED ENGINE, not console modes.

CLUSTERED CONSOLE REPLICA:is an admin/replica console mode, not applicable for engines.

docs.ping.directory+2Ping Identity Documentation2

* B.Restart all nodes in the cluster. The documentation explicitly saysdo not restartthe replica node during the promotion process
because restart can cause file corruption or failure to properly promote.

Only certain restarts are neededafterconfiguration updates. So restarting all nodes is not a correct required action.Ping Identity
Documentation

* D.Restart the replica admin node.As above, for manual promotion, a restart of the replica admin node is notrequired (and is even
discouraged during the promotion process). The change inrun.propertiesis detected without restarting. Ping Identity Documentation
ReferencePingAccess Reference Guide -Promoting the replica administrative node / Manually promoting the replica administrative
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il /8 #26
‘Which two variables should be set in order for the PingAccess service script to start? (Choose 2 answers.)

A.PA HOME
B. JAVA HOME
C.JAVA PATH
D.PA PATH

E. 2EE HOME

E&X: AB

R -

PingAccess service scripts depend on knowing:

* Where the Java runtime is installed (JAVA_ HOME)

* Where PingAccess itselfis installed (PA_ HOME)

Exact Extract:

"The PingAccess startup scripts require theJAVA HOMEenvironment variable to locate the JDK/JRE and thePA HOMEvariable
to locate the PingAccess installation directory."

* Option A (J2EE_HOME)is irrelevant to PingAccess.

* Option B (JAVA_HOME);s correct - needed for Java execution.

* Option C (PA_PATH)is not a standard variable.

* Option D (PA_ HOME)is correct - required to point to the PingAccess installation root.

* Option E (JAVA__PATH)is not valid;PATHcan include Java, butJAVA HOME:is the correct environment variable.
Reference:PingAccess Installation Guide -Environment Variables
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