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the certification can lead to higher salaries and better job opportunities.

Amazon AWS Certified SysOps Administrator - Associate (SOA-C02) Sample
Questions (Q664-Q669):
NEW QUESTION # 664 
A company needs to upload gigabytes of files every day. The company need to achieve higher throughput and upload speeds to
Amazon S3 Which action should a SysOps administrator take to meet this requirement?

A. Enable S3 Transfer Acceleration and use the acceleration endpoint when uploading files
B. Create an Amazon CloudFront distribution with the GET HTTP method allowed and the S3 bucket as an origin.
C. Set up AWS Global Accelerator and configure it with the S3 bucket
D. Create an Amazon ElastiCache duster and enable caching for the S3 bucket

Answer: A

Explanation:
Enable Amazon S3 Transfer Acceleration Amazon S3 Transfer Acceleration can provide fast and secure transfers over long
distances between your client and Amazon S3. Transfer Acceleration uses Amazon CloudFront's globally distributed edge locations.
https://aws.amazon.com/premiumsupport/knowledge-center
/s3-upload-large-files/

NEW QUESTION # 665 
A company needs to monitor its website's availability to end users. The company needs a solution to provide an Amazon Simple
Notification Service (Amazon SNS) notification if the website's uptime decreases to less than 99%. The monitoring must provide an
accurate view of the user experience on the website.
Which solution will meet these requirements?

A. Create an Amazon CloudWatch Synthetics heartbeat monitoring canary. Associate the canary with the website's URL for
end users, Create a CloudWatch alarm for the canary. Configure the alarm to publish an SNS notification if the value of the
SuccessPercent metric is less than 99%.
B. Create an Amazon CloudWatch alarm that is based on the website's logs that are published to a CloudWatch Logs log
group. Configure the alarm to publish an SNS notification if the number of HTTP 4xx errors and 5xx errors exceeds a
specified threshold.
C. Create an Amazon CloudWatch alarm that is based on the website's published metrics in CloudWatch. Configure the
alarm to publish an SNS notification that is based on anomaly detection.
D. Create an Amazon CloudWatch Synthetics broken link checker monitoring canary. Associate the canary with the
website's URL for end users. Create a CloudWatch alarm for the canary.Configure the alarm to publish an SNS notification if
the value of the SuccessPercent metric is less than 99%.

Answer: A

Explanation:
Using an Amazon CloudWatch Synthetics heartbeat monitoring canary is the best option to simulate an end-user experience. The
canary continuously accesses the website using the URL provided, measuring the success percentage of those requests. By creating
a CloudWatch alarm that triggers an SNS notification when the SuccessPercent metric drops below 99%, the company gets an
accurate view of website availability from the end-user perspective. This solution meets the requirements with minimal configuration
and operational overhead.

NEW QUESTION # 666 
A non-production application is installed on an Amazon EC2 instance. The application's developer has created an Amazon
CloudWatch alarm that reboots the EC2 instance if a critical application error occurs.
When the developer tests the new alarm, the alarm enters ALARM state. However, the EC2 instance fails to reboot. A SysOps
administrator needs to troubleshoot the developer's IAM permissions. What should the SysOps administrator do to ensure that the
developer can configure the alarm correctly?

A. Ensure that the developer has the iam:AttachGroupPolicy permission.
B. Ensure that the developer does not have the iam:EnabieMFADevice permission.



C. Ensure that the developer has the iam:CreateServiceSpecificCredential permission.
D. Ensure that the developer has the iamiCreateServiceLinkedRole permission.

Answer: D

Explanation:
CloudWatch alarm actions like EC2 reboot require CloudWatch to assume a service-linked role to interact with EC2 on behalf of
the user.
From the Amazon CloudWatch documentation:
When you create an alarm that performs actions such as rebooting an instance, CloudWatch uses a service- linked role named
AWSServiceRoleForCloudWatchEvents to execute the action.
To create this role, a user must have the iam:CreateServiceLinkedRole permission.

NEW QUESTION # 667 
A development team recently deployed a new version of a web application to production. After the release penetration testing
revealed a cross-site scripting vulnerability that could expose user data.
Which AWS service will mitigate this issue?

A. Elastic Load Balancing
B. AWS WAF
C. Amazon Cognito
D. AWS Shield Standard

Answer: B

Explanation:
AWS WAF (Web Application Firewall) helps protect web applications from common web exploits that could affect availability,
compromise security, or consume excessive resources. It can be used to mitigate cross-site scripting (XSS) vulnerabilities.
* Set Up AWS WAF:
* Open the AWS WAF console at AWS WAF Console.
* Create a new Web ACL.
* Add Rules for Protection:
* Add managed rules that include protection against common vulnerabilities, including XSS.
* AWS provides managed rule groups, such as the AWS Managed Rules for Common Vulnerabilities and Exposures (CVE) which
include protections against XSS.
* Associate WAF with the Application:
* Associate the Web ACL with the resources you want to protect (e.g., CloudFront distribution, Application Load Balancer).
References:
* AWS WAF
* AWS WAF Managed Rules

NEW QUESTION # 668 
A SysOps administrator is responsible for a large fleet of Amazon EC2 instances and must know whether any instances will be
affected by upcoming hardware maintenance. Which option would provide this information with the LEAST administrative
overhead?

A. Deploy a third-party monitoring solution to provide real-time EC2 instance monitoring
B. Monitor AWS CloudTrail for Stopinstances API calls
C. List any instances with failed system status checks using the AWS Management Console
D. Review the AWS Personal Health Dashboard

Answer: D

Explanation:
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html

NEW QUESTION # 669
......



By reviewing these results, you will be able to know and remove your mistakes. These SOA-C02 practice exams are created as per
the pattern of the AWS Certified SysOps Administrator - Associate (SOA-C02) (SOA-C02) real examination. Therefore, AWS
Certified SysOps Administrator - Associate (SOA-C02) (SOA-C02) mock exam takers will experience the real exam environment.
It will calm down their nerves so they can appear in the SOA-C02 final test without anxiety or fear.
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