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WGU Network-and-Security-Foundation Sample Questions (Q63-Q68):

NEW QUESTION # 63

A computer network has software that tracks successful and unsuccessful connection attempts to the network in order to better
identify attacks.

‘Which network security concept does this scenario address?

A. Availability

B. Accounting

C. Authentication
D. Authorization

Answer: B

Explanation:

Accounting(also known asauditing or logging) is a network security concept that tracks user activities, includingsuccessful and failed
authentication attempts, system changes, and resource access. This helps in detecting and mitigating security breaches.

* Authenticationverifies user identity but does not track activity.

* Availabilityensures systems remain operational.

* Authorizationcontrols user permissions but does not log activities.

NEW QUESTION # 64

With expanded business opportunities and markets, a company needs to comply with theGeneral Data Protection Regulation
(GDPR).

‘Which requirement should be expected for the company under this regulation?

A. Allow individuals to access, collect, or erase their personal information
B. Disclose the software used to protect personal data

C. Compensate individuals for revenue from the sale of their information
D. Notify individuals each time their personal information is viewed

Answer: A

Explanation:

UnderGDPR, individuals have the right to:

* Accesstheir personal data

* Request modifications or deletions(right to be forgotten)

* Restrict processing of their data

Companies must also ensuretransparency and data protectionby implementing encryption and security controls.
* Compensating individualsis not a GDPR requirement.

* Disclosing security softwareis not mandatory, only security measures in place.

* Notifying individuals every time data is viewedis unnecessary unless required by a breach.

NEW QUESTION # 65

A host is already set up with an operating system. An administrator wants to install a hypervisor atop the operating system to allow
for setting up virtual machines.

‘Which hypervisor should be used?

A. Open source
B. Proprietary
C. Type 2

D. Type 1

Answer: C
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NEW QUESTION # 66
A person is troubleshooting a network issue and needs to see details about network adapters and their settings.
‘Which Windows command should be used?

A. nslookup
B. ipconfig
C. traceroute
D. netstat

Answer: B

Explanation:

Theipconfigcommand in Windows provides details about a computer's network adapters, including IP addresses, subnet masks,
default gateways, and DNS settings. It is particularly useful for troubleshooting connectivity issues.

* traceroute(or tracert in Windows) is used to trace the path packets take to a destination.

* nslookupis used for querying DNS records.

* netstatprovides details about active network connections and listening ports, but not adapter configurations.

NEW QUESTION # 67
After a series of attacks, an organization needs to bolster its data protection measures.
Which strategy should be used to increase data protection?

A. Have restoration policies in place

B. Require that passwords change weekly

C. Use a variable network topology

D. Implement wired equivalent privacy (WEP)

Answer: A

Explanation:

Having restoration policies in placeensures that in the event of data breaches, ransomware, or system failures, data can be quickly
restored from secure backups. This mmnimizes downtime and data loss.

* Using a variable network topologydoes not directly improve data security.

* Changing passwords weeklymay lead to weaker security due to password fatigue.

* WEPis obsolete and does not provide strong encryption for data protection.

NEW QUESTION # 68
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