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¢ Detecting, Remediating, and Monitoring OCI Resources: This section of the exam measures the skills of
OCI Administrators and emphasizes monitoring and maintaining security posture across cloud resources. It
focuses on the use of Cloud Guard, security zones, and the Security Advisor. Candidates also need to
understand how to identify rogue users with threat ntelligence, as well as use monitoring, logging, and event
services for continuous visibility into performance and security.
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¢ Protecting Data: This section of the exam measures the skills of Cloud Security Professionals and highlights
data security practices in OCL. It tests knowledge of using the Key Management Service for encryption
keys, managing secrets in the OCI Vault, and applying features of OCI Data Safe to ensure sensitive data
remains protected.

FE3

¢ Implementing Identity and Access Management (IAM): This section of the exam measures skills of OCI
Admmnistrators and focuses on identity and access controls. It covers JAM domains, users, groups, and
compartments, as well as the use of [AM policies to manage access to resources. Candidates are also
tested on configuring dynamic groups, network sources, and tag-based access control, along with
managing MFA, sign-on policies, and activity monitoring,
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An OCI administrator notices that a compute instance running in the production compartment is unable to create Object Storage
buckets using the OCI CLI command:

oci os bucket create --name mybucket --compartment-id <compartment OCID> --auth instance_principal The error message
returned states:

"NotAuthorizedOrNotFound: You are not authorized to perform this action." The administrator verifies that the instance has Internet
access and can reach OCI endpoints.

What then could be causing the issue?

A. The bucket name is already in use, causing a conflict.

B. The policy is written at the root compartment instead of the production compartment.
C. The instance is not part of any Dynamic Group or the matching rule is incorrect.

D. The instance is using the wrong OCI CLI authentication method.

ER: C
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‘Which Oracle Data Safe feature enables the Internal test, development, and analytics teams to operate effectively while minimizing
their exposure to sensitive data?

A. Sensitive data discovery
B. Security assessment

C. Data auditing

D. Data encryption

BER: A
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"A programrer is developing a Node.js application which will run on a Linux server on their on-premises data center. This
application will access various Oracle Cloud Infrastructure (OCI) services using OCI SDKs.

What is the secure way to access OCI services with OCI Identity and Access Management (IAM)?

¢ A Create an OCI IAM policy with appropriate permissions to access the required OCI services and assign the policy to the
on-premises Linux server."

¢ B. Create a new OCI IAM user associated with a dynamic group and a policy that grants the desired permissions to OCI
services. Add the on-premises Linux server in the dynamic group.

e C. Create a new OCI IAM user, add the user to a group associated with a policy that grants the desired permissions to OCI
services. In the on-premises Linux server, add the user name and password to a file used by Node.js authentication.

e D. Create a new OCI IAM user, add the user to a group associated with a policy that grants the desired permissions to OCI
services. In the on-premises Linux server, generate the keypair used for signing API requests and upload the public key to the
IAM user.

ZX: D
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An E-commerce company running on Oracle Cloud Infrastructure (OCI) wants to prevent accidental misconfigurations that could
expose sensitive data. They need an OCI service that can enforce predefined security rules when creating or modifying cloud
resources.

Which OCI service should they use?

A. OCI Certificates

B. OCI Identity and Access Management (IAM)
C. OCI Web Application Firewall (WAF)

D. OCI Security Zone
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"You are designing a secure access strategy for compute instances deployed within a private subnet of an OCI Virtual Cloud
Network (VCN). Your security policy requires that no compute instances in the private subnet should have direct Internet access,
and administrative access should be controlled.

Which statement best describes the role of an OCI Bastion in securing access to these private compute instances?

A. Tt creates a secure, publicly accessible entry point to access target resources in a private subnet."

B. It acts as a firewall, blocking any external access to the private compute instance.

C. It serves as a secondary authentication point, verifying user credentials before granting access to the compute instance.
D. It provides a direct public endpoint for the compute instance, enabling remote access.

ER: A
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