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Topic 1

Network Security: This domain targets a Network Security Specialist and includes knowledge of Zero
Trust Network Access (ZTNA) characteristics, functions of stateless and next-generation firewalls
(NGFWs), and the purpose of microsegmentation. It also covers common network security technologies
such as intrusion prevention systems (IPS), URL filtering, DNS security, VPNs, and SSL
TLS decryption. Candidates must understand the limitations of signature-based protection, deployment
options for NGFWs, cybersecurity concerns in operational technology (OT) and IoT, cloud-delivered
security services, and AI-powered security functions like Precision AI.

Topic 2

Secure Access: This part of the exam measures skills of a Secure Access Engineer and focuses on defining
and differentiating Secure Access Service Edge (SASE) and Secure Service Edge (SSE). It covers
challenges related to confidentiality, integrity, and availability of data and applications across data, private
apps, SaaS, and AI tools. It examines security technologies including secure web gateways, enterprise
browsers, remote browser isolation, data loss prevention (DLP), and cloud access security brokers
(CASB). The section also describes Software-Defined Wide Area Network (SD-WAN) and Prisma
SASE solutions such as Prisma Access, SD-WAN, AI Access, and enterprise DLP.

Topic 3

Cloud Security: This section targets a Cloud Security Specialist and addresses major cloud architectures
and topologies. It discusses security challenges like application security, cloud posture, and runtime
security. Candidates will learn about technologies securing cloud environments such as Cloud Security
Posture Management (CSPM) and Cloud Workload Protection Platforms (CWPP), as well as the
functions of a Cloud Native Application Protection Platform (CNAPP) and features of Cortex Cloud.

Palo Alto Networks Certified Cybersecurity Practitioner Sample Questions
(Q93-Q98):
NEW QUESTION # 93 
Which key component is used to configure a static route?

A. router ID
B. routing protocol
C. enable setting
D. next hop IP address

Answer: D

Explanation:
A static route is a manually configured route that specifies the destination network and the next hop IP address or interface to reach
it. A static route does not depend on any routing protocol and remains in the routing table until it is removed or overridden. Static
routes are useful for defining default routes, reaching stub networks, or providing backup routes in case of link failures. To configure
a static route in a virtual router on a Palo Alto Networks firewall, you need to specify the name, destination, interface, and next hop
IP address or virtual router of the route. References: Configure a Static Route in Virtual Routers, Palo Alto Networks Certified
Cybersecurity Entry-level Technician (PCCET), FREE Cybersecurity Education Courses

NEW QUESTION # 94 
What are two disadvantages of Static Rout ng? (Choose two.)

A. Manual reconfiguration
B. Less security
C. Single point of failure
D. Requirement for additional computational resources

Answer: A,C

Explanation:
Static routing is a form of routing that occurs when a router uses a manually-configured routing entry, rather than information from
dynamic routing traffic 1. Static routing has some advantages, such as simplicity, low overhead, and full control, but it also has some
disadvantages, such as:
*Manual reconfiguration: Static routes require manual effort to configure and maintain. This can be time- consuming and error-prone,



especially in large networks with many routes. If there is a change in the network topology or a link failure, the static routes need to
be updated manually by the network administrator 23.
*Single point of failure: Static routing is not fault tolerant. This means that if the path used by the static route stops working, the traffic
will not be rerouted automatically. The network will be unreachable until the failure is repaired or the static route is changed
manually. Dynamic routing, on the other hand, can adapt to network changes and find alternative paths 23.
References: 1: Static routing - Wikipedia 2: Explain the benefits and drawbacks of static routing - Cisco Community 3: Dynamic
versus Static Routing (3.1.2) - Cisco Press

NEW QUESTION # 95 
Which type of attack obscures its presence while attempting to spread to multiple hosts in a network?

A. Reconnaissance
B. Advanced malware
C. Smishing
D. Denial of service

Answer: B

Explanation:
Advanced malware is designed to evade detection and persist within a system, often using stealthy techniques to spread laterally
across multiple hosts in a network without triggering alerts, making it especially dangerous and difficult to remove.

NEW QUESTION # 96 
TCP is the protocol of which layer of the OSI model?

A. Application
B. Transport
C. Data Link
D. Session

Answer: B

Explanation:
TCP stands for Transmission Control Protocol, and it is one of the main protocols used in the internet. TCP provides reliable,
ordered, and error-free delivery of data between applications 1. In terms of the OSI model, TCP is a transport-layer protocol. The
transport layer is the fourth layer of the OSI model, and it is responsible for establishing end-to-end connections, segmenting data
into packets, and ensuring reliable and efficient data transfer 2. The transport layer also provides flow control, congestion control,
and error detection and correction mechanisms 2. TCP is not the only transport-layer protocol; another common one is UDP (User
Datagram Protocol), which is faster but less reliable than TCP 3. References: 1: TCP/IP TCP, UDP, and IP protocols - IBM 2:
Transport Layer | Layer 4 | The OSI-Model 3: TCP/IP Model vs. OSI Model | Similarities and Differences - Fortinet

NEW QUESTION # 97 
Which two descriptions apply to an XDR solution? (Choose two.)

A. It ingests data from a wide spectrum of sources.
B. It is designed for reporting on key metrics for cloud environments.
C. It is focused on single-vector attacks on specific layers of defense.
D. It employs machine learning (ML) to identity threats.

Answer: A,D

Explanation:
XDR (Extended Detection and Response) uses machine learning (ML) to detect threats by identifying patterns and anomalies. XDR
ingests data from multiple sources - including endpoints, networks, servers, and cloud workloads - to provide a unified and
correlated view of threats across the environment.
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