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AEE#12

An OT network architect needs to secure control area zones with a single network access policy to provision devices to any number
of different networks.

On which device can this be accomplished?

A. FortiSwitch
B. FortiGate
C. FortiEDR
D. FortiNAC

HY:. B
M.

An OT network architect can accomplish the goal of securing control area zones with a single network access policy to provision
devices to any number of different networks on a FortiGate device.

EE#13
Refer to the exhibit. In order for a FortiGate device to act as router on a stick, what configuration must an OT network architect
implement on FortiGate to achieve inter-VLAN routing?

s F::RTINET

- j| o

A. Set FortiGate to operate in transparent mode.

B. Set a FortiGate interface with the switch to operate as an 802.1 q trunk.
C. Set a software switch on FortiGate to handle inter- VLAN traffic.

D. Set a unique forward domain on each interface on the network.

He:. B

AEE#14
Which statement is correct about processing matched rogue devices by FortiNAC?
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A. FortiNAC disables matching rule of previously-profiled rogue devices.
B. FortiNAC remembers the matching rule of the rogue device.

C. FortiNAC matches the rogue device with only one device profiling rule.
D. FortiNAC camnot revalidate matched devices.

He: B

Y.

‘When FortiNAC matches a rogue device to a profiling rule, it remembers that matching rule.

FortiNAC revalidates the device against that rule each time it connects or at user-defined intervals.

Ifthe device no longer matches the rule on revalidation, FortiNAC can automatically disable the device as a safeguard.
FortiNAC does not disable matching rules for previously profiled rogue devices, nor does it match a rogue device with only one
profiling rule exclusively. Profiling rules can be muiltiple, but the device is associated with the rule it first matched.

HE#15

The operational technology (OT) network analyst runs different levels of reports to investigate threats that exploit the network. The
analyst can run these reports on all routers, switches, and firewals.

‘Which FortiSIEM reporting method can analysts use to identify threats that exploit image firmware files?

A. CMDB reports

B. OT/loT reports

C. Compliance reports
D. Threat hunting reports

He: D

HE:
Threat hunting reports let analysts query events and indicators (like anomalous firmware image access/use) across routers, switches,
and firewalls, revealing exploits targeting firmware files.

2 #16

An administrator wants to use FortiSoC and SOAR features on a FortiAnalyzer device to detect and block any unauthorized access
to FortiGate devices in an OT network.

Which two statements are true about FortiSoC and SOAR features on FortiAnalyzer? (Choose two.)

A. You cannot use Windows and Linux hosts security events with FortiSoC.
B. You must set correct operator in event handler to trigger an event.

C. You can automate SOC tasks through playbooks.

D. Each playbook can include multiple triggers.

HE. B,C

dE:
You must choose the proper operator in an event handler so the event actually fires, and playbooks let you automate SOC tasks
(response actions) on FortiAnalyzer.
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