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FH 274
¢ Reports and References: This domain covers using built-in Hunt and Visibility reports and leveraging
FH1 Events Full Reference documentation for event information.

¢ Detection Analysis: This domain focuses on analyzing Host and Process Timelines in Falcon to understand
FH 2 events and detections, and pivoting to additional investigative tools.
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o ATT&CK Frameworks: This domain covers understanding the cyber kill chain and using the MITRE
=x 3 ATT&CK Framework to model threat actor behaviors and communicate findings to non-technical
audiences.

¢ Hunting Analytics: This domain focuses on recognizing malicious behaviors, evaluating information
reliability, decoding command Iine activity, identifying infection patterns, distinguishing legitimate from

=X 4
*A adversary activity, and identifying exploited vulnerabilities.
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EE #53
What kind of activity does a User Search help you mnvestigate?

A. A count of failed user logon activity

B. A Tist of process activity executed by the specified user account
C. A list of DNS queries by the specified user account

D. A history of Falcon Ul logon activity

He:. B

M.

User Search is an Investigate tool that helps you investigate a list of process activity executed by the specified user account. It shows
information such as process name, command line, parent process name, parent command line, etc. for each process that was
executed by the user account on any host in your environment. It does not show a history of Falcon UI logon activity, a count of
failed user logon activity, or a list of DNS queries by the specified user account.

HEE #54
To view Files Written to Removable Media within a specified timeframe on a host within the Host Search page, expand and refer to
the dashboard panel.

A. Command Line and Admin Tools
B. Registry, Tasks, and Firewall

C. Processes and Services

D. Suspicious File Activity

He:. D

Y.

To view Files Written to Removable Media within a specified timeframe on a host within the Host Search page, you need to expand
and refer to the Suspicious File Activity dashboard panel. The Suspicious File Activity dashboard panel shows information such as
files written to removable media, files written to system directories by non-system processes, files written to startup folders, etc. The
other dashboard panels do not show files written to removable media.
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HEE #55
Which of'the following is TRUE about a Hash Search?

A. Module Load History is not presented in a Hash Search
B. Wildcard searches are not permitted with the Hash Search
C. The Hash Search provides Process Execution History

D. The Hash Search is available on Linux

.|

o2
m

: C

MY

The Hash Search is an Investigate tool that allows you to search for a file hash and view its process execution history across all hosts
in your environment. It shows information such as process name, command line, parent process name, parent command line, etc. for
each execution of the file hash. Wildcard searches are permitted with the Hash Search, as long as they are at least four characters
long, The Hash Search is available on Linux, as well as Windows and Mac OS X. Module Load History is presented in a Hash
Search, along with other information such as File Write History and Detection History.

EHE #56
Which of'the following is an example of a Falcon threat hunting lead?

A. An external report describing a unique 5 character file extension for ransonmware encrypted files

B. Security appliance logs showing potentially bad traffic to an unknown external IP address

C. A routine threat hunt query showing process executions of single letter filename (e.g., a.exe) from temporary directories
D. A help desk ticket for a user clicking on a link in an email causing their machine to become unresponsive and have high
CPU usage

e, C

HE:

A Falcon threat hunting lead is a piece of information that can be used to initiate or guide a threat hunting activity within the Falcon
platform. A routine threat hunt query showing process executions of single letter filename (e.g,, a.exe) from temporary directories is
an example of a Falcon threat hunting lead, as it can indicate potential malicious activity that can be further mvestigated using Falcon
data and features. Security appliance logs, help desk tickets, and external reports are not exanples of Falcon threat hunting leads, as
they are not directly related to the Falcon platform or data.

A2 #57
Which tool allows a threat hunter to populate and colorize all known adversary techniques in a single view?

A. MITRE ATT&CK Navigator
B. OpenXDR

C. OWASP Threat Dragon

D. MISP

4

o
m

: A

dE:

MITRE ATT&CK Navigator is a tool that allows a threat hunter to populate and colorize all known adversary techniques in a single
view. It is based on the MITRE ATT&CK framework, which is a knowledge base of adversary behaviors and tactics. The tool
enables threat hunters to create custom matrices, layers, annotations, and filters to explore and model specific adversary techniques,
with links to mtelligence and case studies.
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