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HH #122

You have been sent to assess an OSC's implementation of CMMC practices, one of which is AC.12-3.1.11 - Session Termination.
You expect to find the following items when examining the contractor's list of conditions or trigger events requiring session
termimation, EXCEPT?

A. Time-of-day restrictions on system use

B. Targeted responses to certain types of incidents

C. Pre-approved user activity for specific functionalities
D. Organization-defined periods of user inactivity

EfE: C

fEE -

Comprehensive and Detailed In-Depth Explanation:

AC.12-3.1.11 requires organizations to "terminate (automatically) a user session after a defined condition." The mtent is to protect
systerms by ending sessions based on specific trigger events that indicate potential security risks or operational policies. Conditions
like time-of-day restrictions, periods of inactivity, and responses to incidents (e.g., detected malicious activity) align with this intent,
as they are objective triggers for session termination. However, "pre-approved user activity for specific functionalities" does not fit,
as it implies authorized actions that should not trigger termmation-contradicting the practice's focus on ending sessions under defined
risk conditions. The CMMC Assessment Guide lists examples of termination triggers, none of which include approved user activities
as a reason to terminate.

Extract from Official CMMC Documentation:

* CMMC Assessment Guide Level 2 (v2.0), AC.1.2-3.1.11: "Examples of conditions or trigger events include organization-defined
periods of inactivity, targeted responses to certain types of incidents, or time-of-day restrictions on systemuse."

* NIST SP 800-171A, 3.1.11: "Examine documentation for conditions or trigger events requiring session disconnect, such as
mactivity or incident responses." Resources:

* httpsv/dodcio.defense.gov/Portals/0/Documents/CMMC/AG Level2 MasterV2.

0 FINAL 202112016 _508.pdf

B #123

You are assessing Conedge 1.td, a contractor that develops cryptographic algorithis for classified government networks. In
reviewing their network architecture documents, you see they have implemented role-based access controls on their workstations
using Active Directory group policies. Software developers are assigned to the "Dev_Roles" group which grants access to compile
and test code modules. The "Admin_Roles" group with elevated privileges for system administration activities is restricted to the IT
staff. However, when you examine the event logs on a developer workstation, you find evidence that a developer was able to enable
debugging permissions to access protected kernel memory - a privileged function. How should execution of the debugging
pernission be handled to align with AC.1.2-3.1.7 - Privileged Functions?

A. Implement geo-IP blocking on the workstation
B. Ensure it is logged to the central SIEM system
C. Perform automatic termination of the action

D. Require it to generate an email alert

IEf#: B

A -

Comprehensive and Detailed In-Depth Explanation:

AC.12-3.1.7 requires "preventing non-privileged users from executing privileged functions and logging such attempts." The
developer's access to kernel memory (a privileged function) violates least privilege, and logging to a SIEM (D) ensures visibility and


https://www.xhs1991.com/CMMC-CCA.html

auditability, aligning with the practice. Alerts (A) are supplementary, termmnation (B) isn't required, and geo-IP blocking (C) is
unrelated. The CMMC guide emphasizes logging for accountability.

Extract from Official CMMC Documentation:

* CMMC Assessment Guide Level 2 (v2.0), AC.L2-3.1.7: "Log attempts by non-privileged users to execute privileged functions."
* NIST SP 800-171A, 3.1.7: "Examine logs for privileged function attempts." Resources:

* httpsz/dodcio.defense.gov/Portals/0/Documents/CMMC/AG _Level2 MasterV2.

0 FINAL 202112016 _508.pdf

H #124
During an assessment, the IT security engineers responsible for password policy for the OSC provided documentation that all
passwords are protected using a one-way hashing methodology. As a result, which statement is true?

A. Passwords are transmitted across the network as clear cipher-text.

B. The transformation makes it impossible to re-convert the hashed password.
C. The password protection allows access but not authorization to assets.

D. Passwords are protected in storage and in transit.

IEf#: B

R -

A one-way hash function is a cryptographic method used to store passwords securely. It is not reversible; hashed values cannot be
converted back into the original password.

Extract from SC.L.2-3.13.10:

"Store and transmit authentication information in a protected form by using one-way cryptographic transformations (e.g, hashing).
One-way transformations cannot be reversed to reveal the original authentication secret." Thus, the correct statement is that the
transformation makes it impossible to re-convert the hashed password.

Reference: CMMC Assessment Guide - Level 2, SC.1.2-3.13.10.

HA #125
A CCA 1 offered a significant discount on cybersecurity software from a vendor whose productthey will be evaluating during a
CMMC assessment. How should the CCA handle this situation according to the CoPC's conflict of interest principle?

A. Decline the discount to avoid any appearance of'a conflict.

B. Recommend the software to the OSC during the assessment, highlighting its value proposition.
C. Accept the discount and disclose it to the C3PAQO for transparency.

D. Inform the vendor that they can accept such offers only after the CMMC assessment is done.

EE: A

L2

Comprehensive and Detailed in Depth Explanation:

The CoPC requires avoiding even the appearance ofa conflict (Option C). Options A, B, and D risk compromising objectivity.
Extract from Official Document (CoPC):

* Paragraph 2.2 - Objectivity (pg. 5):"Decline offers that could create an appearance of a conflict of interest." References:
CMMC Code of Professional Conduct, Paragraph 2.2.

R #126
A CCA is reviewing an OSC's evidence for a CMMC practice and finds that the documentation is in draft form, marked "For
Internal Use Only," and lacks final approval. The OSC insists it is actively used. How should the CCA evaluate this evidence?

e A Document the lack of final approval as an evidence gap and assess based on all available evidence, including usage
confirmation.

¢ B. Reject the draft documentation and score the practice as "NOT MET."

e (. Request the OSC to finalize the documentation before continuing the assessment.

e D. Accept the draft documentation as sufficient since it is actively used.

EfE: A



RN -

Comprehensive and Detailed in Depth Explanation:

The CAP requires noting deficiencies like lack of approval as gaps while assessing all evidence (Option B).

Options A, C, and D misapply CAP procedures.

Extract from Official Document (CAP v1.0):

* Section 2.2 - Conduct Assessiment (pg. 25):"Document lack of final approval as an evidence gap and assess based on all available
evidence." References:

CMMC Assessmment Process (CAP) v1.0, Section 2.2.

B #127
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