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Cyber AB CMMC-CCP Exam Syllabus Topics:

Topic Details

¢ CMMC Governance and Source Documents: This section of the exam measures the capabilities of legal or
compliance advisors, covering key regulatory frameworks that govern cybersecurity compliance. Topics
include Federal Contract Information, Controlled Unclassified Information, the role of NIST SP 800-171,

Topic 1
ope DFARS, FAR, and the structure and requirements of CMMC v2.0, including self-assessments and
certification levels.
e Scoping: This section of the exam measures the analytical skills of cybersecurity practitioners, highlighting
their ability to properly define assessment scope. Candidates must demonstrate knowledge of identifying
Topic 2 and classifying Controlled Unclassified Information (CUI) assets, recognizing the difference between in-

scope, out-of-scope, and specialized assets, and applying logical and physical separation techniques to
determine accurate scoping for assessments
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o CMMLC Assessient Process (CAP): This section of the exam measures the planning and execution skills

of audit and assessment professionals, covering the end-to-end CMMC Assessment Process. This
Topic 3 includes planning, executing, documenting, reporting assessments, and managing Plans of Action and
Milestones (POA&M) in alignment with DoD and CMMC-AB methodology.

¢ CMMC Ecosystem: This section of the exam measures the skills of consultants and compliance
professionals and focuses on the different roles and responsibilities across the CMMC ecosystem.
Candidates must understand the finctions of entities such as the Department of Defense, CMMC-AB,
Organizations Seeking Certification, Registered Practitioners, and Certificd CMMC Professionals, as well
as how the ecosystem supports cybersecurity standards and certification.

Topic 4

o CMMC Model Construct and Implementation Evaluation: This section of the exam measures the evaluative

skills of cybersecurity assessors, focusing on the application and assessment of the CMMC model. It
Topic 5 includes understanding its levels, domains, practices, and implementation criteria, and how to assess
whether organizations meet the required cybersecurity practices using evidence-based evaluation.

Cyber AB Certified CMMC Professional (CCP) Exam Sample Questions
(Q197-Q202):

NEW QUESTION # 197
Which term describes the process of granting or denying specific requests to obtain and use nformation, related nformation
processing services, and enter specific physical facilities?

A. Discretionary access control
B. Access control

C. Physical access control

D. Mandatory access control

Answer: B

Explanation:

Understanding Access Control in CMMCAccess control refers to the process ofgranting or denyingspecific requests to:

* Obtain and use information

* Access information processing services

* Enter specific physical locations

TheAccess Control (AC) domain n CMMCis based onNIST SP 800-171 (3.1 Access Control family)and includes requirements
to:

#lmplement policies for granting and revoking access.

#Restrict access to authorized personnel only.

#Protect physical and digital assets from unauthorized access.

Since the questionbroadly asks about the process of granting or denying access to information, services, and physical locations, the
correct answer isA. Access Control.

* B. Physical access control#Incorrect. Physical access controlis asubsetof access control that only applies tophysical locations(e.g.,
keycards, security guards, biometrics). The question includesinformation and services, makinggeneral access controlthe correct
choice.

* C. Mandatory access control (MAC)#Incorrect. MAC is a specific type of access controlwhere access is strictly enforced based
onsecurity classifications(e.g., Top Secret, Secret, Confidential). The questiondoes not specify MAC, so this is incorrect.

* D. Discretionary access control (DAC)#Incorrect. DAC is another specific type of access control, whereownersof data decide
who can access it. The question asksgenerallyabout granting/denying access, makingaccess control (A)the best answer.

Why the Other Answers Are Incorrect

* CMMC 2.0 Model - AC.12-3.1.1 to AC.L2-3.1.22- Covers access control requirements, includingcontrolling access to
mformation, services, and physical spaces.

* NIST SP 800-171 (3.1 - Access Control Family)- Defines the general principles of access control.

CMMC Official ReferencesThus,option A (Access Control) is the correct answer, as it best aligns withCMMC access control
requirements.

NEW QUESTION # 198




An Assessment Teamis conducting interviews with team members about their roles and responsibilities. The team member
responsible for maintaining the antivirus program knows that it was deployed but has very little knowledge on how it works. Is this
adequate for the practice?

A. No, the team member must know how the antivirus program is deployed and maintained.

B. Yes, antivirus prograns are automated to run independently.

C. No, the team member's interview answers about deployment and maintenance are insufficient.
D. Yes, the antivirus program is available, so it is sufficient.

Answer: A

Explanation:

For a practice to beadequately implementedin aCMMC Level 2 assessiment, theresponsible personnel must demonstrate knowledge
of deployment, maintenance, and operationof security tools such asantivirus programs. Simply having the tool in place isnot
sufficient-there must be evidence that it isproperly configured, updated, and monitoredto protect against threats.

Step-by-Step Breakdown#1. Relevant CMMC and NIST SP 800-171 Requirements

* CMMC Level 2 aligns with NIST SP 800-171, which includes:

* Requirement 3.14.5 (System and Information Integrity - SI-3):

* "Employautomatedmechanisis toidentify, report, and correctsystem flaws in a timely manner."

* Requirement 3.14.6 (SI-3(2)):

* "Employautomated toolsto detect and prevent malware execution."

* These requirements imply that theperson responsible for antivirus must understand how it is deployed and maintainedto ensure
compliance.

#2. Why the Team Member's Knowledge is Insufficient

* Antivirus tools requireregular updates,configuration adjustments, andmonitoringto finction properly.

* The responsible team member must:

* Knowhow the antivirus was deployedacross systerns.

* Be able toconfirm updates, logs, and alerts are monitored.

* Understand how torespond to malware detectionsand failures.

* Ifthe team member lacks this knowledge, assessors maydetermine the practice is not fully implemented.

#3. Why the Other Answer Choices Are Incorrect:

* (A) Yes, the antivirus program s available, so it is sufficient.#

* Incorrect:Just having antivirus softwareinstalleddoes not prove compliance. It must bemanaged and maintained.

* (B) Yes, antivirus prograns are automated to run independently.#

* Incorrect:While automation helps, security toolsrequire oversight, updates, and configuration.

* (D) No, the team member’s interview answers about deployment and maintenance are insufficient.#

* Partially correct but incomplete:Themain issueis that the team membernmust have sufficient knowledge, not just that their answers
are weak.

Final Validation from CMMC DocumentationTheCMMC Assessment Guide for SI-3 and SI-3(2)states that personnel
nmustunderstand the function, deployment, and maintenance of security toolsto ensure proper implementation.

Thus, the correct answer is:

NEW QUESTION # 199

Prior to mitiating an OSC's CMMC Assessiment, the Lead Assessor briefed the team on the most important requirements of the
assessment. The assessor also insisted that the same results of the findings summary, practice ratings, and Level recommendations
must be submitted to the C3PAO for mitial processes and review. After several weeks of assessment, the C3PAO completes the
mternal review, the recommended results are then submitted through the C3PAOQ for final quality review and rating approval. Which
document stipulates these reporting requirements?

A. CMMC Assessment reporting requirements

B. DFARS 52.204-21 assessment reporting requirements

C. DFARS clause 252.204-7012 assessment reporting requirements
D. NISTSP 800-171 Revision 2 assessment reporting requirements

Answer: A

Explanation:

The correct answer isA. CMMC Assessment Reporting Requirementsbecause this document specifically outlines thestructured
processthat Certified Third-Party Assessment Organizations (C3PAOs) must follow when conducting and reporting CMMC
assessments.



* Understanding the CMMC Assessment Process

* TheLead Assessorbriefs the team on theassessment requirementsand theevaluation criteriabefore the assessment begins.

* Throughout the assessment, findings summaries, practice ratings, and level recommendationsare documented and reported.

* These findings are internally reviewed by theC3PAODbefore they are formally submitted forquality review and final rating approval.
* Key Document Stipulating Reporting Requirements: CMMC Assessment Reporting Requirements

* This documentspecifically details how assessments must be reportedwithin theCMMC ecosystem

* Tt describes the structured process for assessment submission, internalC3PAO reviews, andquality checks by the CMMC-
ABbefore an organization can receive a final certification decision.

* It ensures thatresults are consistent, transparent, and aligned with DoD cybersecurity compliance expectations.

* Why Other Options Are Incorrect:

* B. DFARS 52.204-21 Assessment Reporting Requirements

* This clause only specifiesbasic safeguardingof Federal Contract Information (FCT) but doesnotdictate the reporting process for
CMMC assessments.

* C. NIST SP 800-171 Revision 2 Assessment Reporting Requirements

* WhileNIST SP 800-171 Rev. 2outlines security controls, it doesnotdefine how CMMC assessments must be conducted and
reported.

* D. DFARS Clause 252.204-7012 Assessment Reporting Requirements

* This DFARS clause focuses onincident reportingandcyber incident response requirementsbut does not detail theCMMC
assessiment reporting process.

* CMMC Assessment Reporting Requirements, issued byThe Cyber ABandDoD, governs how C3PAOs must report assessment
results.

* CMMC Assessiment Process (CAP)also outlines reporting workflows for certification.

Step-by-Step Breakdown:Official Reference:Thus, theCMMC Assessiment Reporting Requirementsdocument is the authoritative
source that dictates the reporting procedures for CMMC assessments.

NEW QUESTION # 200
A Lead Assessor is performing a CMMC readiness review. The Lead Assessor has already recorded the assessment risk status and
the overall assessiment feasibility. At MINIMUM, what remaining readiness review criteria should be verified?

A. Determine the practice pass/fail results.

B. Determine the logistics. Assessment Team, and the evidence readiness.
C. Determine the prelimmary recommended findings.

D. Determine the initial model practice ratings and record them.

Answer: B

NEW QUESTION # 201
When are data and documents with legacy markings from or for the DoD required to be re-marked or redacted?

A. When a document is being shared outside of the organization
B. When the document is considered secret

C. When a derivative document's original information is not CUI
D. When under the control of the DoD

Answer: A

Explanation:

* Background on Legacy Markings and CUI

* Legacy markings refer to classification labels used before the implementation of theControlled Unclassified Information (CUI)
ProgranmunderDoD Instruction 5200.48.

* Documents with legacy markings (such as "For Official Use Only" (FOUO) or "Sensitive But Unclassified" (SBU)) must be
reviewed for re-marking or redaction to align withCUI requirements.

* When Must Legacy Markings Be Updated?

* Ifthe document is retained internally (Answer A - Incorrect): Documents under DoD control do not require immediate re-marking
unless they are being shared externally.

* Ifthe document is classified as Secret (Answer B - Incorrect): This question is aboutCUI, not classified information. Secret-level
documents follow different marking rules underDoD Manual

5200.01.

* Ifa document is being shared externally (Answer C - Correct):



* According toDoD Instruction 5200.48, Section 3.6(a), organizations mustreview legacy markings before sharing documents
outside the organization.

* The document must bere-markedin compliance with the CUI Program before dissemination.

* Ifthe original document does not contain CUI (Answer D - Incorrect): The original source document's status does not affect the
requirement to re-mark a derivative document if it contains CUL

* Conclusion

* The correct answer isC: Documents with legacy markings must bere-marked or redacted when being shared outside the
organizationto comply with DoD CUI guidelines.

DoD Instruction 5200.48(Controlled Unclassified Information)
CUI Marking Handbook by NARA(National Archives and Records Administration) CMMC 2.0 Scoping Guide for CUI
Environments

NEW QUESTION # 202
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