P CWAP

| Certified Wireless
| Analysis Professional

Official Study and Reference Guide

“Certirekq

ITDumpsKR CWAP-405 %| &1 PDF HH A& 28 & & FEE Google Drivedl| A CHREE MR
https://drive.google.com/open?id=1q_S1kwDwxqTQgrot8hS2wNNGQcfDxxg3

BYE0| & ITAICHOHICWNP CWAP-40521 S Al 8 IA S0 A ASE FSEHZ ITHAH &H XS0l SAtst
Iz stE EEMAHE ofF 2 7t ol 2 T RHARH| 2{x|E EF S AH OS0|E B#E HE afe F
e+ US T T AELICH CWNP CWAP-405 HZE CWNP CWAP-405 Al g0l M ATistH HIHI8E B4 =R
7lofl et Al5t T AR £ HIStAdoF B LICH

ITDumpsKRe| ZE 0| EF & ITHE 7HE 0] AT A E 3l ' CWNPRIF CWAP-405E Z = AR & & 0] 100%01 7+
e Al el HHm| ™o ol AR ASES £ = ILICH CWNPRIF CWAP-405EH Z =CWNPRIF
CWAP-4052| &l M AIHER Sl ZE AHEXME HHet 2 /o] HZof e LISEH SFSHAIHE obFH 4o
Algol =X E s &L

>> CWAP4052t 8t X ZHR R <<

CWNP CWAP-405E4E%E 715 HEZ 25 & CWAP405EAEE 715 Al
=

RIZ21M7| TTUH7H 5 2D U Aol 2 2% =8t At gohsts, 2
HE obF 7|7t B2 AEHYUCH SAIKHE OHLoHY Botx|1 o, o
Ao L3 g R 2@ Yo

4

=

it Al ECWNP CWAP-40521 & Al
BEES iAol B2 X

ol ol

rr

I
t

> 12

Al (Q53-Q58):

MO

Z| &l CWAP Wi-Fi Analysis CWAP-405 £ 2 M &

HEE #53
What is the function of 802.11 Management frames?
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A. Manage the flow of data

B. Manage the BSS

C. Communicate configuration changes between WLAN controller and APs
D. Prioritize network administration traffic

He: B

Y.

The function of 802.11 management frames is to manage the BSS. A BSS (Basic Service Set) is a group of STAs (stations) that
share a common SSID (Service Set Identifier) and commumnicate with each other through an AP (access point) or directly in an ad
hoc mode. Management frames are one of the three types of 802.11 frames, along with control and data frames. Management
frames are used to establish, mamtain, and terminate associations between STAs and APs, as well as to advertise and discover
BSSs, exchange security information, report errors, and perform other management functions. The other options are not correct, as
they are not functions of 802.11 management frames. Prioritizing network administration traffic, communicating configuration changes
between WLAN controller and APs, and managing the flow of data are functions of other types of frames or protocols. References:
[Wireless Analysis Professional Study Guide CWAP-405], Chapter 5: 802.11 MAC Sublayer, page 120-121
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Finish the staterment:

It is possible to distinguish between 22 MHz transmissions and 20 MHz transmissions when looking at an FFT
plot.

A. HR/DSSS and ERP
B. ERP and VHT

C. OFDM and HT

D. HT and VHT

He. C

MH.

It is possible to distinguish between OFDM 20 MHz transmissions and HT 20 MHz transmissions when looking at an FFT plot.
OFDM and HT are two different modulation schemes used by 802.11 WLANS.

OFDM is used by legacy 802.11a/g devices, while HT is used by newer 802.11n/ac devices. OFDM and HT have different
spectral characteristics that can be observed on an FFT plot. OFDM transmissions have a flat spectrum with sharp edges, while HT
transmissions have a tapered spectrum with rounded edges. This is because HT uses guard intervals and cyclic prefixes to reduce
mter-symbol interference and improve performance. The other options are not correct, as they do not describe different modulation
schemes or channel widths that can be distinguished on an FFT plot. References: [Wireless Analysis Professional Study Guide
CWAP-405], Chapter 3: Spectrum Analysis, page 70-71
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How many frames make up the Group Key Handshake excluding any Ack frames that may be required?

A0
B. 1
C.2
D.3

He:. D

=R

The Group Key Handshake consists of two frames excluding any Ack frames that may be required. The Group Key Handshake is
used to distribute and update the Group Temporal Key (GTK) for encrypting broadcast and multicast traffic. The AP initiates the
Group Key Handshake by sending a Group Key Message

1 frame to a STA, which contains the new GTK and other information. The STA responds with a Group Key Message 2 frame to
the AP, which confirms the receipt of the GTK and other information. After this, both the AP and the STA can use the new GTK for
encryption and decryption of broadcast and muilticast traffic .

References: CWAP-405Certified Wireless Analysis Professional Study and Reference Guide, Chapter 7:

802.11 Security, page 246; CWAP-405Certified Wireless Analysis Professional Study and Reference Guide, Chapter 7: 802.11

Security, page 247.
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To what data rates cana 5 GHz PHY device shift when changers occur in the signal strength?

A 24,18, 11,2
B.11,55,2, 1
C.24,18,12,6
D.24, 18,12, 5.5
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Given: Adjacent Channel Interference (ACI) can cause frame corruption and poor performance in WLANS.
You are using a protocol analyzer in the attempt to detect ACI.

‘What should you look for in such a scenario?

A. Capture on the channel you think may be impacted by ACI and see if any frames are captured from adjacent channels
B. Look at Retry counts

C. Look at CRC errors

D. Look for frames with a low signal strength value in the radio tap header
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