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Microsoft Azure Security Technologies 8 78 AZ-500 &4 5% 572 (Q108-Q113):

R #108

You have an Azure subscription that contains an Azure key vault. The role assignments for the key vault are shown in the following
exhibit.

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the
graphic. NOTE: Each correct selection is worth one point.
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Answer is as image below.

M #109

You have an Azure key vault.

Youneed to delegate administrative access to the key vault to meet the following requirements:

* Provide a user named User1 with the ability to set advanced access policies for the key vault.

* Provide a user named User2 with the ability to add and delete certificates in the key vault.

* Use the principle of least privilege.

‘What should you use to assign access to each user? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Explanation

Userl: RBAC

RBAC is used as the Key Vault access control mechanism for the management plane. It would allow a user with the proper identity
to:

* set Key Vault access policies

* create, read, update, and delete key vaults

* set Key Vault tags

Note: Role-based access control (RBAC) is a system that provides fine-grained access management of Azure resources. Using
RBAC, you can segregate duties within your team and grant only the amount of access to users that they need to perform their jobs.
User2: A key vault access policy

A key vault access policy is the access control mechanism to get access to the key vault data plane. Key Vault access policies grant
permissions separately to keys, secrets, and certificates.

References:

httpsy/docs.microsoft.con/en-us/azure/key-vault/key-vault-secure- your- key-vault

HM #110
You have an Azure subscription that contains the Azure Log Analytics workspaces shown in the following table.
You create the virtual machines shown in the following table.

Youplan to use Azure Sentinel to monitor Windows Defender Firewall on the virtual machines.
Which virtual machines you can connect to Azure Sentinel?

A. VM1 Only

B. VM1, VM2, VM3 and VM4
C. VM1 and VM3 only

D. VM1 and VM2 only
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Reference:
httpsz//docs.microsoft.conven-us/azure/sentinel/connect-windows- firewall
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You need to deploy AKS1 to meet the platform protection requirements.

‘Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.

NOTE: More than one order of answer choices is correct. You will receive credit for any of the correct orders you select.
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Explanation

Scenario: Azure AD users must be to authenticate to AKS1 by using their Azure AD credentials.

Litewire plans to deploy AKS1, which is a managed AKS (Azure Kubernetes Services) cluster.

Step 1: Create a server application

To provide Azure AD authentication for an AKS cluster, two Azure AD applications are created. The first application is a server
component that provides user authentication.

Step 2: Create a client application

The second application is a client component that's used when you're prompted by the CLI for authentication.

This client application uses the server application for the actual authentication of the credentials provided by the client.

Step 3: Deploy an AKS cluster.

Use the az group create command to create a resource group for the AKS cluster.

Use the az aks create command to deploy the AKS cluster.

Step 4: Create an RBAC binding.

Before you use an Azure Active Directory account with an AKS cluster, you must create role-binding or cluster role-binding, Roles
define the permissions to grant, and bindings apply themto desired users. These assignments can be applied to a given namespace,
or across the entire cluster.

Reference:

httpsz/docs.microsoft.com/en-us/azure/aks/azure-ad-integration

R #112
You have an Azure subscription that contains the Azure App Service apps shown in the following table.

You purchase custom SSL certificates froma trusted third-party authority.
To which apps can you assign the custom SSL certificates?

A. App4 only

B. App2. App3. and App4 only
C. App3 and App4 only

D. Appl. App2, App3. and App4

: C
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