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FEY 7 th B
e Security Profiles: This segment of the exam tests the skills of IT professionals, such as network
bEY 71 administrators in handling and troubleshooting security profile-related challenges.

¢ Authentication: This section evaluates the proficiency of Fortinet network and security professionals in
hEY 72 resolving both local and remote authentication issues.

e VPN: This section tests the knowledge of IT professionals, such as system engineers in diagnosing and
FEy 23 resolving VPN-related issues. It emphasizes troubleshooting IPsec IKE versions 1 and 2 to ensure secure
and reliable communication between networks or remote users.
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¢ System Troubleshooting: This part of the exam assesses the ability of Fortinet network and security

professionals to diagnose and fix typical systemrrelated problems within Fortinet solutions. It involves
bEY 7 4 troubleshooting FortiGate-to-FortiGate Security Fabric issues, addressing autormation stitch concerns, and
detecting resource-related problems using integrated tools.

¢ Routing: This part of the exam examines the expertise of Fortinet network and security professionals, in
hEY 75 routing enterprise traffic effectively.
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B #12
Exhibit.

nect to wopkatation: <Workstation Name> (192.168.1.1)

/2 WORKSTATIONO2 (192.168.12.232)

Refer to the exhibit, which shows two entries that were generated in theFSSO collectoragent logs.
What three conclusions can you draw from these log entries? {Choose three.)

A. DNS resolution is unable to resolve the workstation name.

B. A firewall is blocking traffic to port 139 and 445.

C. The FortiGate firmware version is not compatible with that of the collector agent.
D. Remote registry is not running on the workstation.

E. The user's status shows as "not verified" in the collector agent.

IEf#: B. D. E

R #13
Refer to the exhibit, which shows the partial output of FortiOS kernel slabs.
packet de duplication 4] 0 128 30 1 : tunables 252 126 0 : slabdata 0 ] 0
ip6 nat record 0 ¢ 128 30 1 : tunables 252 ( 126 0 : slabdata 0 0 0
ché_aess-an 0 0 1536 -] 2 : tunables 60 30 0 : slabdata 0 0 0
ip6_sess 0 0 1300 3 b : winables 60 30 0 :‘,;atud.]:a 0 0 0
> nat vrd 0 0 64 59 105, tundbles b2 1J 3 slabdata 0 0 0
SCtp Sass 0 0 1600 2 tunablas '.anr].ard 0 0 0
tcp session 3 5 1500 tunables labdata 1 1 0
ip session 1 4 1 1 0

F‘ ' '“'I'—TI"I F'I ET'“”““ §

A. The total slab size of the sctp_session slab is 0 kB and is associated with the user space.
B. The total slab size of the ip6_session slab is 1300 kB and is associated with the kernel

C. The total slab size of the ip_session slab is 3600 kB and is associated with the user space.
D. The total slab size of the tcp_session slab is 7500 kB and is associated with the kernel.

Which statement is true?

&
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B #14
Refer to the exhibit, which shows the output of diagnose sys session list.

Diagnose output

¥ diagnose sys session list

session info: proto=6 proto_state=01 duration=73 expire=3597 timeout=3600
f1ags=00000000 sockflag=00000000 sockport=0 av_idx=0 use=3

origin-shaper=

reply-shapers=

per ip shaper=

class_id=0 ha_id-0 policy dir=0 tunnel=/ vlan, cog=0/255

state=may_dirty synced none app_ntf

statistic {(bytes/packets/allow ekrr):|ockg=822/11/1 reply=9037/15/1 tuples=2
orgin->sink: org pre->post, reply pre->post dev=4->2/2->4
gwy=100.64.1.254/10.0.1.10

hook=post dir=org act=snat 10.0.1.10:65464->54.192.15.182:80 (100.64.1.1:65464)

hook=pre dir=reply act=dnat 54.192.15.182:80->100.64. 65464

pos/ (before, after) 0/ (0,0), 0/ (0,0) ]F. 3 ﬁTIﬁET
misc=0 policy id=1 auth_info=0 chk_client_info=0 vd=0

serial=00000098 tos=ff/if ips view=0 app list=0 app=0

dd_type=0 dd_mode=0

Ifthe HA ID for the primary device is 0, what happens if the primary fails and the secondary becomes the primary?

e A. The session state is preserved but the kernel will need to re-evaluate the session because NAT was applied.

e B. The secondary device has this session synchronized; however, because application control is applied, the session is
marked dirty and has to be re-evaluated after failover.

e C. The session will be removed from the session table of the secondary device because of the presence of allowed error
packets, which will force the client to restart the session with the server.

e D. Traffic for this session continues to be permitted on the new primary device after failover, without requiring the client to
restart the session with the server.

IEf#: D

fiE it
Traffic for this session will continue uninterrupted on the new primary after failover, because the session was already synced to the
secondary (ha_id=0 with a "synced" state), so the client doesn't need to re establish the connection.

HMA #15
The local OSPF router is unable to establish adjacency with a peer.
Which two things should the administrator do to troubleshoot the issue? (Choose two.)

A. Check ifthere is an active static route to the peer.

B. Check whether TCP port 179 is blocked.

C. Check whether both peers have an IP address within the same subnet.
D. Check if IP protocol 89 is blocked.

Eﬁ: C\ D

B #16
Exhibit.
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Refer to the exhibit, which contains partial output from an real-time debug.
Which two statements about this debug output are correct? (Choose two.)

A. Perfect Forward Secrecy (PFS) is enabled in the configuration.
B. The iitiator provided remote as its [Psec peer ID.

C. The local gateway IP address is 10.0.0.1.

D. It shows a phase 2 negotiation.

Ef#: B. D
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