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HE #97

You need to set up an HPE Aruba Networking VIA solution for a customer who needs to support 2100 remote employees. The
customer wants employees to download their VIA connection profile from the VPNC. Only employees who authenticate with their
domain credentials to HPE Aruba Networking ClearPass Policy Manager (CPPM) should be able to download the profile. (A
RADIUS server group for CPPM is already set up on the VPNC.) How do you configure the VPNC to enforce that requirement?

e A. Setup a VIA Authentication Profile that uses CPPM's server group; reference that profile in the VIA Web Authentication
Profile.

B. Reference CPPM's server group in an AAA profile; then, apply that profile to the VPNC's Internet- facing ports.

C. Set up a VIA Authentication Profile that uses CPPM's server group; reference that profile in the VIA Connection Profile.
D. Create a new VPN Authentication Profile and then reference CPPM's default server group in that profile.

HE:. A

Y.

To configure the HPE Aruba Networking VIA solution for remote employees who need to download their VIA connection profile
fromthe VPN Concentrator (VPNC) and ensure that only those who authenticate with their domain credentials through ClearPass
Policy Manager (CPPM) can do so, you need to set up a VIA Authentication Profile. This profile should use the CPPM's RADIUS
server group. Once the VIA Authentication Profile is created, you need to reference this profile in the VIA Web Authentication
Profile.

This configuration ensures that the authentication process requires employees to validate their credentials via CPPM before they can
download the VIA connection profile.

Reference: Aruba's VIA deployment and configuration guides provide detailed steps on setting up authentication profiles and
integrating ClearPass for secure profile distribution.

HAE #98

A company wants HPE Aruba Networking ClearPass Policy Manager (CPPM) to respond to Syslog messages from its Check
Point firewall. You have added the firewall as an event source and set up an event service. However, test Syslog messages are not
triggering the expected actions.

What is one CPPM setting that you should check?

A. Ingress Event Dictionaries for Check Point messages are enabled.
B. The CoA delay value is set to 0 on the server.

C. The Check Point Extension is installed through ClearPass Guest.
D. ClearPass Device Insight integration is disabled.

HE: A

Y.

To ensure that HPE Aruba Networking ClearPass Policy Manager (CPPM) responds correctly to Syslog messages froma Check
Point firewall, you need to check that the Ingress Event Dictionaries for Check Point messages are enabled. These dictionaries are
necessary for CPPM to properly interpret and respond to the Syslog messages received from the firewall.

1.Event Dictionaries: Ingress Event Dictionaries allow CPPM to understand the specific format and content of Syslog messages from
various sources, such as Check Pomt firewalls.

2.Message Interpretation: Without these dictionaries enabled, CPPM may not correctly interpret the Syslog messages, leading to a
failure in triggering the expected actions.

3.Configuration Check: Ensuring that the dictionaries are enabled is crucial for the proper functioning of the event service and
accurate response to security events.

EE #99


https://www.dumptop.com/free/HPE7-A02-dump.html

You have installed an HPE Aruba Networking Network Analytic Engine (NAE) script on an AOS-CX switch to monitor a
particular function.
‘Which additional step must you complete to start the monitoring?

A. Edit the script to define monitor parameters.
B. Reboot the switch.

C. Enable NAE, which is disabled by defauilt.
D. Create an agent from the script.

HE: D

Y.

After installing an HPE Aruba Networking Network Analytic Engine (NAE) script on an AOS-CX switch, the additional step
required to start the monitoring is to create an agent from the script. The agent is responsible for executing the script and collecting
the monitoring data as defined by the script parameters.

1.Script Installation: Installing the script provides the logic and parameters for monitoring,

2.Agent Creation: Creating an agent from the script activates the monitoring process, allowing the NAE to begin tracking the
specified function.

3.Operational Step: This step ensures that the monitoring logic is applied and the data collection starts as per the script's

configuration.

ZE #100

Refer to the exhibit.

You have verified that AOS-CX Switch-1 has constructed an IP-to-MAC binding table in VLANs 10-19.

Now you need to enable ARP mnspection for the endpoint connected to Switch-1. What must you do first to prevent traffic
disruption?

A. Configure ARP inspection on VLANSs 10-19 on Switch-2.

B. Create a static IP-to-MAC binding on Switch-1 for the DHCP server.
C. Configure DHCP snooping on VLANs 10-19 on Switch-2.

D. Configure Switch-1 uplinks as trusted ARP mnspection ports.

3

m

: D

M.

Dynamic ARP Inspection (DAI):

* ARP inspection verifies ARP packets against a trusted IP-to-MAC binding table to prevent ARP spoofing attacks.

* DHCP snooping is required to construct the [P-to-MAC binding table dynamically.

* To avoid traffic disruption, uplink ports that connect to trusted switches, DHCP servers, or routers must be explicitly configured as
trusted ports for ARP inspection.

Steps to Prevent Traffic Disruption:

* Trust the Uplinks: ARP inspection must treat uplink ports as trusted to allow ARP traffic from legitimate DHCP servers and
upstream switches.

* Enable DHCP Snooping: DHCP snooping must be enabled on Switch-2 to ensure consistent IP-to- MAC bindings upstream.
Why the Answer is Correct:

* Option A: Incorrect. ARP inspection on Switch-2 is important but not required first to prevent disruption on Switch-1.

* Option B: Incorrect. DHCP snooping nust be enabled upstream eventually, but this alone will not stop immediate traffic disruption
on Switch-1.

* Option C: Correct. Switch-1 uplinks must be trusted ARP inspection ports first to allow legitimate upstream traffic and prevent
ARP disruption.

* Option D: Incorrect. Static bindings are not required if DHCP snooping is enabled, and they are manual, limiting scalability.
Conclusion:

To avoid traffic disruption, configure Switch-1 uplinks as trusted ARP mnspection ports to ensure valid ARP traffic can pass
upstream and downstream

EAE #101

A company has AOS-CX switches and HPE Aruba Networking ClearPass Policy Manager (CPPM). The company wants switches
to implement 802.1X authentication to CPPM and download user roles.

What is one task that you must complete on the switches to support this use case?



A. Configure empty user-roles with names that match enforcement profile names on CPPM.

B. Specify a ClearPass username and password that match the name and RADIUS secret in a CPPM network device entry.
C. Install the root CA certificate for CPPM's RADIUS certificate in a TA profile on the switches.

D. Specify CPPM as the RADIUS server with the exact CN in CPPM's HTTPS certificate.

HE. C

ME:

To support 802.1X authentication and download user roles from HPE Aruba Networking ClearPass Policy Manager (CPPM) on
AOS-CX switches, you must install the root CA certificate for CPPM's RADIUS certificate in a Trust Anchor (TA) profile on the
switches. This ensures that the switches trust the RADIUS server certificate presented by CPPM during the authentication process.
1.Root CA Certificate: Installing the root CA certificate ensures that the switch can verify the authenticity of the RADIUS server
certificate provided by CPPM.

2. Trust Anchor Profile: The TA profile on the switch holds the root CA certificate, establishing a trust relationship between the
switch and the CPPM RADIUS server.

3.Secure Authentication: This setup is essential for securing the 802.1X authentication process and enabling the download of user
roles.

Reference: AOS-CX switch configuration guides and ClearPass integration documentation detail the steps for installing root CA
certificates and configuring trust anchor profiles to enable secure RADIUS authentication and role-based access control.
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