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NVIDIA NCP-AIN A8 Z:

=A P/

o Al Network Architecture: This section of the exam measures the skills of Al Infrastructure Architects and
covers the ability to distinguish between Al factory and Al data center architectures. It includes

A1 understanding how Ethernet and InfiniBand differ in performance and application, and identifying the right

storage options based on speed, scalability, and cost to fit Al networking needs.

¢ Spectrum-X Configuration, Optimization, Security, and Troubleshooting: This section of the exam
measures the skills of Network Performance Engineers and covers configuring, managing, and securing
NVIDIA Spectrum-X switches. It includes setting performance baselines, resolving performance issues,

=H 2
*A and using diagnostic tools such as CloudAl benchmark, NCCL, and NetQ. It also emphasizes leveraging
DPUs for network acceleration and using monitoring tools like Grafana and SNMP for telemetry analysis.
¢ InfinBand Configuration, Optimization, Security, and Troubleshooting: This section of the exam measures
the skills of Data Center Network Administrators and covers the configuration and operational
=A 3 maintenance of NVIDIA InfiniBand switches. It includes setting up InfiniBand fabrics for multi-tenant

environments, managing subnet configurations, testing connectivity, and using UFM to troubleshoot and
analyze issues. It also focuses on validating rail-optimized topologies for optimal network performance.

%| &l NVIDIA-Certified Professional NCP-AIN F 2 MEZE A (Q62-Q67):

EE #62

A cloud service provider is deploying the NVIDIA Spectrum+X Ethernet platform in a multi-tenant environment. To ensure the
security and isolation of each tenant's Al workload, the provider wants to implement a feature that prevents unauthorized accessto
the network.

Which of the following features of the Spectrum-X platform should the provider implement?

A. Congestion Control
B. Streaming Telemetry
C. Adaptive Routing
D. Traffic Isolation

HE: D

HY:

In multi-tenant Al cloud environments, ensuring that each tenant's workloads are isolated and secure is paramount. The NVIDIA
Spectrum-X platform addresses this need through itsTraffic Isolationcapabilities.

This feature ensures that network resources are partitioned effectively, preventing unauthorized access and interference between
tenants. By implementing Traffic Isolation, the provider can maintain strict boundaries between different tenant environments,
ensuring both security and performance consistency.

Reference Extracts from NVIDIA Documentation:

* "Spectrum X enhances multi-tenancy with performance isolation to ensure tenants' Al workloads perform optimally and
consistently."

* "Spectrum+ X utilizes the programmable congestion control fiinction on the BlueField-3 hardware platform to accurately assess the
congestion condition of the traffic path by using in-band telemetry information... to achieve the goal of performance isolation to
ensure that each tenant gets the best expected performance in the cloud and is not negatively affected by congestion of other
tenants."

EAE #63
What is the total throughput of the SN5600 Spectrum+X switch?

e A 12.8 petabits per second
¢ B. 102.4 gigabits per second



e (. 25.6 terabits per second
e D. 51.2 terabits per second

HE: D

Y.

The SN5600 smart-leaf/spine/super-spine switch offers 64 ports of 800GbE in a dense 2U form factor. The SN5600 offers diverse
connectivity in combinations of 1 to 800GbE and boasts an industry-leading total throughput of 51.2Tb/s.

ReferenceNVIDIA Spectrum SN5600 Ethernet Switch - Bluum

HEE #64

Your organization is planning to utilize Ethernet for an upcoming Al project. Spectrum+X is the selected platform for this
deployment, and Adaptive Routing is a key feature.

What are the requirements included in the Spectrum-X RA for adaptive routing?

¢ A. SN5600, BlueField-3 SuperNIC, DDR, RoCE traffic
¢ B. SN4700, BlueField-3 SuperNIC, DDR, RoCE traffic
e C. SN5600, BlueField-3 SuperNIC, DDR, TCP traffic

HE: A

L

The NVIDIA Spectrum-X Reference Architecture (RA) 1.0.1 is designed for Ethernet Al cloud deployments and includes the
SN5600 Spectrum+-4 switches and BlueField-3 SuperNICs. This architecture supports adaptive routing and DOCA programmable
congestion control (PCC) for lossless RoCE traffic, optimizing performance for Al workloads.

The SN5600 switch offers 64 ports of S00GbE in a dense 2U form factor, providing high throughput and low latency essential for
Al applications.

HE #65

A user has requested confirmation that the InfiniBand network is performing optimally and is not limiting the speed of a training run.
To verify this, you would like to measure the RDMA throughput rate between two endpoints.

Which tool should be used?

A. ibdiagnet

B. ping

C. b _write bw
D. iperf

HE. C

ME:

The b_write bw tool is part of the Perftest package and is specifically designed to measure the bandwidth of RDMA write
operations between two InfiniBand endpoints. It provides accurate assessments of RDMA throughput, which is crucial for verifying
the performance of InfinBand networks in high-performance computing and Al training environments.

Reference:ib_write bw - NVIDIA Enterprise Support Portal

EAE #66
You're troubleshooting a Spectrum+ X network and notice that the System Status LED on a switch is blinking for more than 5
minutes. What is the most likely cause of this issue?

e A. The power supply unit is failing
e B. The Onyx software did not boot properly
e (. The switch is overheating

He:. B

Y.
According to theNVIDIA Spectrunm+ X Switch Operating System (SX_OS) Troubleshooting Guide, the System Status LED



behavioris a critical indicator of the switch's internal operational state.

From the docurent:

"The System Status LED will blink green during system initialization. If the LED continues blinking for more than 5 minutes, it
indicates that the Onyx OS hasfailed to load properly. The system may be stuck in the boot process, or the file system may be
corrupted.” This blinking LED beyond normal initialization time indicates that the system has either encountered a failure during
software boot or is unable to transition from bootloader to the OS runtime environment (i.e., Onyx).

Key causes include:

* Corrupted or missing system files.

* Failed firmware or OS upgrade attempts.

* Boot device (e.g., eMMC or SSD) issues or corrupted partitions.

Technically, during power-on:

* The switch performs POST (Power-On Self Test).

* Then the Onyx OS attenpts to load from the boot partition.

* Ifthe Onyx OS kernel or root filesystem is invalid, the system halts boot, and the LED remains in a blinking state, as no successful
OS load confirmation is triggered.

Remediation Steps (as per NVIDIA guide):

* Access the switch throughconsoleandmonitor boot logs.

* UseONIE recoveryor re-flash a stable Onyx OS version.

* Check system storage integrity using built-in diagnostics.

Exact Extract Reference:

Source: NVIDIA SX OS 3.9.3000 Documentation

Topic: Troubleshooting System Status LED

Extract: "If the LED blinks for more than 5 mmnutes and the switch is not accessible via CLI, the Onyx software failed to load
properly and recovery procedures must be initiated."
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