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NEW QUESTION # 122
A Rate Limiting policy is applied to an API implementation to protect the back-end system Recently, there have been surges in
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demand that cause some API client POST requests to the API implementation to be rejected with policy-related errors, causing
delays and complications to the API clients.

How should the API policies that are applied to the API implementation be changed to reduce the frequency of errors returned to
API clients, while still protecting the back-end system?

A. Remove the Rate Limiting policy and add a Spike Control policy

B. Keep the Rate Limiting policy and add 9 Client ID Enforcement policy

C. Keep the Rate Limiting policy and add an SLA-based Spike Control policy
D. Remove the Rate Limiting policy and add an HTTP Caching policy

Answer: C

Explanation:

‘When managing high traffic to an API, especially with POST requests, it is crucial to ensure the APT's policies both protect the
back-end systens and provide a smooth client experience. Here's the approach to reducing errors:

Rate Limiting Policy: This policy enforces a limit on the number of requests within a defined time period. However, rate limiting alone
may cause clients to hit limits during demand surges, leading to errors.

Adding an SLA-based Spike Control Policy:

Spike Control is designed to handle sudden increases in traffic by smoothing out bursts of requests, which is particularly useful during
high-demand periods.

By configuring SLA-based Spike Control, you can define thresholds for specific client tiers. For instance, premium clients might have
higher limits or more flexibility in traffic bursts than standard clients.

‘Why Option D is Correct:

Keeping the Rate Limiting policy continues to provide baseline protection for the back-end.

Adding the SLA-based Spike Control policy allows for differentiated control, where requests are queued or delayed during bursts
rather than outright rejected. This approach significantly reduces error responses to clients while still controlling overall traffic.

of Incorrect Options:

Option A (adding Client ID Enforcement) would not reduce errors related to traffic surges.

Option B (HTTP Caching) is not applicable as caching is generally ineffective for non-idempotent requests like POST.

Option C (only Spike Control without Rate Limiting) may leave the back-end system vulnerable to sustained high traffic levels,
reducing protection.

Reference

For more information on configuring Rate Limiting and SL.A-based Spike Control policies, refer to MuleSoft documentation on API
Policies and Rate Limiting,

NEW QUESTION # 123
An API client calls one method from an existing API implementation. The API implementation is later updated. What change to the
API implementation would require the API client's invocation logic to also be updated?

A. When a child method is added to the method called by the API client

B. When a new method is added to the resource used by the API client

C. When a new required field is added to the method called by the API client

D. When the data type of the response is changed for the method called by the API client

Answer: C

Explanation:

Correct Answe r: When a new required field is added to the method called by the API client
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>> Generally, the logic on API clients need to be updated when the API contract breaks.

>> When a new method or a child method is added to an API , the API client does not break as it can still continue to use its
existing method. So these two options are out.

>> We are left for two more where "datatype of the response if changed" and "a new required field is added"".

>> Changing the datatype of the response does break the API contract. However, the question is insisting on the "mvocation" logic
and not about the response handling logic. The API client can still invoke the API successfully and receive the response but the
response will have a different datatype for some field.

>> Adding a new required field will break the API's mvocation contract. When adding a new required field, the API contract breaks
the RAML or API spec agreement that the API client/API consumer and API provider has between them. So this requires the API
client invocation logic to also be updated.



NEW QUESTION # 124

A Mule 4 API has been deployed to CloudHub and a Basic Authentication - Simple policy has been applied to all API methods and
resources. However, the API is still accessible by clients without using authentication.

How is this possible?

A. One of'the application's CloudHub workers restarted

B. The APE Router component is pointing to the incorrect Exchange version of the APT
C. The Autodiscovery element is not present, in the deployed Mule application

D. No... for client applications have been created of this API

Answer: C

Explanation:

When a Basic Authentication policy is applied to an API on CloudHub but clients can still access the API without authentication, the
likely cause is a missing Autodiscovery element. Here's how this affects API security:

Autodiscovery in MuleSoft:

The Autodiscovery element is essential for linking an API implementation deployed in CloudHub with its API instance defined in API
Manager. This connection allows the policies applied in API Manager, such as Basic Authentication, to be enforced on the deployed
APL

‘Why Option B is Correct:

Without Autodiscovery, the deployed application does not "know" about the policies configured in API Manager, resulting in
unrestricted access. Adding Autodiscovery enables the API to enforce the policies correctly.

of Incorrect Options:

Option A (incorrect Exchange version) would not cause bypassing of security policies.

Option C (missing client applications) does not impact authentication policy enforcement.

Option D (worker restart) is irrelevant to policy enforcement.

Reference

Refer to MuleSoft documentation on Autodiscovery configuration and linking APT Manager policies for additional information on
setting up secure API policies.

NEW QUESTION # 125

A circuit breaker strategy is planned in order to meet the goal of improved response time and demand on a downstream APL
* Circuit Open: More than 10 errors per minute for three minutes

* Circuit Half Open: One error per minute

* Circuit Closed: Less than one error per minute for five minutes

Out of several proposals from the engineering team, which option will meet this goal?

¢ A Create a custom policy that implements the circuit breaker and includes policy template expressions for the required
settings

¢ B. Add the Circuit Breaker policy to the API instance, and configure the required settings

¢ C. Create Anypoint Monitoring alerts for Circuit Open/Closed configurations, and then implement a retry strategy for Circuit
Half-Open configuration

¢ D. Implement the strategy in a Mule application, and provide the settings in the YAML configuration

Answer: B

Explanation:

Understanding Circuit Breaker Policy:

A circuit breaker is a design pattern used to detect failures and prevent an application from continually trying to execute a failing
operation. In this case, it will help improve response time and reduce demand on the downstream API.

The specified configuration includes conditions for opening, half-opening, and closing the circuit based on error rates over time:
Circuit Open: Triggered if there are more than 10 errors per minute for three consecutive minutes.

Circuit Half-Open: The circuit transitions to half-open if there is one error per minute.

Circuit Closed: The circuit closes if the error rate is less than one error per minute for five minutes.

Evaluating the Options:

Option A: Creating a custom policy with template expressions could work, but it would require custom development. Since the
Anypoint Platform already has a Circuit Breaker policy available, this would be a less efficient and more complex solution.
Option B: Anypoint Monitoring alerts can be used for monitoring the API, but they do not provide circuit-breaking functionality.
Additionally, implementing a retry strategy for the half-open state is not sufficient to achieve the required circuit breaker behavior.



Option C (Correct Answer): Adding the Circuit Breaker policy to the API instance on Anypoint Platform allows you to set up
circuit-breaking conditions directly. This approach uses the built-in Circuit Breaker policy, where you can configure parameters such
as error thresholds and time intervals to match the requirements. This solution is efficient, reliable, and leverages Anypoint's out-of-
the-box capabilities.

Option D: Implementing the strategy within a Mule application with a YAML configuration could be complex and less manageable.
Additionally, it does not leverage Anypoint Platform's built-in Circuit Breaker policy, which is more suited to this scenario.
Conclusion:

Option C is the correct choice, as it leverages Anypoint Platform's Circuit Breaker policy. This solution allows for configuring
thresholds and time intervals as specified, improving response time and reducing demand on the downstream API while utilizing
Anypoint's managed policy feature.

Refer to MuleSoft's documentation on implementing the Circuit Breaker policy in API Manager for detailed configuration guidance.

NEW QUESTION # 126
An API experiences a high rate of client requests (TPS) vwth small message paytoads. How can usage limits be imposed on the API
based on the type of client application?

e A Use a cross-origin resource sharing (CORS) policy to limit resource sharing between client applications, configured by the
client application type

¢ B. Use a rate limiting policy and a client ID enforcement policy, each configured by the client application type

e (. Use an SLA-based rate limiting policy and assign a client application to a matching SLA tier based on its type

¢ D. Use a spike control policy that limits the number of requests for each client application type

Answer: C

Explanation:
Correct Answe 1: Use an SLA-based rate limiting policy and assign a client application to a matching SLA tier based on its type.
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>> SLA tiers will come into play whenever any limits to be imposed on APIs based on client type

NEW QUESTION # 127
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