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A software company is developing a new software product by following the best practices for secure application development.
Dawson, a software analyst, is checking the performance of the application on the client's network to determine whether end users
are facing any issues in accessing the application.
Which of the following tiers of a secure application development lifecycle involves checking the performance of the application?

A. Testing
B. Development
C. Staging
D. Quality assurance (QA)

Answer: A

NEW QUESTION # 140 
An organization's risk management team identified the risk of natural disasters in the organization's current location. Because natural
disasters cannot be prevented using security controls, the team suggested to build a new office in another location to eliminate the
identified risk. Identify the risk treatment option suggested by the risk management team in this scenario.

A. Risk avoidance
B. Risk sharing
C. Risk retention
D. Risk modification

Answer: A

Explanation:
Risk avoidance is the risk treatment option suggested by the risk management team in this scenario. Risk avoidance is a risk
treatment option that involves eliminating the identified risk by changing the scope, requirements, or objectives of the project or
activity. Risk avoidance can be used when the risk cannot be prevented using security controls or when the risk outweighs the
benefits2. References: Risk Avoidance

NEW QUESTION # 141 
Hayes, a security professional, was tasked with the implementation of security controls for an industrial network at the Purdue level
3.5 (IDMZ). Hayes verified all the possible attack vectors on the IDMZ level and deployed a security control that fortifies the IDMZ
against cyber-attacks.
Identify the security control implemented by Hayes in the above scenario.

A. Anti-DoS solution
B. Use of authorized RTU and PLC commands
C. MAC authentication
D. Point-to-po int communication

Answer: B

Explanation:
The use of authorized RTU and PLC commands is the security control implemented by Hayes in the above scenario. RTU (Remote
Terminal Unit) and PLC (Programmable Logic Controller) are devices that control and monitor industrial processes, such as power
generation, water treatment, oil and gas production, etc. RTU and PLC commands are instructions that are sent from a master
station to a slave station to perform certain actions or request certain data. The use of authorized RTU and PLC commands is a
security control that fortifies the IDMZ (Industrial Demilitarized Zone) against cyber-attacks by ensuring that only valid and
authenticated commands are executed by the RTU and PLC devices. Point-to-point communication is a communication method that
establishes a direct connection between two endpoints. MAC authentication is an authentication method that verifies the MAC
(Media Access Control) address of a device before granting access to a network. Anti-DoS solution is a security solution that
protects a network from DoS (Denial-of-Service) attacks by filtering or blocking malicious traffic.

NEW QUESTION # 142 
Wilson, a security specialist in an organization, was instructed to enhance its cloud network security. To achieve this, Wilson
deployed a network routing solution that established and managed communication between the on-premises consumer network and
VPCs via a centralized unit. Identity the method used by Wilson to achieve cloud network security in this scenario.



A. VPC endpoint
B. Public and private subnets
C. Transit gateways
D. Virtual private cloud (VPC)

Answer: C

Explanation:
Transit gateways are the method used by Wilson to achieve cloud network security in this scenario. Cloud network security is a
branch of cybersecurity that focuses on protecting and securing the network infrastructure and traffic in a cloud environment. Cloud
network security can involve various methods or techniques, such as encryption, firewall, VPN, IDS/IPS, etc. Transit gateways are
a method of cloud network security that provide a network routing solution that establishes and manages communication between
on-premises consumer networks and VPCs (Virtual Private Clouds) via a centralized unit . Transit gateways can be used to simplify
and secure the connectivity between different networks or VPCs in a cloud environment . In the scenario, Wilson was instructed to
enhance its cloud network security. To achieve this, Wilson deployed a network routing solution that established and managed
communication between the on-premises consumer network and VPCs via a centralized unit. This means that he used transit
gateways for this purpose. A virtual private cloud (VPC) is not a method of cloud network security, but a term that describes an
isolated and private section of a public cloud that provides exclusive access to cloud resources to a single organization or entity . A
VPC can be used to create and configure virtual networks in a cloud environment . Public and private subnets are not methods of
cloud network security, but terms that describe segments of a VPC that have different levels of accessibility or visibility . A public
subnet is a segment of a VPC that can be accessed from the internet or other networks . A private subnet is a segment of a VPC
that cannot be accessed from the internet or other networks . A VPC endpoint is not a method of cloud network security, but a term
that describes an interface that allows private connectivity between a VPC and other AWS (Amazon Web Services) services or
resources .

NEW QUESTION # 143 
GlobalTech, a multinational corporation with over 10.000employees, has seen a surge in mobile device usage among its workforce.
The IT department Is tasked with deploying a robust mobile security management solution that caters not only to the security of data
but also provides flexibility in device choices and keeps administrative overhead low. Which of the following would be the best
solution for GlobalTech?

A. Mobile Device Management (MDM)
B. Mobile Application Management (MAM)
C. Unified Endpoint Management (UEM)
D. Containerization Solutions

Answer: C

Explanation:
* Unified Endpoint Management (UEM) Overview:
* UEM solutions provide comprehensive management for a wide range of endpoints, including mobile devices, desktops, laptops,
and even IoT devices. They integrate Mobile Device Management (MDM) and Mobile Application Management (MAM)
functionalities.
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