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ISC Certified Information Systems Security Professional (CISSP) Sample
Questions (Q1139-Q1144):
NEW QUESTION # 1139 
Which of the following cloud deployment model is provisioned for open use by the general public?

A. Community Cloud
B. Private Cloud
C. Hybrid Cloud
D. Public Cloud

Answer: D

Explanation:
In Public cloud, the cloud infrastructure is provisioned for open use by the general
public. It may be owned, managed, and operated by a business, academic, or government
organization, or some combination of them. It exists on the premises of the cloud provider.
For your exam you should know below information about Cloud Computing deployment models:
Private cloud
The cloud infrastructure is provisioned for exclusive use by a single organization comprising
multiple consumers (e.g., business units). It may be owned,managed, and operated by the
organization, a third party, or some combination of them,and it may exist on or off premises.
Private Cloud
Image Reference - http://www.inflectionpoint.co.uk/Portals/5/VMware-vCloud.jpg
Community Cloud
The cloud infrastructure is provisioned for exclusive use by a specific community of consumers
from organizations that have shared concerns (e.g., mission,security requirements, policy, and
compliance considerations). It may be owned, managed, and operated by one or more of the
organizations in the community, a third party, or some combination of them, and it may exist on or
off premises.
Community Cloud
Image Reference - http://cloudcomputingksu.files.wordpress.com/2012/05/community-cloud.png
Public Cloud
The cloud infrastructure is provisioned for open use by the general public. It may be owned,
managed, and operated by a business, academic, or government organization, or some
combination of them. It exists on the premises of the cloud provider.
Public Cloud
Image reference - http://definethecloud.files.wordpress.com/2010/04/image3.png
Hybrid cloud
The cloud infrastructure is a composition of two or more distinct cloud infrastructures (private,
community, or public) that remain unique entities, but are bound together by standardized or
proprietary technology that enables data and application portability (e.g., cloud bursting for load
balancing between clouds)
hybrid cloud
Image reference - http://www.virtualizationpractice.com/wp-content/uploads/2013/04/Hybrid-Cloud-Computing-Solution1.jpg
The following answers are incorrect:
Private cloud - The cloud infrastructure is provisioned for exclusive use by a single organization comprising multiple consumers (e.g.,
business units). It may be owned,managed, and operated by the organization, a third party, or some combination of them,and it may
exist on or off premises.
Community cloud - The cloud infrastructure is provisioned for exclusive use by a specific community of consumers from
organizations that have shared concerns (e.g., mission,security requirements, policy, and compliance considerations). It may be
owned, managed, and operated by one or more of the organizations in the community, a third party, or some combination of them,
and it may exist on or off premises.
Hybrid cloud - The cloud infrastructure is a composition of two or more distinct cloud infrastructures (private, community, or public)
that remain unique entities, but are bound together by standardized or proprietary technology that enables data and application
portability (e.g., cloud bursting for load balancing between clouds)
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The following reference(s) were/was used to create this question: CISA review manual 2014 page number 102 Official ISC2 guide
to CISSP 3rd edition Page number 689 and 690

NEW QUESTION # 1140 
Who is essential for developing effective test scenarios for disaster recovery (DR) test plans?

A. Business line management and IT staff members
B. DR manager end IT staff members
C. IT staff members and project managers
D. Chief Information Officer (CIO) and DR manager

Answer: D

NEW QUESTION # 1141 
Under Role based access control, access rights are grouped by:

A. Policy name
B. Role name
C. Rules
D. Sensitivity label

Answer: B

Explanation:
With role-based access control, access rights are grouped by role name, and the use of resources is restricted to individuals
authorized to assume the associated role. For example, within a hospital system the role of doctor can include operations to perform
diagnosis, prescribe medication, and order laboratory tests; and the role of researcher can be limited to gathering anonymous clinical
information for studies.

NEW QUESTION # 1142 
Match the objectives to the assessment questions in the governance domain of Software Assurance Maturity Model (SAMM).

Answer:

Explanation:
Explanation

NEW QUESTION # 1143 
Which of the following biometric devices offers the LOWEST CER?

A. Fingerprint
B. Voice verification
C. Iris scan
D. Keystroke dynamics

Answer: C

Explanation:
From most effective (lowest CER) to least effective (highest CER) are:
Iris scan, fingerprint, voice verification, keystroke dynamics.
Reference : Shon Harris Aio v3 , Chapter-4 : Access Control , Page : 131
Also see: http://www.sans.org/reading_room/whitepapers/authentication/biometric- selection-body-parts-online_139

NEW QUESTION # 1144
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