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understanding of our product by visiting our pages of our product on the website. The content of our FCP_FAC_AD-6.5 guide
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Fortinet FCP_FAC_AD-6.5 Exam Syllabus Topics:

Topic Details

Topic 1
FIDO2 Authentication: This section of the exam measures the skills of a Modern Authentication Specialist
and covers the setup and use of FIDO2 standards for passwordless authentication.

Topic 2
Portal Services: This section of the exam measures the skills of a Portal Administrator and covers the
configuration and management of self-service portals for guest and local user access.

Topic 3
This section of the exam measures the skills of a Network Security Engineer and covers the configuration
of FortiAuthenticator for wired and wireless 802.1X authentication using supported EAP methods.

Topic 4
Administering and Authenticating Users: This section of the exam measures the skills of a Security
Administrator and covers the processes for creating, managing, and authenticating user accounts within the
FortiAuthenticator system.

Topic 5 802.1X Authentication
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Topic 6
Certificate Management: This section of the exam measures the skills of a Certificate Manager and covers
the administration of digital certificates, including issuance, renewal, and revocation processes.

Topic 7
FSSO Process and Methods: This section of the exam measures the skills of a Network Architect and
covers the Fortinet Single Sign-On (FSSO) framework, including its processes and various deployment
methods.

Topic 8
Introduction and Initial Configuration: This section of the exam measures the skills of a Network Security
Administrator and covers the foundational setup and basic configuration of FortiAuthenticator, including
initial deployment steps and system preparation for identity management services.

Topic 9
Administrative Users and High Availability: This section of the exam measures the skills of a System
Engineer and covers the management of administrative user accounts and the implementation of high
availability configurations to ensure system reliability and redundancy.

Topic 10
FSSO Deployment and Troubleshooting: This section of the exam measures the skills of a Systems
Integrator and covers the practical deployment of FSSO solutions and techniques for troubleshooting
common issues.

Topic 11
Two-Factor Authentication: This section of the exam measures the skills of a Security Engineer and covers
the implementation and configuration of two-factor authentication using FortiTokens and other verification
methods.

Topic 12
PKI and FortiAuthenticator as a CA: This section of the exam measures the skills of a PKI Specialist and
covers the use of FortiAuthenticator as a Certificate Authority (CA) within a Public Key Infrastructure
(PKI).

Topic 13
Managing Users and Troubleshooting Authentication: This section of the exam measures the skills of a
Technical Support Specialist and covers advanced user management techniques and methods for
diagnosing and resolving authentication issues.
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