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Amazon AWS Certified Solutions Architect - Professional Sample Questions
(Q76-Q81):
NEW QUESTION # 76 
A company has an application that runs on Amazon EC2 instances. A solutions architect is designing VPC infrastructure in an AWS
Region where the application needs to access an Amazon Aurora DB cluster. The EC2 instances are all associated with the same
security group. The DB cluster is associated with its own security group.
The solutions architect needs to add rules to the security groups to provide the application with least privilege access to the DB
cluster.
Which combination of steps will meet these requirements? (Select TWO.)

A. Add an outbound rule to the DB cluster's security group. Specify the EC2 instances' security group as the destination over
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the default Aurora port.
B. Add an outbound rule to the EC2 instances' security group. Specify the DB cluster's security group as the destination over
the default Aurora port.
C. Add an inbound rule to the EC2 instances' security group. Specify the DB cluster's security group as the source over the
default Aurora port.
D. Add an outbound rule to the DB cluster's security group. Specify the EC2 instances' security group as the destination over
the ephemeral ports.
E. Add an inbound rule to the DB cluster's security group. Specify the EC2 instances' security group as the source over the
default Aurora port.

Answer: B,C

Explanation:
Explanation
Add an outbound rule to the EC2 instances' security group. Specify the DB cluster's security group as the destination over the
default Aurora port. This allows the instances to make outbound connections to the DB cluster on the default Aurora port. C. Add
an inbound rule to the DB cluster's security group. Specify the EC2 instances' security group as the source over the default Aurora
port. This allows connections to the DB cluster from the EC2 instances on the default Aurora port.

NEW QUESTION # 77 
To ensure failover capabilities on an elastic network interface (ENI), what should you use for incoming traffic?

A. A secondary ENI
B. A secondary private IP
C. A Route53 A record
D. A secondary public IP

Answer: B

Explanation:
To ensure failover capabilities on an elastic network interface (ENI), consider using a secondary private IP for incoming traffic and if
a failure occurs, you can move the interface and/or secondary private IP address to a standby instance.
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html

NEW QUESTION # 78 
You are responsible for a legacy web application whose server environment is approaching end of life.
You would like to migrate this application to AWS as quickly as possible, since the application environment currently has the
following limitations:
- the VM's single 10GB VMDK is almost full;
- the virtual network Interface still uses the 10Mbps dnver, which
leaves your 100Mbps WAN connection completely underutilized;
- it is currently running on a highly customized, Windows VM within a
VMware environment; ?you do not have the installation media.
This is a mission critical application with an RTO (Recovery Time Objective) of 8 hours, RPO (Recovery Point Objective) of 1
hour.
How could you best migrate this application to AWS while meeting your business continuity requirements?

A. Use S3 to create a backup of the VM and restore the data into EC2.
B. Use the ec2-bundle-instance API to import an image of the VM into EC2.
C. Use the EC2 VM Import Connector for vCenter to import the VM into EC2.
D. Use Import/Export to import the VM as an EBS snapshot and attach to EC2.

Answer: C

Explanation:
https://aws.amazon.com/developertools/2759763385083070

NEW QUESTION # 79 



A company has a three-tier application running on AWS with a web server, an application server, and an Amazon RDS MySQL
DB instance. A solutions architect is designing a disaster recovery (OR) solution with an RPO of 5 minutes.
Which solution will meet the company's requirements?

A. Configure AWS Backup to perform cross-Region backups of all servers every 5 minutes. Reprovision the three tiers in the
DR Region from the backups using AWS CloudFormation in the event of a disaster.
B. Use Amazon EC2 Image Builder to create and copy AMIs of the web and application server to both the primary and DR
Regions. Create a cross-Region read replica of the DB instance in the DR Region. In the event of a disaster, promote the
read replica to become the master and reprovision the servers with AWS CloudFormation using the AMIs.
C. Maintain another running copy of the web and application server stack in the DR Region using AWS CloudFormation drill
detection. Configure cross-Region snapshots ol the DB instance to the DR Region every 5 minutes. In the event of a disaster,
restore the DB instance using the snapshot in the DR Region.
D. Create AMts of the web and application servers in the DR Region. Use scheduled AWS Glue jobs to synchronize the DB
instance with another DB instance in the DR Region. In the event of a disaster, switch to the DB instance in the DR Region
and reprovision the servers with AWS CloudFormation using the AMIs.

Answer: B

NEW QUESTION # 80 
A user has set the IAM policy where it denies all requests if a request is not from IP 10.10.10.1/32. The
other policy says allow all requests between 5 PM to 7 PM. What will happen when a user is requesting
access from IP 55.109.10.12/32 at 6 PM?

A. IAM will throw an error for policy conflict
B. It will deny access
C. It will allow access
D. It is not possible to set a policy based on the time or IP

Answer: B

Explanation:
When a request is made, the AWS IAM policy decides whether a given request should be allowed or
denied. The evaluation logic follows these rules:
By default, all requests are denied. (In general, requests made using the account credentials for
resources in the account are always allowed.)
An explicit allow policy overrides this default.
An explicit deny policy overrides any allows.
In this case since there are explicit deny and explicit allow statements. Thus, the request will be denied
since deny overrides allow.
Reference:
http://docs.aws.amazon.com/IAM/latest/UserGuide/AccessPolicyLanguage_EvaluationLogic.html
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