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In modern society, everything is changing so fast with the development of technology. If you do no renew your knowledge and skills,
you will be wiped out by others. Our FCP_FAZ AD-7.4 guide materials also keep up with the society. After all, new technology
has been applied in many fields. So accordingly our FCP_FAZ AD-7.4 Exam Questions are also applied with the latest
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praparation is!

Fortinet FCP - FortiAnalyzer 7.4 Administrator Sample Questions (Q145-
Q150):

NEW QUESTION # 145
What are analytics logs on FortiAnalyzer?

A. Logs that are compressed and saved to a log file with the, gz extension.
B. Logs that are rolled over when the log file reaches a specific size.

C. Logs that are saved in the active log file with the. log extension.

D. Logs that are indexed and stored in the SQL database.

Answer: D
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Explanation:

Analytics logs on FortiAnalyzer are those that are indexed and stored in the SQL database.
These logs are considered online and provide real-time access for analysis and reporting.
httpsz/help.fortinet.comvfa/faz5S0hlp/56/5-6-2/FortiAnalyzer Admin Guide/0300_Key concepts
/0600 Log Storage/0400 Archive analytics logs.htm

NEW QUESTION # 146
What is required to authorize a FortiGate on FortiAnalyzer using Fabric authorization?

A. The FortiGate serial number
B. A FortiGate ADOM

C. A pre-shared key

D. Valid FortiAnalyzer credentials

Answer: D

Explanation:

FortiAnalyzer 7.0 Study Guide-Online.pdfpage 93: The fourth method uses the Fortinet Security Fabric authorization process.
This method requires that both FortiGate and FortiAnalyzer are rumning version 7.0.1 or higher. It is also required that the FortiGate
administrator has valid credentials to log in on FortiAnalyzer and conmplete the registration.
https:/docs.fortinet.conm/document/fortianalyzer/7.2. 1 /administration- guide/ 1 3897/adding-a- fortigate- using-security- fabric-
authorization

NEW QUESTION # 147
Which two statements are true regarding the log synchronization states for HA on FortiAnalyzer?
(Choose two.)

e A, When Log Data Sync is turned on, the backup device reboots and then rebuilds the log database with the synchronized
logs.

e B. Log Data Sync provides real-time log synchronization to all backup devices.

e C. With Initial Logs Sync, when you add a unit to an HA cluster, the primary device synchronizes its logs with the backup
device.

e D. By default. Log Data Sync is disabled on all backup devices.

Answer: B,C

Explanation:

Log Data Sync provides real-time log synchronization to all backup devices. - Log Data Sync in FortiAnalyzer HA setups is
designed to ensure that all backup devices in the cluster are kept up-to-date with real-time log data from the primary device. This
synchronization helps maintain log integrity and availability even in the event of a primary device failure.

With Initial Logs Sync, when you add a unit to an HA cluster, the primary device synchronizes its logs with the backup device. -
When a new unit is added to an HA cluster, Initial Logs Sync is crucial to ensure that the new unit starts with a conplete set of logs.
This process involves the primary device synchronizing its existing logs to the newly added backup unit, which ensures consistency
across the cluster.

NEW QUESTION # 148

Youare trying to initiate an authorization request from FortiGate to FortiAnalyzer, but the Security Fabric window does not open
when you click Authorize.

Which two reasons can cause this to happen? (Choose two.)

A. The management computer does not have connectivity to the authorization IP address and port combination.
B. The fabric authorization settings on FortiAnalyzer are misconfigured.

C. A pre-shared key needs to be established on both sides.

D. The Security Fabric root is unauthorized and needs to be added as a trusted host.

Answer: A,B

Explanation:



The management computer does not have connectivity to the authorization IP address and port combination.

Ifthere is no network connectivity between the management computer and the FortiAnalyzer on the specific IP address and port
used for authorization, the Security Fabric window will not open.

The fabric authorization settings on FortiAnalyzer are misconfigured.

Ifthe fabric authorization settings on FortiAnalyzer are not properly configured, FortiGate will not be able to nitiate the authorization
request, preventing the Security Fabric window from opening,

The other options are not applicable because:

Pre-shared keys are not required for initial authorization between FortiGate and FortiAnalyzer; they are typically used for
establishing VPN tunnels.

The Security Fabric root does not need to be added as a trusted host to open the authorization window. Trusted hosts are more
relevant to FortiGate's access control for management interfaces.

NEW QUESTION # 149
By default, what happens when a log file reaches its maximum file size?

A. FortiAnalyzer rolls the active log by renaming the file.
B. FortiAnalyzer overwrites the log files.

C. FortiAnalyzer forwards logs to syslog.

D. FortiAnalyzer stops logging.

Answer: A

NEW QUESTION # 150
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