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HH #137
What is true regarding 802.11k?

A. Tt provides mechanisms for APs and clients to dynamically measure the available radio resources.

B. It reduces roaming delay by pre-authenticating clients with multiple target APs before a client roans to an AP

C. It considers several metrics before it determines if a client should be steered to the SGHz band, including client RSSI
D. It extends radio measurements to define mechanisis for wireless network management of stations

IEf#E: A

e

802.11k is a standard that provides mechanisims for APs and clients to dynamically measure the available radio resources in a
wireless network. 802.11k defines radio resource management (RRM) functions, such as neighbor reports, link measurement,
beacon reports, etc., that allow APs and clients to exchange information about the RF environment and make better roaming
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decisions. The other options are incorrect because they describe other standards, such as
802.11r, 802.11v, or 802.11ax.

HA #138

Due to a shipping error, five (5) Aruba AP-515S and one (1) Aruba CX 6300 were sent directly to your new branch office You
have configured a new group persona for the new branch office devices in Central, but you do not know their MAC addresses or
serial numbers The office manager is instructed via text message on their smartphone to onboard all the new hardware into Aruba
Central What application must the office manager use on their phone to complete this task?

A. Aruba Onboard App
B. Aruba installer App

C. Aruba Central App

D. Aruba CX Mobile App

IEf#: B

R -

Explanation

Aruba Installer App is a mobile app that simplifies site installations and enables network connectivity for Aruba devices. The app
allows the user to scan the barcode of the device and add it to the network using Aruba Central. The app also automates importing
Aruba devices into Aruba NetEdit for intelligent configuration management and continuous conformance validation

E #139

A company recently deployed new Aruba Access Points at different branch offices Wireless 802.1X authentication will be against a
RADIUS server in the cloud. The security team is concerned that the traffic between the AP and the RADIUS server will be
exposed.

What is the appropriate solution for this scenario?

A. Configure RadSec on the AP and Aruba Central.

B. Configure RadSec on the AP and the RADIUS server
C. Enable EAP-TTLS on all wireless devices.

D. Enable EAP-TLS on all wireless devices

IEf#: B

fi .-

This is the appropriate solution for this scenario where wireless 802.1X authentication will be against a RADIUS server in the cloud
and the security team is concerned that the traffic between the AP and the RADIUS server will be exposed. RadSec, also known as
RADIUS over TLS, is a protocol that provides encryption and authentication for RADIUS traffic over TCP and TLS. RadSec can
be configured on both the AP and the RADIUS server to establish a secure tunnel for exchanging RADIUS packets. The other
options are incorrect because they either do not provide encryption or authentication for RADIUS traffic or do not mvolve RadSec.
References: https:/www.securew?.com/blog/what-is-radsec/ httpsz//www.cloudradius.com

/radsec-vs-radius/

H R #140

A customer wants to provide wired security as close to the source as possible The wired security must meet the following
requirements:

-allow ping from the IT management VLAN to the user VLAN

-deny ping sourcing from the user VLAN to the IT management VLAN

The customer is using Aruba CX 6300s

What is the correct way to implement these requirements?

A. Apply an inbound ACL on the user VLAN denying icmp echo traffic toward the I'T management VLAN

B. Apply an outbound ACL on the user VLAN denying icmp echo traffic toward the I'T management VLAN

C. Apply an outbound ACL on the user VLAN allowing temp echo-reply traffic toward the IT management VLAN
D. Apply an inbound ACL on the user VLAN allowing icmp echo-reply traffic toward the IT management VLAN

EfE: A



fiR .-

An inbound ACL is applied to traffic entering a port or VLAN. An outbound ACL is applied to traffic leaving a port or VLAN4. To
deny ping sourcing from the user VLLAN to the IT management VLAN, an inbound ACL on the user VLAN should be used to filter
icmp echo traffic toward the IT management VLLAN. Icmp echo-reply traffic is not needed to be allowed because t is already
permitted by defaultS.

References: 4

https:/techhub.hpe.conveginfolib/Aruba/OS-CX_10.04/5200-6692/GUID-9B8F6ESF-9C7A-4F0D- AETB-

9D8E
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R #141

A customer is using a legacy application that commumicates at layer-2. The customer would like to keep this application working
across the campus which is connected via layer-3. The legacy devices are connected to Aruba CX 6300 switches throughout the
canpus. Which technology minimizes flooding so the legacy application can work efficiently?

A. Generic Routing Encapsulation (GRE)
B. Ethernet over IP (EoIP)

C. Static VXLAN

D. EVPN-VXLAN

IEf#: D

A -

EVPN-VXLAN is a technology that allows layer-2 commumnication across layer-3 networks by using Ethernet VPN (EVPN) as a
control plane and Virtual Extensible LAN (VXLAN) as a data plane. EVPN-VXLAN can be used to support legacy applications
that commumicate at layer-2 across different campuses or data centers that are connected via layer-3. EVPN-VXLAN minimizes
flooding by using BGP to distribute MAC addresses and IP addresses of hosts across different VXLAN segments. EVPN-VXLAN
also provides benefits such as loop prevention, load balancing, mobility, and scalability.
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