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Topic 1

Security Profiles: This section of the exam measures the skills of a Threat Prevention Specialist and covers
the configuration and management of comprehensive security profiling systems. It includes implementing
SSL
SSH inspection, combining web filtering and application control mechanisms, integrating intrusion
prevention systems, and utilizing the Internet Service Database to create layered security protections for
organizational networks.

Topic 2

Routing: This section of the exam measures the skills of a Network Infrastructure Engineer and covers the
implementation of dynamic routing protocols for enterprise network traffic management. It includes
configuring both OSPF and BGP routing protocols to ensure efficient and reliable data transmission across
complex organizational networks.

Topic 3

System Configuration: This section of the exam measures the skills of a Network Security Architect and
covers the implementation and integration of core Fortinet infrastructure components. It includes deploying
the Security Fabric, enabling hardware acceleration, configuring high availability operational modes, and
designing enterprise networks utilizing VLANs and VDOM technologies to meet specific organizational
requirements.

Topic 4
Central Management: This section of the exam measures the skills of a Security Operations Manager and
covers the implementation of centralized management systems for coordinated control and oversight of
distributed Fortinet security infrastructures across enterprise environments.

Topic 5

VPN: This section of the exam measures the skills of a VPN Solutions Engineer and covers the
implementation of various virtual private network technologies. It includes configuring IPsec VPN using
IKE version 2 protocols and implementing Automatic Discovery VPN solutions to establish on-demand
secure tunnels between multiple sites within an enterprise network infrastructure.

Fortinet FCSS - Enterprise Firewall 7.6 Administrator Sample Questions
(Q15-Q20):
NEW QUESTION # 15 
An administrator wants to scale the IBGP sessions and optimize the routing table in an IBGP network.
Which parameter should the administrator configure?

A. neighbor-group
B. route-reflector-client
C. network-import-check
D. ibgp-enforce-multihop

Answer: B

Explanation:
In an IBGP (Internal BGP) network, all routers must be fully meshed, meaning every router must establish a BGP session with every
other router in the same autonomous system (AS). This does not scale well in large networks due to the exponential increase in BGP
sessions.
To optimize and scale IBGP, Route Reflectors (RRs) are used. A Route Reflector (RR) reduces the number of IBGP peer
connections by allowing a centralized router (RR) to redistribute IBGP routes to other IBGP peers (called clients). This eliminates
the need for a full mesh, significantly reducing BGP session overhead.
By configuring the route-reflector-client setting on IBGP peers, an administrator can:
# Scale IBGP sessions by reducing the number of direct BGP peer connections.
# Optimize the routing table by ensuring routes are efficiently propagated within the IBGP network.
# Eliminate the need for full mesh topology, making IBGP more manageable.

NEW QUESTION # 16 
Why does the ISDB block layers 3 and 4 of the OSI model when applying content filtering? (Choose two.)



A. The ISDB blocks the IP addresses and ports of an application predefined by FortiGuard.
B. The ISDB works in proxy mode, allowing the analysis of packets in layers 3 and 4 of the OSI model.
C. The ISDB limits access by URL and domain.
D. FortiGate has a predefined list of all IPs and ports for specific applications downloaded from FortiGuard.

Answer: A,D

Explanation:
The Internet Service Database (ISDB) in FortiGate is used to enforce content filtering at Layer 3 (Network Layer) and Layer 4
(Transport Layer) of the OSI model by identifying applications based on their predefined IP addresses and ports.
FortiGate has a predefined list of all IPs and ports for specific applications downloaded from FortiGuard:
# FortiGate retrieves and updates a predefined list of IPs and ports for different internet services from FortiGuard.
# This allows FortiGate to block specific services at Layer 3 and Layer 4 without requiring deep packet inspection.
The ISDB blocks the IP addresses and ports of an application predefined by FortiGuard:
# ISDB works by matching traffic to known IP addresses and ports of categorized services.
# When an application or service is blocked, FortiGate prevents communication by denying traffic based on its destination IP and
port number.

NEW QUESTION # 17 
An administrator is setting up an ADVPN configuration and wants to ensure that peer IDs are not exposed during VPN
establishment.
Which protocol can the administrator use to enhance security?

A. Stick with IKEv1 main mode because it offers better performance.
B. Use IKEv2, which encrypts peer IDs and prevents exposure.
C. Opt for SSL VPN web mode because it does not use peer IDs at all.
D. Choose IKEv1 aggressive mode because it simplifies peer identification.

Answer: B

Explanation:
In ADVPN (Auto-Discovery VPN) configurations, security concerns include protecting peer IDs during VPN establishment. Peer
IDs are exchanged in the IKE (Internet Key Exchange) negotiation phase, and their exposure could lead to privacy risks or targeted
attacks.
# IKEv2 encrypts peer IDs, making it more secure compared to IKEv1, where peer IDs can be exposed in plaintext in aggressive
mode.
# IKEv2 also provides better performance and flexibility while supporting dynamic tunnel establishment in ADVPN.

NEW QUESTION # 18 
How will configuring set tcp-mss-sender and set tcp-mss-receiver in a firewall policy affect the size and handling of TCP packets in
the network?

A. The administrator must consider the payload size of the packet and the size of the IP header to configure a correct value in
the firewall policy.
B. The TCP packet modifies the packet size only if the size of the packet is less than the one the administrator configured in
the firewall policy.
C. The maximum segment size permitted in the firewall policy determines whether TCP packets are allowed or denied.
D. Applying commands in a firewall policy determines the largest payload a device can handle in a single TCP segment.

Answer: D

Explanation:
The set tcp-mss-sender and set tcp-mss-receiver commands in a firewall policy allow an administrator to adjust the Maximum
Segment Size (MSS) of TCP packets.
This setting controls the largest payload size that a device can handle in a single TCP segment, ensuring that packets do not exceed
the allowed MTU (Maximum Transmission Unit) along the network path.
# set tcp-mss-sender adjusts the MSS value for outgoing TCP traffic.
# set tcp-mss-receiver adjusts the MSS value for incoming TCP traffic.
This helps prevent issues with fragmentation and MTU mismatches, improving network performance and avoiding retransmissions.



NEW QUESTION # 19 
An administrator must enable direct communication between multiple spokes in a company's network. Each spoke has more than
one internet connection.
The requirement is for the spokes to connect directly without passing through the hub, and for the links to automatically switch to the
best available connection.
How can this automatic detection and optimal link utilization between spokes be achieved?

A. Utilize ADVPN 2.0 to facilitate dynamic direct tunnels and automatic link optimization.
B. Set up OSPF routing over static VPN tunnels between spokes.
C. Implement SD-WAN policies at the hub to manage spoke link quality.
D. Establish static VPN tunnels between spokes with predefined backup routes.

Answer: A

Explanation:
ADVPN (Auto-Discovery VPN) 2.0 is the optimal solution for enabling direct spoke-to-spoke communication without passing
through the hub, while also allowing automatic link selection based on quality metrics.
# Dynamic Direct Tunnels:
# ADVPN 2.0 allows spokes to establish direct IPsec tunnels dynamically based on traffic patterns, reducing latency and improving
performance.
# Unlike static VPNs, spokes do not need to pre-configure tunnels for each other.
# Automatic Link Optimization:
# ADVPN 2.0 monitors the quality of multiple internet connections on each spoke.
# It automatically switches to the best available connection when the primary link degrades or fails.
# This is achieved by dynamically adjusting BGP-based routing or leveraging SD-WAN integration.

NEW QUESTION # 20
......
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