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Oracle 1Z0-1072-25 Exam Syllabus Topics:

Topic Details

Topic 1

Identity and Access Management (IAM): This domain validates skills of security architects implementing
granular access controls, emphasizing IAM policy creation, compartment organization, and dynamic group
configuration. It covers identity domain management, network source restrictions, and tag-based access
mechanisms to enforce least-privilege principles across OCI resources

Topic 2

Storage: Designed for storage administrators managing enterprise data solutions, this section tests
proficiency in deploying Block
File
Object Storage with lifecycle management, cross-region replication, and tiered storage strategies. It
includes configuring volume groups, snapshots, versioning, and security controls while analyzing storage
performance metrics and cost optimization techniques.

Topic 3

Compute: This section measures skills of cloud architects responsible for designing scalable and resilient
infrastructure, covering compute instance configuration, autoscaling policies, and OS management. It
evaluates understanding of OCI compute image options, infrastructure maintenance processes, and
strategies for optimizing instance performance across availability domains.

Topic 4

Networking: Targeting network architects designing secure cloud architectures, this domain focuses on
Virtual Cloud Network (VCN) implementation, including subnet design, IP address management, and
routing through gateways (NAT, service, internet). It assesses expertise in VPN
FastConnect deployment, DNS configuration, load balancer setup, and advanced tools like Network Path
Analyzer for troubleshooting latency or connectivity issues.
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Oracle Cloud Infrastructure 2025 Architect Associate Sample Questions
(Q46-Q51):
NEW QUESTION # 46 
You can attach resources to a Dynamic Routing Gateway (DRG). Select THREE of these resources.

A. Virtual Circuits
B. IPSec Tunnel
C. Remote Peering Connections
D. VNIC
E. Subnet
F. Local Peering Connection

Answer: A,B,C

Explanation:
A Dynamic Routing Gateway (DRG) in Oracle Cloud Infrastructure (OCI) is a virtual router that provides a path for private traffic
between your on-premises network and your VCN, or between your VCN and other VCNs. The resources that can be attached to
a DRG include:
A . Virtual Circuits: Used to establish a private connection between your on-premises data center and your VCN via Oracle's
FastConnect service.
D . Remote Peering Connections: Enables peering between VCNs located in different regions (Remote VCN Peering).
E . IPSec Tunnel: Facilitates secure VPN connections between your on-premises network and your OCI VCN.
Reference:
Oracle Cloud Infrastructure Documentation: Dynamic Routing Gateway Overview

NEW QUESTION # 47 
Which policy would you write to provide admin access to all three of your existing admin groups for a shared Test compartment?

A. Allow group any-group to manage all-resources in compartment Test where
request.principal.group.tag.EmployeeGroup.Role='Admin'
B. Allow any-user to manage all-resources in compartment Test where
request.principal.group.tag.EmployeeGroup.Role='Admin'
C. Allow dynamic-group to manage all-resources in compartment Test where
request.principal.group.tag.EmployeeGroup.Role='Admin'
D. Allow all-group to manage all-resources in compartment Test where
request.principal.group.tag.EmployeeGroup.Role='Admin'

Answer: D

Explanation:
In Oracle Cloud Infrastructure (OCI), policies are written to define permissions for user groups. The correct policy to provide admin
access to all three existing admin groups in a shared compartment (in this case, the "Test" compartment) would be:
"Allow all-group to manage all-resources in compartment Test where request.principal.group.tag.EmployeeGroup.Role='Admin'".
"Allow all-group": Grants access to all groups.
"to manage all-resources": Specifies full access permissions (manage includes all CRUD operations).
"in compartment Test": Limits the scope of the policy to the "Test" compartment.
"where request.principal.group.tag.EmployeeGroup.Role='Admin'": Adds a condition to restrict this admin-level access to only
groups tagged with the role 'Admin'.
This policy ensures that only users in the groups tagged as Admin will be allowed to manage resources in the Test compartment,
making it the most suitable choice for providing admin access.
For reference:
OCI Policy Syntax Documentation

NEW QUESTION # 48 
You enabled Cross Region Replication for the volume and selected US West (San Jose) as the destination region. What should you



do to create a new volume from the volume replica?

A. No action required. By default, the replica is available as a block volume.
B. Initiate the replica.
C. Trigger the replica.
D. Activate the replica.

Answer: A

Explanation:
When Cross-Region Replication is enabled for a block volume in Oracle Cloud Infrastructure (OCI), the replication process
automatically creates and maintains a synchronized copy of the block volume in the selected destination region (in this case, US
West (San Jose)).
Replica Availability: The replicated volume is immediately available as a block volume in the destination region. You do not need to
take any additional action to activate or trigger the replica.
Creating New Volumes: Since the replica is automatically available as a block volume, you can directly use it to create a new volume
in the destination region without any manual intervention.
Relevant OCI Documentation:
Cross-Region Block Volume Replication
This documentation outlines how cross-region replication works and confirms that no additional steps are needed to create a new
volume from a replica

NEW QUESTION # 49 
Which statement is TRUE about delegating an existing domain to the Oracle Cloud Infrastructure (OCI) DNS service?

A. Domains can be self-delegated to OCI DNS from its own service portal.
B. All domains can be retrieved to OCI DNS via DYN.
C. Domains can be delegated to OCI DNS via FastConnect partners.
D. Domains can be delegated to OCI DNS from the Domain Registrar's self-service portal.

Answer: D

Explanation:
To delegate a domain to the Oracle Cloud Infrastructure (OCI) DNS service, the domain needs to be pointed to OCI's DNS
servers. This can be done through the Domain Registrar's self-service portal, where you update the name servers for your domain to
OCI's DNS servers.
Process: You typically log into the domain registrar where your domain is registered and replace the existing name servers with the
name servers provided by OCI DNS. Once this is done, DNS queries for your domain will be directed to OCI DNS.
Reference:
Oracle Cloud Infrastructure Documentation: Managing DNS Zones

NEW QUESTION # 50 
With OCI's pricing of $0.0085 USD per Gigabyte for Outbound Data Transfer in North America, how much will they spend per
month for 7 Petabytes of Outbound Data Transfer?

A. $150,000.00
B. $59,500.00
C. $59,415.00
D. $0.00 (free with OCI)

Answer: B

Explanation:
To calculate the monthly cost for 7 Petabytes (PB) of outbound data transfer at a rate of $0.0085 per GB in North America:
Calculation:
1 PB = 1,000,000 GB
7 PB = 7,000,000 GB
Cost = 7,000,000 GB * $0.0085/GB = $59,500.00
Thus, the cost for 7 PB of outbound data transfer per month is $59,500.00.



Reference:
Oracle Cloud Infrastructure Pricing: OCI Pricing

NEW QUESTION # 51
......
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