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Oracle 1z0-1104-25 Exam Syllabus Topics:

Topic

Details

Topic 1

¢ Detecting, Remediating, and Monitoring OCI Resources: This section of the exam measures the skills of

OCI Administrators and emphasizes monitoring and maintaining security posture across cloud resources. It
focuses on the use of Cloud Guard, security zones, and the Security Advisor. Candidates also need to
understand how to identify rogue users with threat intelligence, as well as use monitoring, logging, and event
services for continuous Vvisibility into performance and security.

Topic 2

Protecting Data: This section of the exam measures the skills of Cloud Security Professionals and highlights
data security practices in OCI. It tests knowledge of using the Key Management Service for encryption
keys, managing secrets in the OCI Vault, and applying features of OCI Data Safe to ensure sensitive data
remains protected.

Topic 3

Protecting Infrastructure - Network and Applications: This section of the exam measures the skills of
Cloud Security Professionals and covers methods for securing networks and applications on OCI. Topics
nclude network security groups, firewalls, and security lists, while also focusing on the use of load
balancers for availability. The section further addresses the configuration of OCI certificates and web
application firewalls to strengthen infrastructure security.
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¢ Inplementing Identity and Access Management (IAM): This section of the exam measures skills of OCI
Administrators and focuses on identity and access controls. It covers IAM domains, users, groups, and
compartments, as well as the use of TAM policies to manage access to resources. Candidates are also

Topic 4
ol tested on configuring dynamic groups, network sources, and tag-based access control, along with
managing MFA, sign-on policies, and activity monitoring,
¢ OCI Security Introduction: This section of the exam measures the skills of Cloud Security Professionals
and covers the basics of security in Oracle Cloud Infrastructure. It introduces the shared security
Topic 5 responsibility model, the core principles of security design, and the use of foundational security services to

secure deployments on OCL
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Oracle Cloud Infrastructure 2025 Security Professional Sample Questions
(Q29-Q34):

NEW QUESTION # 29

You have created a compartment TEST in your subscribed tenancy. Then, you created two groups, testl and test2, and want the
users in these groups to be able to manage all the resources in the TEST compartment.

Which policy would you use to achieve this?

A. Allow any-user to manage all resources in compartment test where any {request.groups.testl, test2}
B. Allow group testl, test2 to manage all resources in compartment test.

C. Allow any-user to manage all resources in compartment test where request.group="test*'

D. Allow group/test*/to manage all resources in compartment test.

Answer: B

NEW QUESTION # 30

"A company, ABC, is planning to launch a new web application on OCI. Based on past experiences, they expect a significant surge
in traffic after the launch. You are responsible for ensuring that the application is highly available.

Which step would you perform to achieve this goal?

e A Use a load balancer to distribute incoming traffic evenly across muiltiple instances of the web application."

¢ B. Configure Cloud Guard to prevent large amounts of traffic from reaching the web application.

e C. Use a Virtual Cloud Network (VCN) with subnets, security lists, and routing rules to isolate the web application from the
Internet and other resources.

e D. Implement security controls, such as web application firewalls, to protect against common attack vectors.

Answer: A

NEW QUESTION # 31

You are the first responder of a security incident for ABC Org, You have identified several [P addresses and URLs in the logs that
you suspect may be related to the incident. However, you need more information to confidently determine whether they are indeed
malicious or not.

‘Which OCI service can you use to obtain a more refined information and confidence score for these identified indicators?

e A OCI Threat Intelligence
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¢ B. OCI Security Zones
¢ C. OCI Web Application Firewall
¢ D. OCI Incidence Responder

Answer: A

NEW QUESTION # 32

Task 7: Verify the OCI Certificate with Load Balancer

Verify HTTPS connection to the load balancer by running the following command in Cloud Shell curl -k https://<Public IP of PBT-
CERT-LB-01> Enter the following URL in the web browser:

https://<Public IP of PBT-CERT-LB-01>

If prompted with a certificate error, accept the risk and continue.

Verify web page content by ensuring the text, "You are visiting Web Server 1" from the index.htm file is displayed in the browser
See the solution below in Explanation.

Answer:

Explanation:

Task 7: Verify the OCI Certificate with Load Balancer

Step 1: Obtain the Public IP of the Load Balancer

* Log in to the OCI Console.

* Navigate toNetworking>Ioad Balancers.

* Click on PBT-CERT-LB-01.

* Note thePublic I[P Addressfrom the load balancer details page.

Step 2: Verify HTTPS Comnnection Using Cloud Shell

* Open the OCI Cloud Shell from the top-right corner of the OCI Console.

* Run the following command, replacing <Public IP of PBT-CERT-LB-01> with the public IP you noted:

curl -k httpss//<Public IP of PBT-CERT-LB-01>

* Expected output: You should see the text ""You are visiting Web Server 1" if the connection is successful. The -k flag ignores
certificate validation errors (common during initial testing with self- signed or newly issued certificates).

* If you encounter an error, ensure the load balancer is active, the listener is configured correctly, and the backend server (PBT-
CERT-VM-01) is reachable.

Step 3: Verify ina Web Browser

* Open a web browser.

* Enter the following URL, replacing <Public [P of PBT-CERT-LB-01> with the public IP you noted:

hitps//<Public IP of PBT-CERT-LB-01>

* If prompted with a certificate warning (e.g., due to a self-signed certificate or untrusted CA), accept the risk and proceed (click
"Advanced" and "Proceed" or similar, depending on your browser).

* Verify that the web page displays the text "You are visiting Web Server 1" from the index.html file created on PBT-CERT-VM-
01.

Step 4: Troubleshoot (if needed)

* Ifthe text is not displayed:

* Check the load balancer health status underBackend Sets>Healthin the OCI Console.

* Ensure the security list PBT-CERT-LB-SL-01 allows port 443 and the compute instance security list allows port 80.

* Verify the Apache service is running on PBT-CERT-VM-01 by SSHing in and running sudo systemctl status httpd.

NEW QUESTION # 33

You're managing an Oracle Cloud Infrastructure (OCI) environment where a public website hosts downloadable assets stored in
Object Storage buckets. These buckets need to be publicly accessible for website visitors, but Cloud Guard keeps flagging them as
security risks.

How can Cloud Guard be configured to ignore problems specific to public buckets while still ensuring security checks are applied to
other resources that require them?

A. A public bucket is a security risk, so Cloud Guard will keep detecting it.
B. Fix the baseline by configuring the Conditional groups for the detector.
C. Resolve or remediate the problens by making the buckets private.

D. Dismiss problens associated with those resources.

Answer: B



NEW QUESTION # 34
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