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Questions (Q341-Q346):

NEW QUESTION # 341
Drag and drop the type of evidence from the left onto the description of that evidence on the right.
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NEW QUESTION # 342
Refer to the exhibit.
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on wire (432 bits), 54 bytes captured (432 b

42:01:0a:£0:00:17 (42: ﬂi Da:£0:
Internet Protocol Versionm 4, Srec: 10.0.0.2
Transmission Control Protoccl, Src Port:
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A.Clt] Sag=0 Lcktl Win=29200
ACK] Seq=0 Ack=l Win=29200
Seq=0 Win=512 Len=0

ACK] Segq=0 Ack=1 Win=29200
ACE] Seq=0 Ack=l Win=29200
Seq=0 Win=512 Len=0

ACK] Segq=0 Ack=1 Win=23200
ACK] Seq=0 Ack=1 Win=29200
Seq=0 Win=512 Lan®(

ACK] Seq=0.Ack=1 Win=29200
ACK] Segq=0 Ack=1 Win=29%200
ACE] Sege0 Ack=1 Win=23200

42 Ol*Oa £0:00:01 (42:01:0a:£0:00:01)
+5eq: 0, Len: 0

Len=0 NS5=1460
Len=0 Nss=1460

Len=0 N55=146€0
Len=0 NS5=1460

Len=0 MSS=1460
Len=0 MS5=1460

Len=0 MS5=1460
Len=0 MS5=1460
Len=0 MSS=146€0

Source Port: 3341
Destination Port:
[Stream index: 0]
[TCP Segmant Len: 0]

Sequence number: 0 (relative sequence number)

[Hext sequence number: 0'{(zelative segquence number)]

plﬁknﬂﬁlidqllﬂﬂt number: 1023350804
Gil}l = I-laad.ur Lanq'th 20 bytes (5)

B0

ﬁ:ndou size value 512
[Calculated window size: 512)
Checksum: Ox8dS5a [unverified]
[Checksum Status: Unverified)
Urgent pointer: 0

¢ [Timestamps]

What is occurring in this network traffic?

¢ A Highrate of SYN packets being sent from a muiltiple source towards a single destination IP.

¢ B. Flood of ACK packets coming from a single source IP to multiple destination IPs.

¢ C. Flood of SYN packets coming froma single source IP to a single destination IP.

¢ D. Highrate of ACK packets being sent froma single source IP towards multiple destination IPs.

Answer: C
NEW QUESTION # 343
Refer to the exhibit. B
No. Time Source Destination ~ Protocol Length Info Y\
1878 6.473353 173.37.145.84  10.0.2.15 TCP 62 80-49522 [MCK] J6eag=14404 Ack=2987 Win=65535 Len=0
1986 6.736855 173.37.145.84  10.0.2.15 HTTP 245 HTTR/, Not Modified
1987 6.736873 10.0.2.15 173.37.145.84 -rcp 56 [ACK] Seq=2987 Ack=14593 Win=59640 Len=0
2317 7.245088 10.0.2.15 173.37.145.84 segment of a reassembled PDU]
2318 7.245192  10.0.2.15 173.37.145.84 GET /web/fw/i/ntpagetag.gif?js=14ts=1476292607552.286stc
2321 7.246633 173.37.145.84  10.0.2.15 62 80-49522 [ACK) Seq=14593 Ack=4447 Win=65535 Len=0
2322 7.246640 173.37.145.84  10.0.2.15 2 80+49522 [ACK] Seq=14593 Ack=5907 Win=65535 Len=0
2323 7.246642 173.37.145.84  10.0.2. g Ml l 2 80-49522 [ACK] Seq=14593 Ack=6871 Win=65535 Len=0
2542 7.512750 173.37.145.84 1o. u-rrp HTTP/1.1 200 OK (GIF89a)
2543 7.512781  10.0.2.15 ﬂ 45 sa mceC | SC 49522-80 [ACK] Seq=6871 Ack=14979 Win=62480 Len=0
Which packet contains a file that is emactable within Wireshark?
e AO
e B.1
e C.2
e D3
Answer: A
NEW QUESTION # 344
‘What is threat hunting?

e A Attempting to deliberately disrupt servers by altering their availability

e B. Pursuing competitors and adversaries to infiltrate their system to acquire intelligence data.
e (. Managing a vulnerability assessment report to mitigate potential threats.

¢ D. Focusing on proactively detecting possible signs of intrusion and compromiise.

Answer: C



NEW QUESTION # 345
‘Which metric is used to capture the level of access needed to launch a successful attack?

A. privileges required
B. user interaction

C. attack vector

D. attack complexity

Answer: A

NEW QUESTION # 346
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