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1080. Frage
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IP connectivity and OSPF are preconfigured on all devices where necessary. Do not make any changes to the IP addressing or
OSPF. The company policy uses connected interfaces and next hops when configuring static routes except for load balancing or
redundancy without floating static. Connectivity must be established between subnet 172.20.20.128/25 on the Internet and the LAN

at 192.168.0.0/24 connected to SW1:

1. Configure reachability to the switch SW1 LAN subnet in router R2.

2. Configure default reachability to the Internet subnet in router R1.

3. Configure a single static route in router R2 to reach to the Internet subnet considering both redundant links between routers R1
and R2. A default route is NOT allowed in router R2.

4. Configure a static route in router R1 toward the switch SW1 LAN subnet where the primary link must be through Ethernet0/1.
and the backup link must be through Ethernet0/2 using a floating route. Use the minimal administrative distance value when required.

Antwort:

Begrindung;

See the Explanation below.

Explanation:

Answer as below configuration:

OnR2:

Enable

Conf't

Ip route 192.168.1.0 255.255.255.0 10.10.31.1
OnRI:

Enable

Conf't

Ip route 0.0.0.0 0.0.0.0 10.10.13.3

OnR2

Ip route 172.20.20.128 255.255.255.128 €0/2
Ip route 172.20.20.128 255.255.255.128 €0/1
OnRI1

Ip route 192.168.0.0 255.255.255.0 ¢0/1

Ip route 192.168.0.0 255.255.255.0 10.10.12.2 3

Save all configurations after every router from anyone of these command Do wr Or Copy run start



1081. Frage
Refer to the exhibit.

Kl§ ahow ip route
Codas: L - lodal, © - connected, 5 - static, R - RIF, W - scbile, B - BGF
D - EIGRP, EX - EIGRP sNtarnal, O - OSPF, IA - OSPF IAC&r Ares
NI - CSFF NSSA ssternal typs 1. NI - OSFF MISA sxtermal typs I
El - OEFF sxtarsal typs 1, EI - OSFF emternal typs I, E - EOF
i = I5-I§, L1 = I5-I5 level-1l, L2 - I1§-15 level-3, ia - I5-I5 inter area
* - gandidate default, U - per-user static route, & - ODR
F - paricdic downloaded statle route

Cateway of last resort is not set
19.0.0.6/24 is subnetied, 3 subSets
B 10.1.2.0/24 [$0/2170112) vis 10.16%.20.226, 00:01:30, Sarislo/fe
[ I0.3.3.0/24 [#O/21T0012) wia 20L165.20. 236, 00:01:30, Sarislo/fe
-] 19.1.2.0/2% [MO/IITONLZ) wia 10.163.20.126, 00:01:30, Seriald/o
o 10.1.0.0/28 [BO/IUTONLE) wia 10,163,230, 146, 00001130, Sarialdso
-] 19.1.4.0/23 [9O/2170112) wia 10.163,.20,1356, ©0:0L:30, SaFlaldfo
1%2.168,1.0/34 18 varlably subnatted, I subnets, I maiks |

c 192.18.10.0/24 1s direstly connscted, GigabitEthirnaro/d
193, 368.20.0/34 is variably subnetted, I subsets, I masks

c 152.168.11.0/24 in directly cosnected, GigabltEthernetd/1
10.183.20.0/24 18 variably subfetted, I subnets, I shaks

c 10.163.20.224/24 is directly connsctsd, Serialofo

L 10.1.2.312/28 [1/0] via 10.143.30.14d

What is the next hop for traffic entering R1 with a destination of 10.1.2 126?

A.10.165 20.126
B. 10.165.20.166
C. 10.165 20.226
D. 10.165.20.146

Antwort: C

1082. Frage

Refer to the exhibit. The user has connectivity to devices on network 192.168.3 0/24 but cannot reach users on the network
10.10.1.0724.

What is the first step to verify connectivity?
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Windows IF ....:-'IL!!.-OI".

Ethernet adapter Ethernet:

Physical Address. . . . + « « « &+ 3 04=42~1A~EE-AA-SE

DECP Enabled. . . . . . &

Autoconfiguration Enabled .

Link-local IFvé Address . . .
fall::0a79:b0fc:batd:clliNibi F:!Cixztlﬂ

IPvd Address. . . _— T s 192.168.3.20 (Preferzed)
Subnet Mask . . .« . . s & & 55.255.255.0

e

Lease Cbtained s « » « ¢ Thursday, 1€ March 2023
6:25:01 M

Lease Expares . Sunday, 2¢ March 2023
4:17:12¢ W l:}

Default Bateway
#CP Server . .

jg_‘*jlil ;

¢ T T a
- Cilent aa-o s = - & @ . - o™ i

1560

HetBIOS over Tcpip. . ! Enabled

e A.Is the internet reachable?
e B. Is the DNS server reachable?
e (. Is the default gateway reachable?

Antwort: C

1083. Frage
DRAG DROP

Drag and drop the threat-mitigation techniques from the left onto the types of threat or attack they mitigate on the right.
Select and Place:



Answer Area

' 3
\ & _
Configure BPDU guard. { - 8021q double tagging
Configure dynamic ARP inspection. : ARP spoofing
Configure root guard. unwanted superior BPDUs
Configure VACLy unwanted BPDUs on PortFast-enabled interfaces
Antwort:
Begriindung:
Answer Area
Confoure BPDU guerd. Coboia O
Configure dynamic ARP inspection. Configure dynamic ARP inspection.
Configure root guard. Configure root guard.
Configure VACL. Configure BPDU guard.
Section: Security Fundamentals
Explanation:

__, =mm =
SwitchA > Natwe Sﬂmaf—

VLAN 100

Target in

VLAN 200

In this attack, the attacking computer generates frames with two 802.1Q tags. The first tag matches the native VLAN of the trunk
port (VLAN 10 in this case), and the second matches the VLLAN of'a host it wants to attack (VLAN 20).

When the packet from the attacker reaches Switch A, Switch A only sees the first VLAN 10 and it matches with its native VLAN
10 so this VLAN tag is removed. Switch A forwards the frame out all links with the same native VLAN 10. Switch B receives the
frame with an tag of VLAN 20 so it removes this tag and forwards out to the Victim computer.

Note: This attack only works if the trunk (between two switches) has the same native VLAN as the attacker.

To mitigate this type of attack, you can use VLAN access control lists (VACLs, which applies to all traffic withina VLAN. We can
use VACL to drop attacker traffic to specific victims/servers) or implement Private VLANS.

ARP attack (like ARP poisoning/spoofing) is a type of attack in which a malicious actor sends falsified ARP messages over a local
area network as ARP allows a gratuitous reply firom a host even if an ARP request was not received. This results in the linking of an
attacker's MAC address with the [P address of a legitimate computer or server on the network. This is an attack based on ARP
which is at Layer 2. Dynamic ARP inspection (DAI) is a security feature that validates ARP packets in a network which can be used
to mitigate this type of attack.



1084. Frage
Which field within the access-request packet is encrypted by RADIUS?

A. authenticator

B. password

C. authorized services
D. username

Antwort: B

1085. Frage

Fantasie kann einem helfen, viele schone Ideen auszudenken. Aber sie kann nichts machen. Wenn Sie sich den Kopf zerbrechen,
wie Sie die Cisco 200-301 Zertifizierungspriifung bestehen konnen, sollen Sie lieber Thren Conputer 6ffnen und Pass4Test klicken.
Sie werden was sehen, wie Sie wollen. AuBerdem ist Pass4 Test sehr preiswert und seine Produkte sind von guter Qualitit. Wir
versprechen, dass Sie die Cisco 200-301 Prifimg 100% bestehen konnen.
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