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In the matter of quality, our SAP-C02 practice engine is unsustainable with reasonable prices. Despite costs are constantly on the
rise these years from all lines of industry, our SAP-C02 learning materials remain low level. That is because our company beholds
customer-oriented tenets that guide our everyday work. The achievements of wealth or prestige is no important than your exciting
feedback about efficiency and profession of our SAP-C02 Practice Engine. So our SAP-C02 practice materials are great materials
you should be proud of and we are!

The SAP-C02 exam measures candidates' ability to design and deploy highly available, scalable, and fault-tolerant systems on
AWS. It covers a wide range of topics, including advanced networking, database technologies, security, cost optimization, and
migration strategies. SAP-C02 exam consists of multiple-choice and multiple-response questions, and candidates are given 180
minutes to complete it.

The SAP-C02 Exam covers a wide range of topics, including designing and deploying scalable, highly available, and fault-tolerant
systems, selecting appropriate AWS services for a given scenario, migrating complex multi-tier applications on AWS, designing and
deploying secure and compliant applications and infrastructures, and troubleshooting common issues with AWS deployments.
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professionals to edit, SAP-C02 training materials are high-quality, they have covered most of knowledge points for the exam, if you
choose, you can improve your efficiency. In addition, we have a professional team to collect and research the latest information for
the SAP-C02 Exam Materials. Free update for one year is available, and the update version for SAP-C02 material will be sent to
your email automatically.

The SAP-C02 Exam consists of 75 multiple-choice and multiple-response questions, which need to be completed within 180
minutes. SAP-C02 exam covers a wide range of topics, including high availability and business continuity, cost optimization,
deployment management, network design, data storage, security, and scalability. Candidates need to score at least 750 out of 1000
to pass the exam.

Amazon AWS Certified Solutions Architect - Professional (SAP-C02) Sample
Questions (Q319-Q324):
NEW QUESTION # 319 
A company is running several workloads in a single AWS account. A new company policy states that engineers can provision only
approved resources and that engineers must use AWS CloudFormation to provision these resources. A solutions architect needs to
create a solution to enforce the new restriction on the IAM role that the engineers use for access.
What should the solutions architect do to create the solution?

A. Upload AWS CloudFormation templates that contain approved resources to an Amazon S3 bucket.
Update the IAM policy for the engineers' IAM role to only allow access to Amazon S3 and AWS CloudFormation. Use
AWS CloudFormation templates to provision resources.
B. Provision resources in AWS CloudFormation stacks. Update the IAM policy for the engineers' IAM role to only allow
access to their own AWS CloudFormation stack.
C. Update the IAM policy for the engineers' IAM role with permissions to only allow AWS CloudFormation actions. Create
a new IAM policy with permission to provision approved resources, and assign the policy to a new IAM service role. Assign
the IAM service role to AWS CloudFormation during stack creation.
D. Update the IAM policy for the engineers' IAM role with permissions to only allow provisioning of approved resources and
AWS CloudFormation. Use AWS CloudFormation templates to create stacks with approved resources.

Answer: D

Explanation:
Explanation
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/security-best-practices.html#use-iam-to-co
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-iam-servicerole.html

NEW QUESTION # 320 
A company recently acquired several other companies. Each company has a separate AWS account with a different billing and
reporting method. The acquiring company has consolidated all the accounts into one organization in AWS Organizations. However,
the acquiring company has found it difficult to generate a cost report that contains meaningful groups for all the teams.
The acquiring company's finance team needs a solution to report on costs for all the companies through a self-managed application.
Which solution will meet these requirements?

A. Use the AWS Price List Query API to collect account spending information. Create a specialized template in AWS Cost
Explorer that the finance department will use to build reports.
B. Create an AWS Cost and Usage Report for the organization. Define tags and cost categories in the report. Create a table
in Amazon Athena. Create an Amazon QuickSight dataset based on the Athena table. Share the dataset with the finance
team.
C. Create an Amazon QuickSight dataset that receives spending information from the AWS Price List Query API. Share the
dataset with the finance team.
D. Create an AWS Cost and Usage Report for the organization. Define tags and cost categories in the report. Create a
specialized template in AWS Cost Explorer that the finance department will use to build reports.

Answer: B

Explanation:
Explanation
Creating an AWS Cost and Usage Report for the organization and defining tags and cost categories in the report will allow for
detailed cost reporting for the different companies that have been consolidated into one organization. By creating a table in Amazon
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Athena and an Amazon QuickSight dataset based on the Athena table, the finance team will be able to easily query and generate
reports on the costs for all the companies. The dataset can then be shared with the finance team for them to use for their reporting
needs.

NEW QUESTION # 321 
A company's AWS architecture currently uses access keys and secret access keys stored on each instance to access AWS
services. Database credentials are hard-coded on each instance.
SSH keys for command-tine remote access are stored in a secured Amazon S3 bucket. The company has asked its solutions
architect to improve the security posture of the architecture without adding operational complexity.
Which combination of steps should the solutions architect take to accomplish this? (Choose three.)

A. Use AWS KMS to store database credentials.
B. Use AWS Systems Manager Session Manager tor remote access
C. Use Amazon EC2 instance profiles with an IAM role.
D. Use a secure fleet of Amazon EC2 bastion hosts (or remote access.
E. Use AWS Systems Manager Parameter Store to store database credentials.
F. Use AWS Secrets Manager to store access keys and secret access keys.

Answer: B,C,E

Explanation:
A - roles and instance profiles attached to an instance defining who and what access is a best practice B - not required if your using
SSM session manager so you would not need access keys for instances C - parameter store can be used to store secrets so we are
green better option would be secrets manager which password rotation D - not wrong but why would you when you can use session
manager?
E - just wrong
F - no brainer
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html

NEW QUESTION # 322 
A company is implementing a serverless architecture by using AWS Lambda functions that need to access a Microsoft SQL Server
DB instance on Amazon RDS. The company has separate environments for development and production, including a clone of the
database system.
The company's developers are allowed to access the credentials for the development database. However, the credentials for the
production database must be encrypted with a key that only members of the IT security team's IAM user group can access. This
key must be rotated on a regular basis.
What should a solutions architect do in the production environment to meet these requirements?

A. Store the database credentials in AWS Systems Manager Parameter Store by using a SecureString parameter that is
encrypted by an AWS Key Management Service (AWS KMS) customer managed key. Attach a role to each Lambda
function to provide access to the SecureString parameter. Restrict access to the Securestring parameter and the customer
managed key so that only the IT security team can access the parameter and the key.
B. Encrypt the database credentials by using the AWS Key Management Service (AWS KMS) default Lambda key. Store
the credentials in the environment variables of each Lambda function. Load the credentials from the environment variables in
the Lambda code. Restrict access to the KMS key o that only the IT security team can access the key.
C. Store the database credentials in the environment variables of each Lambda function. Encrypt the environment variables by
using an AWS Key Management Service (AWS KMS) customer managed key. Restrict access to the customer managed
key so that only the IT security team can access the key.
D. Store the database credentials in AWS Secrets Manager as a secret that is associated with an AWS Key Management
Service (AWS KMS) customer

Answer: D

Explanation:
managed key. Attach a role to each Lambda function to provide access to the secret. Restrict access to the secret and the customer
managed key so that only the IT security team can access the secret and the key.
Explanation:
Storing the database credentials in AWS Secrets Manager as a secret that is associated with an AWS Key Management Service
(AWS KMS) customer managed key will enable encrypting and managing the credentials securely1. AWS Secrets Manager helps



you to securely encrypt, store, and retrieve credentials for your databases and other services2. Attaching a role to each Lambda
function to provide access to the secret will enable retrieving the credentials programmatically1. Restricting access to the secret and
the customer managed key so that only members of the IT security team's IAM user group can access them will enable meeting the
security requirements1.

NEW QUESTION # 323 
A company is migrating an application from on-premises infrastructure to the AWS Cloud. During migration design meetings, the
company expressed concerns about the availability and recovery options for its legacy Windows file server. The file server contains
sensitive business-critical data that cannot be recreated in the event of data corruption or data loss. According to compliance
requirements, the data must not travel across the public internet. The company wants to move to AWS managed services where
possible.
The company decides to store the data in an Amazon FSx for Windows File Server file system. A solutions architect must design a
solution that copies the data to another AWS Region for disaster recovery (DR) purposes.
Which solution will meet these requirements?

A. Create an FSx for Windows File Server file system in the DR Region. Establish connectivity between the VPC in the
primary Region and the VPC in the DR Region by using VPC peering. Configure AWS DataSync to communicate by using
interface VPC endpoints with AWS PrivateLink.
B. Create a destination Amazon S3 bucket in the DR Region. Establish connectivity between the FSx for Windows File
Server file system in the primary Region and the S3 bucket in the DR Region by using Amazon FSx File Gateway. Configure
the S3 bucket as a continuous backup source in FSx File Gateway.
C. Create an FSx for Windows File Server file system in the DR Region. Establish connectivity between the VPC in the
primary Region and the VPC in the DR Region by using AWS Transit Gateway in each Region. Use AWS Transfer Family to
copy files between the FSx for Windows File Server file system in the primary Region and the FSx for Windows File Server
file system in the DR Region over the private AWS backbone network.
D. Create an FSx for Windows File Server file system in the DR Region. Establish connectivity between the VPC in the
primary Region and the VPC in the DR Region by using AWS Site-to-Site VPN.
Configure AWS DataSync to communicate by using VPN endpoints.

Answer: A

Explanation:
Explanation
The best solution is to create an FSx for Windows File Server file system in the DR Region and establish connectivity between the
VPCs in both Regions by using VPC peering. This will ensure that the data does not travel across the public internet and meets the
compliance requirements. By using AWS DataSync with interface VPC endpoints and AWS PrivateLink, the data can be copied
securely and efficiently between the FSx for Windows File Server file systems in both Regions. This solution also provides the ability
to fail over to the DR Region in case of a disaster. References: [Amazon FSx for Windows File Server User Guide],
[AWS DataSync User Guide], [Amazon VPC User Guide]

NEW QUESTION # 324
......
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