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PR #225
Which ROL query is used to detect certain high-risk activities executed by a root user in AWS?

e A event firomcloud.security logs where operation IN ( 'ChangePassword', 'ConsoleLogin,
'DeactivateMF ADevice', 'DeleteAccessKey' , 'DeleteAlarns' ) AND user = 'root’

e B. event fromcloud.audit logs where Risk.Level = 'high' AND user = 'root'

e (. event fromcloud.audit logs where operation IN ( 'ChangePassword', 'ConsoleLogin,
'DeactivateMFADevice', 'DeleteAccessKey' , 'DeleteAlarms' ) AND user = 'root’

e D. config from cloud.audit_logs where operation IN ( 'ChangePassword', 'ConsoleLogin,
'DeactivateMF ADevice', 'DeleteAccessKey', 'DeleteAlarns' ) AND user = 'root’
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P RE #226
Which categories does the Adoption Advisor use to measure adoption progress for Cloud Security Posture Management?

A. Foundations, Advanced, and Optimize

B. Visibility, Compliance, Governance, and Threat Detection and Response
C. Network, Anomaly, and Audit Event

D. Visibility, Security, and Compliance

EX: B
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The Adoption Advisor uses four categories to measure adoption progress for Cloud Security Posture Management: Visibility,
Compliance, Governance, and Threat Detection and Response. Visibility helps to identify the resources in the environment and to
ensure that security controls are in place. Compliance helps to ensure that the environment is meeting regulatory and industry
standards. Governance helps to ensure that the environment is secure and managed according to policy. Threat Detection and
Response helps to detect and respond to threats quickly and effectively.

The Adoption Advisor in Prisma Cloud uses categories such as Visibility, Compliance, Governance, and Threat Detection and
Response to measure adoption progress for Cloud Security Posture Management (CSPM). These categories represent key areas of
focus for effectively managing and securing cloud environments. Visibility refers to the ability to see and understand all cloud
resources and their configurations. Conpliance nvolves ensuring that cloud resources comply with regulatory standards and best
practices. Governance encompasses the policies and procedures that control cloud resource usage and security. Threat Detection
and Response involves identifying and mitigating security threats to the cloud environment. By measuring adoption progress across
these categories, organizations can assess how well they are utilizing CSPM capabilities to secure their cloud environments.

FRE #227

Which command should be used in the Prisma Cloud twistcli tool to scan the nginxlatest image for vulnerabilities and compliance
issues?

A)

B)

®)

D)

A. Option D
B. Option C
C. Option A
D. Option B
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The correct command to scan the nginx:latest image for vulnerabilities and compliance issues using the Prisma Cloud twistcli tool is
shown in Option D. This command uses twistcli images scan with specified parameters for the console address, username, and
password, and it outputs the results to a file named scan- results.json. This allows for the scanning results to be saved and reviewed
n a structured format, which aids in firther analysis and tracking of vulnerabilities and compliance issues.

PR #228
Which two bot categories belong to unknown bots under Web- Application and API Security (WAAS) bot protection? (Choose
two.)

A. Search engine crawlers
B. News bots

C. HTTP libraries

D. Web scrapers

ZE: CD
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Under Web-Application and API Security (WAAS) bot protection in Prisma Cloud, unknown bots are categorized based on their
behavior and characteristics. Web scrapers and HTTP libraries fall into the category of unknown bots. Web scrapers are automated
scripts or programs that extract data from websites, often without permission, while HT TP libraries are tools used for making HTTP
requests. Both can be used benignly but may also be employed in malicious activities, hence their classification as unknown bots
requiring further analysis.

Fi 8 #229

Given this information:

The Console is located at https:/prisma-console.mydomain.local The usernane is: cluster The password is: password123 The image
to scan is: myimage:latest Which twistcli command should be used to scan a Container for vulnerabilities and display the details about
each vulnerability?

o A twistcli images scan --console-address https:/prisma-console.mydomain.local -u cluster -p password123 -- details
myimage:latest

¢ B. twistcli images scan --address https://prisma-console.mydomain.local -u cluster -p password123 -- details myimage:latest

e C. twistcli images scan --console-address prisma-console.mydomain.local -u cluster -p password123 -- vulnerability-details
myimage:latest

e D. twistcli images scan --address prisma-console.mydomain.local -u cluster -p password123 -- vulnerability- details
myimage:latest
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R RE RS -
httpsz/docs.paloaltonetworks.conyprisma/prisma-cloud/prisma-cloud-admmn-compute/tools
/twistcli_scan images
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