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Fortinet NSE7 EFW-7.2 Exam Syllabus Topics:

Topic Details

System configuration: This topic discusses Fortinet Security Fabric and hardware acceleration.
Topic 1 Furthermore, it delves into configuring various operation modes for an HA cluster.

¢ Security profiles: Using FortiManager as a local FortiGuard server is discussed in this topic. Moreover, it
delves into configuring web filtering, application control, and the intrusion prevention system (IPS) in an

Topic 2 .
P enterprise network.

¢ VPN: Inplementing IPsec VPN IKE version 2 is discussed in this topic. Additionally, it delves into
Topic 3 implementing auto-discovery VPN (ADVPN) to enable on-demand VPN tunnels between sites.

¢ Routing: It covers implementing OSPF to route enterprise traffic and Border Gateway Protocol (BGP) to
Topic 4 route enterprise traffic.

Topic 5 ¢ Central management: The topic of Central management covers implementing central management.
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Fortinet NSE 7 - Enterprise Firewall 7.2 Sample Questions (Q79-Q84):

NEW QUESTION # 79

Refer to the exhibit, which shows a session entry.
session i1nfo: proto=l1l proto_state=00 duration=1 expire=59 timeout=0 £lags=00000000

sockflag=00000000 sockport=0 av_idx=0 use=3

per ip shaper=

ha id=0 policy dir=0 tunnel=/ vlan cos=0/255

state=log may dirty none

statistic (bytes/packets/allow_err): orgfe68f2/® reply=168/2/1 tuples=2

tx speed(Bps/kbps): 97/0 rx spee@\(Bps/Kegs): 97/0

orgin->sink: org pre->post., réeplyipre->post dev=9->3/3->9 gwy=10.200.1.254/10.1.0.1
hook=post dir=org act=8fla®1D%W"10.10:40602->10.200.5.1:8(10.200.1.1:60430)
hook=pre dir=reply act=@nat 10.200.5.1:60430->10.200.1.1:0(10.1.10.10:40602)
misc=0 policy id=1 auth_info=0 chk client_info=0 vd=0

serial=0002a5c9 tos=ff/ff app list=0 app=0 url cat=0

dd type=0 dd mode=0

Which statement about this session is true?

A. Ttis an ICMP session from 10.1.10.1 to 10.200.5.1.
B. Return traffic to the initiator is sent to 10.200.1.254.
C. It is an ICMP session from 10.1.10.10 to 10.200.1.1.
D. Return traffic to the mitiator is sent to 10.1.0.1.

Answer: D

Explanation:
This session entry is for [ICMP echo response with gateway to source identified which is 10.1.0.1.
Considering fortigate objective of keeping flow symmetric, return traffic will sent to identified gateway.

NEW QUESTION # 80
Refer to the exhibit, which shows the output of diagnose sys session stat.

NGFW-1 # diagnose sys session stat
misc info: session count=591 setup rate=0 exp count=0 clash=162
memory tension drop=0 ephemeral=0/65536 removeable=0
delete=0, flush=0, dev down=0/0 ses walkers=0
TCP sessions:
166 in NONE state
1 in ESTABLISHED state
3 in SYN SENT state
2 in TIME WAIT state o
firewall error stat: c
error1=00000000 e .
error2=00000000 o
error3=00000000 \q
error4=00000000 a
tt=00000000 ‘ e
cont=00000000
ids recv=00000000
url recv=00000000
av recv=00000000
fgdn count=00000006

fqdné_count=00000000
global: ses limit=0 ses6 limit=0 rt limit=0 rté limit=0




‘Which statement about the output shown in the exhibit is correct?

A. 162 sessions have been deleted because of memory page exhaustion.

B. There are 166 TCP sessions waiting to complete the three-way handshake.

C. There are two sessions that have not been removed in case of any out-of-order packets that arrive.
D. All the sessions in the session table are TCP sessions.

Answer: C

NEW QUESTION # 81
Refer to the exhibits, which show the configurations of two address objects from the same FortiGate.

Engineering address object

Name Engineering

Color & Change

Type Subnet -
IP/Netmask 192.168.0.0 258§.255.255.0

Interface J, afiy Y -

Static route configuratiefih O

Comments Write acomment... /£ 0/255

WECTER

Finance address object

Finance

=  Change

Type Subnet
IP/Netmask 192.16E.1.0_255:25_5._'255.0
Interface _C_J any- \~ At

Static route connguratioriCh

Comments Write a comment...

Return

Why can you modify the Engneering address object, but not the Finance address object?

A. You have read-only access.

B. FortiGate joined the Security Fabric and the Finance address object was configured on the root FortiGate.
C. FortiGate is registered on FortiManager.

D. Another user is editing the Finance address object in workspace mode.

Answer: B
Explanation:



In workspace mode the "OK" button is present, you get an error message as soon as you click on it.
‘When you create a fabric object on a root device, it will synchronize to the downstream devices (if enable) and you will not be able
to modify the object on any downstream devices. The "OK" button will NOT be available on downstream devices.

NEW QUESTION # 82
Refer to the exhibit, which shows an ADVPN network.

Hub B '-‘ Static tunnel
I Dynamic tunnel

N
A)
”\,’

Etmg Pl

Which VPN phase 1 parameters must you configure on the hub for the ADVPN feature to function? (Choose two.)

A. set auto-discovery-sender enable

B. set auto-discovery-receiver enable
C. set auto-discovery-forwarder enable
D. set add-route enable

Answer: B,C

Explanation:

For the ADVPN feature to function properly on the hub, the following phase 1 parameters must be configured:

A: set auto-discovery-forwarder enable: This enables the hub to forward shortcut information to the spokes, which is essential for
them to establish direct tunnels.

C: set auto-discovery-receiver enable: This allows the hub to receive shortcut offers from the spokes.

This information is corroborated by the Fortinet documentation, which explains that in an ADVPN setup, the hub must be able to
both forward and receive shortcut information for dynamic tunnel creation between spokes.

NEW QUESTION # 83
Refer to the exhibit, which shows a custom signature.

FLRTINET

SBID( -name "Ultraviewer.Custom"; -protocol tép;ss€rvice ssl; -flow from_client;
-pattern “ultraviewer"”; -context host; -appycat 7:)

Signature N

‘Which two modifications must you apply to the configuration of this custom signature so that you can save it on FortiGate? (Choose
two.)

A. Ensure that the header syntax is F-SBID.
B. Start options with --.

C. Add severity.

D. Add attack id.



Answer: C,D

Explanation:

For a custom signature to be valid and savable on a FortiGate device, it must include certain mandatory fields.

Severity is used to specify the level of threat that the signature represents, and attack id is a unique identifier for the signature.
Without these, the signature would not be complete and could not be correctly utilized by the FortiGate's Intrusion Prevention
System (IPS).

NEW QUESTION # 84

Consider sitting for an Fortinet NSE 7 - Enterprise Firewall 7.2 exam and discovering that the practice materials you've been using
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