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Prüfungsfragen mit Lösungen (Q120-Q125):
120. Frage 
Which is an important difference between IT systems and IACS?
Available Choices (select all choices that are correct)

A. The IACS security priority is integrity.
B. Routers are not used in IACS networks.
C. The IT security priority is availability.
D. IACS cybersecurity must address safety issues.
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Antwort: D

121. Frage 
In an IACS system, a typical security conduit consists of which of the following assets?
Available Choices (select all choices that are correct)

A. Wiring, routers, switches, and network management devices
B. Controllers, sensors, transmitters, and final control elements
C. Power lines, cabinet enclosures, and protective grounds
D. Ferrous, thickwall, and threaded conduit including raceways

Antwort: A

Begründung:
A security conduit is a logical or physical grouping of communication channels connecting two or more zones that share common
security requirements1. A zone is a grouping of systems and components based on their functional, logical, and physical relationship
that share common security requirements1. Therefore, a security conduit consists of assets that enable or facilitatecommunication
between zones, such as wiring, routers, switches, and network management devices. Controllers, sensors, transmitters, and final
control elements are examples of assets that belong to a zone, not a conduit. Ferrous, thickwall, and threaded conduit including
raceways are physical structures that may enclose or protect wiring, but they are not part of the communication channels themselves.
Power lines, cabinet enclosures, and protective grounds are also not part of the communication channels, but rather provide power
or protection to the assets in a zone or a conduit. References: 1: Key Concepts of ISA/IEC 62443: Zones & Security Levels |
Dragos

122. Frage 
Which analysis method is MOST frequently used as an input to a security risk assessment?
Available Choices (select all choices that are correct)

A. Failure Mode and Effects Analysis
B. Job Safety Analysis
C. System Safety Analysis(SSA)
D. Process Hazard Analysis (PHA)

Antwort: D

123. Frage 
Why is segmentation from non-IACS zones important in Network & Communication Security (SP Element
3)?

A. To classify data according to sensitivity levels
B. To manage user identity persistence effectively
C. To prevent attacks originating outside the IACS
D. To ensure backup verification processes run smoothly

Antwort: C

Begründung:
SP Element 3 - Network and Communication Security in ISA/IEC 62443-2-1 emphasizes segmentation between IACS and non-
IACS zones to protect critical systems from external threats. Isolating the IACS reduces the attack surface and limits access to
trusted sources only.
"Segmentation of IACS networks from business and other external networks is a key strategy to limit attack vectors and protect
critical control systems from unauthorized access or malware propagation."
- ISA/IEC 62443-2-1:2010, Clause 4.3.4 - SP Element 3
This is a foundational element of the "defense in depth" strategy.
References:
ISA/IEC 62443-2-1:2010 - SP Element 3
ISA/IEC 62443-1-1 - Zones and Conduits



124. Frage 
Electronic security, as defined in ANSI/ISA-99.00.01:2007. includes which of the following?
Available Choices (select all choices that are correct)

A. Computers, networks, operating systems, applications, and other programmable configurable components of the system
B. Personnel, policies, and procedures related to the security of computers, networks. PLCs, and other programmable
configurable components of the system
C. Security guidelines for the proper configuration of IACS PLCs and other programmable configurable components of the
system
D. Security guidelines for the proper configuration of IACS computers and operating systems

Antwort: A,B

Begründung:
In ANSI/ISA-99.00.01:2007, which is part of the ISA/IEC 62443 standards, electronic security encompasses both the technical
and human aspects of cybersecurity within industrial automated and control systems (IACS). Option B correctly highlights
components such as computers, networks, operating systems, applications, and other programmable configurable components which
are intrinsic to the system's electronic security framework. Option C is also correct as it includes the personnel, policies, and
procedures which play a crucial role in securing these systems. This emphasizes that security is not only about the technological
solutions but also about managing human elements and organizational processes effectively.
ISA/IEC 62443 Cybersecurity Fundamentals References:
* ISA/IEC 62443 standards focus on the holistic nature of security which is clearly supported by including both the technological
(Option B) and human elements (Option C) in the definition of electronic security.

125. Frage
......

Im Informationszeitalter kümmern sich viele Leute um die IT-Branche. Aber es fehlen trozt den vielen Exzellenten doch IT-
Fachleute. Viele Firmen stellen ihre Angestellte nach ihren Fragenkataloge Zertifikaten ein. Deshalb sind die Zertifikate bei den
Firmen sehr beliebt. Aber es ist nicht so leicht, diese Zertifikate zu erhalten. Die ISA ISA-IEC-62443 Zertifizierungsprüfung ist eine
schwierige Zertifizierungsprüfung. Obwohl viele Menschen beteiligen sich an der ISA ISA-IEC-62443 Zertifizierungsprüfung, ist
jedoch die Pass-Quote eher niedrig.
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