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e Smart Search & Logging: Covers using Smart Search, analyzing logs, configuring syslogs, and leveraging
bEY 71 the PoD API for operational insights.

¢ Product Overview: Covers key product functionalities and how Proofpoint's components integrate within
ey 72 the overall email security suite.
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¢ Email Firewall: Covers creating and managing mail rules, controlling SMTP rate, configuring outbound
bEY 73 throttling, and strengthening overall email security.

¢ User Notifications: Covers setting up email warning tags, configuring tag routes, and managing email digests
FEY 74 for end users.

¢ Quarantine: Covers managing quarantine folders, configuring settings, releasing messages, and
bEYZS understanding rule precedence.

o Targeted Attack Protection (TAP): Covers managing URL rewriting, configuring Message Defense, and
hEY 76 using the TAP Dashboard to monitor advanced threats.

¢ Mail Flow: Covers how the Email Protection Server handles inbound and outbound mail, including routing,
MEyY 77 SMTP, TLS, and certificate management.

e Threat Response: Covers differentiating cloud versus on-premises defense, configuring servers and
ey 7 8 workflows, and managing the threat response process.

¢ Message Processing: Covers building policies and rules for filtering and message disposition, along with
bEYZ9 configuring SMTP profiles.

e Spam Detection: Covers tuning spam management policies, creating custom spam rules, and configuring
bEY 710 safe and block lists.

o Alerts & Reporting: Covers configuring alert profiles, managing notifications, and monitoring system
ey 711 performance through reports.

e User Management: Covers syncing Active Directory, importing profiles, configuring LDAP
bEy 712 ¢SSO, and managing user roles and access permissions.

Proofpoint Threat Protection Administrator Exam 38 X TPADO1 & Bk 5 &
(Q65-Q70):

HH #65
What is the main function of Threat Response Auto-Pull (TRAP)?

¢ A To automatically retract malicious emails from the inboxes of impacted users.
¢ B. To enable users to manage and delete their own suspected spam emails.

e C. To encrypt all emails sent internally to help prevent phishing attacks.

¢ D. To block every email that contains links, regardless of sender or content.

EfE: A
R -

The correct answer is C. To automatically retract malicious emails from the inboxes of impacted users.

Proofpoint's product description for Threat Response Auto-Pull states that it automatically identifies and removes malicious emails
from user inboxes after delivery when those messages are later determined to be unsafe. This is one of the defining functions of
TRAP and is core to how Proofpoint reduces dwell time for email-based threats that initially evade blocking controls.

This is important because some attacks are not conclusively malicious at the exact moment of delivery. TAP and related analysis
components can later determine that a delivered message is dangerous, and TRAP then enables remediation by pulling that message
from affected mailboxes. The other options do not reflect the product's purpose. TRAP is not an end-user self-service spam+
deletion tool, does not encrypt all internal email, and does not blanket-block all messages containing links. In the Threat Protection
Administrator course, TAP and Threat Response topics emphasize post-delivery detection and remediation workflows, and TRAP
is specifically the capability that autormates message removal from inboxes once a threat is confirmed.

Therefore, the correct answer is C .

B #66



What is the purpose of roles when assigning administrative access to Proofpoint Protection Server?
Pick the 2 correct responses below.

A. To allocate different timeouts to each portal depending on the logged-in administrative user.

B. To allow analysts to request temporary permissions to accomplish a difficult task when needed.

C. To allow individuals to create their own color and picture themes for all the interfaces.

D. To allow individuals to be granted different abilities and permission to the administrative portals.

E. To make administration easier when onboarding analysts and administrators needing to use the portals.

IE%: D\ E

TR

The correct answers are D and E. In Proofpoint administration, roles exist to simplify access management and to assign the right
permissions to the right people. Proofpoint documentation on console-user permissions shows that administrators can modify what a
console user is allowed to see and do, which directly supports the idea that roles grant different abilities and permissions across
administrative portals. That makes E correct.

Roles also make administration easier when onboarding new analysts and administrators because access can be assigned through
predefined permission structures instead of configuring every capability one by one for each person. That is the operational benefit
the course is testing with D. This is consistent with role-based administration in Proofpoint products, where access is organized to
support scalable management and clear separation of duties.

The other options do not fit the purpose of roles in the Threat Protection Administrator course. Roles are not primarily about
temporary just-in-time permission requests, custom session timeouts per portal, or interface personalization such as colors and
pictures. Those are outside the expected role-management objective. In the course's User Management section, roles are about
making portal administration manageable and ensuring different users receive appropriate access levels. Therefore, the correct pair is
DandE.

H #67
In the mail route configuration shown, how does the Protection Server attempt delivery to example.com?

A. Tt tries to connect to the destination MTAs starting at the top and working down the list
B. It always uses the lowest entry first, then retries upward

C. It performs public MX lookup first and ignores the manually listed hosts

D. It randomizes the listed destination MTAs for load balancing

EfE: A

fi .-

The correct answer is C. It tries to connect to the destination MTAs starting at the top and working down the list . This answer
comes from the route-ordering behavior shown in the screenshot prompt and matches the way administrators are expected to
interpret an ordered destination list in Proofpoint route configuration. In a manually defined route list, the order is meaningful, and the
server attempts destinations according to that listed order rather than randomly.

This makes operational sense in Mail Flow administration. When administrators define multiple destination MTAs for a domain or
route, they usually do so in a preferred sequence to control primary and fallback delivery behavior. Proofpoint's SMTP relay and
MX references explain that mail delivery depends on how destination servers are selected and contacted, and ordered delivery logic
is a standard part of controlled routing behavior.

The other options do not match the configured-route interpretation shown by the question. Randomization would defeat the purpose
of explicitly ordered host entries. Starting from the bottom of the list is not the behavior indicated by the screen, and ignoring the
configured hosts in favor of public MX lookup would undermine the value of manually defining a route in the first place. In the Threat
Protection Administrator course, Mail Flow questions like this test whether the student understands that configured route order
affects connection attempts. Therefore, the correct answer is C : the Protection Server starts at the top of the list and works
downward .

B #68
Refer to the exhibit below to see the mterface used in this scenario.

An emuil arrives inbound to the protection server, it is going to a single recipient and belongs to the legal and default_inbound policy
routes.
Which of the following is true regarding the virus policies?

e A The outbound policy is applied first and then the default policy will be applied.



¢ B. The inbound protected and default policy will be applied to the message in that order.
e (. The default policy is applied first and then the inbound protected policy is applied.
e D. The nbound_protected policy will apply to the message. All other policies will be ignored.

IEf#: B

fEERA -

The correct answer is C. The inbound_protected and default policy will be applied to the message in that order .

From the exhibit, the message is inbound and matches two policy routes:

* legal

* default_inbound

The inbound_protected virus policy is configured with Allow: legal , so that policy applies to this message first. The default virus
policy is configured with Allow: default inbound , so it also applies to the same message. Since the message matches both routes,
both policies are applied in policy order, with the more specific matching inbound policy applying before the default policy.

Why the other choices are incorrect:

* A is incorrect because the message is inbound, not outbound, so the outbound policy is not the first applicable policy here.

* B is incorrect because the exhibit logic indicates the specific matched inbound policy applies before the default policy, not the
reverse.

* D is incorrect because the exhibit shows the message belongs to both legal and default inbound , so the default policy is not
ignored.

This is a Virus Protection policy-order question. The important concept is that Proofpoint can apply multiple matching virus policies
based on route membership, and in this scenario the message is processed by inbound protected first , followed by default .

So the conplete interpretation of the exhibit is that the mbound protected and default policies are both applied, in that order , which
makes Answer C the verified course-aligned choice.

B #69

Refer to the exhibit to see the interface used in this scenario.

You can drag the divider between the question and the exhibit to the left to make the image larger.
Using those settings for URL Rewrite, which of the following will be rewritten?

Pick the 2 correct responses below.

A.10.1.1.1

B. example.com

C. mail.example.com

D. www.example.com

E. https//www.example.com

IEf#: D. E
fRa

The correct answers are B. www.example.comand C. hitpsy/www.example.com .

From the exhibit, Rewrite Commonly Clickable Text is set to On (recommended) , and URL rewriting is enabled for both Text and
HTML in the message body. That means Proofpoint will rewrite content that it recognizes as clickable URL-style text in normal
message content. Both www.example.com and

httpss//www.exanmple.com match that behavior because they are standard web-style URLs or commonly clickable web-address
formats.

The other options are not the intended rewritten values in this scenario:

* A. example.comis plain domain text and is not the selected answer for this configuration.

*D. 10.1.1.1 is an IP address and is not one of the correct rewritten examples in this question.

* E. mail.example.com is a hostname, but it is not one of the two expected rewritten values based on the course question.

This is a Targeted Attack Protection (TAP) question because URL Rewrite is part of Proofpoint's link- protection capability. The
purpose of URL Rewrite is to transform recognized clickable URLSs so they can be evaluated and protected through Proofpoint at
click time. In this exhibit, the settings clearly support rewriting common clickable web text found in body content, which is why the
correct two answers are www.example.

comand httpsZ//www.example.com .

So the conplete interpretation of the exhibit is that the values which will be rewritten are B and C , making them the verified course-
aligned choices.
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