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VMware NSX 4.X Professional V2 Sample Questions (Q40-Q45):
NEW QUESTION # 40 
As part of an organization's IT security compliance requirement, NSX Manager must be configured for 2FA (two-factor
authentication).
What should an NSX administrator have ready before the integration can be configured?

A. Active Directory LDAP integration with OAuth Client added
B. VMware Identity Manager with NSX added as a Web Application
C. VMware Identity Manager with an OAuth Client added
D. Active Directory LDAP integration with ADFS

Answer: B

Explanation:
To enable two-factor authentication (2FA) for NSX Manager, VMware Identity Manager must be configured and integrated with
NSX. The NSX Manager should be added as a web application in VMware Identity Manager, which will allow 2FA to be applied
during the authentication process.
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VMware Identity Manager supports 2FA methods, including integration with external identity providers, and it can manage access to
NSX with additional security layers.

NEW QUESTION # 41 
Which two choices are solutions offered by the VMware NSX portfolio? (Choose two.)

A. VMware Tanzu Kubernetes Cluster
B. VMware NSX Distributed IDS/IPS
C. VMware Aria Automation
D. VMware NSX Advanced Load Balancer
E. VMware Tanzu Kubernetes Grid

Answer: B,D

Explanation:
https://blogs.vmware.com/networkvirtualization/2020/01/nsx-hero.html

NEW QUESTION # 42 
An NSX administrator would like to create an L2 segment with the following requirements:
* L2 domain should not exist on the physical switches.
* East/West communication must be maximized as much as possible.
Which type of segment must the administrator choose?

A. VLAN
B. Bridge
C. Hybrid
D. Overlay

Answer: D

Explanation:
An overlay segment is a layer 2 broadcast domain that is implemented as a logical construct in the NSX- T Data Center software.
Overlay segments do not require any configuration on the physical switches, and they allow for optimal east/west communication
between workloads on different ESXi hosts. Overlay segments use the Geneve protocol to encapsulate and decapsulate traffic
between the hosts. Overlay segments are created and managed by the NSX Manager.
https://docs.vmware.com/en/VMware-NSX-T-Data-Center/3.2/administration/GUID-316E5027-E588-
455C-88AD-A7DA930A4F0B.html

NEW QUESTION # 43 
Which three NSX Edge components are used for North-South Malware Prevention? (Choose three.)

A. IDS/IPS
B. Security Analyzer
C. Thin Agent
D. Reputation Service
E. Security Hub
F. RAPID

Answer: A,E,F

Explanation:
The main components on the edge node for north-south malware prevention perform the following functions:
- IDS/IPS engine: Extracts files and relays events and data to the security hub North-south malware prevention uses the file
extraction features of the IDS/IPS engine that runs on NSX Edge for north-south traffic.
- Security hub: Collects file events, obtains verdicts for known files, sends files for local and cloud- based analysis, and sends
information to the security analyzer
- RAPID: Provides local analysis of the file



NEW QUESTION # 44 
An administrator is configuring service insertion for Network Introspection.
Which two places can the Network Introspection be configured? (Choose two.)

A. Tier-0 gateway
B. Partner SVM
C. Tier-1 gateway
D. Edge Node
E. Host pNIC

Answer: B,C

Explanation:
Tier-1 gateway: Network introspection services can be configured at the Tier-1 gateway level to inspect and control East-West
traffic between workloads.
Partner SVM (Service Virtual Machine): Network introspection is often implemented through integration with a Partner SVM, which
is a virtual machine provided by a third-party security partner to perform deep packet inspection and other security functions.
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