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NEW QUESTION # 110

Ralph, a professional hacker, targeted Jane, who had recently bought new systens for her company. After a few days, Ralph
contacted Jane while masquerading as a legitimate customer support executive, informing that her systems need to be serviced for
proper functioning and that customer support will send a computer technician. Jane promptly replied positively. Ralph entered Jane's
company using this opportunity and gathered sensitive information by scanning terminals for passwords, searching for important
documents in desks, and rummaging bins. What is the type of attack technique Ralph used on jane?

A. Eavesdropping
B. Shoulder surfing
C. impersonation

D. Dumpster diving

Answer: C

NEW QUESTION # 111
Why are containers less secure than virtual machines?

A. Containers may fulfill disk space of the host.

B. A compromised container may cause a CPU starvation of the host.
C. Containers are attached to the same virtual network.

D. Host OS on containers has a larger surface attack.

Answer: D

Explanation:

Comprehensive and Detailed Explanation:

Containers share the same host operating system kernel, unlike VMs which run isolated kernels. This shared kernel increases the
attack surface - a compromise in one container can potentially affect the entire host if kernel-level access is obtained.

From CEH v13 Courseware:

* Module 14: Hacking Web Applications # Container Security

* "Containers are less secure because they share the host kernel. Attackers compromising the container can exploit vulnerabilities in
the shared OS." Reference: OWASP Container Security Guide

NEW QUESTION # 112
‘Which Nmap option would you use if you were not concerned about being detected and wanted to performa very fast scan?

A -TO
B.-T5
C.-A
D.-O

Answer: B

Explanation:

In CEH v13 Module 03: Scanning Networks, Nmap includes timing templates for controlling the speed and stealthiness of scans.
-T5: Insane mode - very fast, highly aggressive, easily detectable.

-TO: Paranoid mode - very slow and stealthy.

-O: Enables OS detection (not related to scan speed).

-A: Enables OS detection, version detection, script scanning, and traceroute (comprehensive but not specifically about speed).
Therefore:

If'speed is your goal and you are not concerned about detection, then:

-T5 is the correct answer.

Reference:

Module 03 - Nmap Timing Options

Nmap Documentation: https://nmap.org/book/man-performance.html

NEW QUESTION # 113
James is working as an ethical hacker at Technix Solutions. The management ordered James to discover how vulnerable its network



is towards footprinting attacks. James took the help of an open-source framework for performing automated reconnaissance
activities. This framework helped James in gathering information using free tools and resources.
What is the framework used by James to conduct footprinting and reconnaissance activities?

A. Browser Exploitation Framework
B. OSINT framework

C. SpeedPhish Framework

D. WebSploit Framework

Answer: B

Explanation:

In CEH v13 Module 02: Footprinting and Reconnaissance, the OSINT Framework is introduced as a collection of fiee, open-
source tools and resources to aid ethical hackers in passive reconnaissance.

Key Features of OSINT Framework:

Web-based visual tool that maps out links to open-source intelligence tools.

Allows collection of emails, domains, usernames, IPs, social media data, and more.

Focuses on passive footprinting to avoid detection.

Option Clarification:

A: WebSploit Framework: Used for man-in-the-middle attacks and web vulnerabilities.

B: Browser Exploitation Framework (BeEF): Browser-focused attack tool.

C: OSINT Framework: Correct - open-source intelligence and reconnaissance.

D: SpeedPhish Framework: Phishing simulation tool, not used for passive information gathering.
Reference:

Module 02 - Tools for Footprinting and Reconnaissance

CEH iLabs: Using OSINT Framework for Target Profiling

NEW QUESTION # 114
‘Which DNS resource record can indicate how long any "DNS poisoning” could last?

A MX

B. TIMEOUT
C.SOA

D. NS

Answer: C

NEW QUESTION # 115
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