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CompTIA A+ Certification Exam: Core 1 Sample Questions (Q854-Q859):

NEW QUESTION # 854
A technician is connecting a hands-free car system via Bluetooth. Which of the following is a security feature that should be used for
this task?

e A, Biometrics
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e B. BitLocker
e C. PIN code
e D.TPM

Answer: C

Explanation:

‘When connecting a Bluetooth device like a hands-free car system, using a PIN code adds a layer of security.

The PIN code must be entered or confirmed during the pairing process to ensure that the connection is authorized and secure.

* D. PIN code: Provides an additional security measure during Bluetooth pairing to prevent unauthorized access.

Why the other options are incorrect:

* A. BitLocker: BitLocker is a drive encryption feature used to secure data on hard drives, not for securing Bluetooth connections.
* B. Biometrics: Biometrics refers to authentication using physical traits like fingerprints, which are not typically used for Bluetooth
comnections.

* C. TPM: Trusted Platform Module (TPM) is a hardware security feature used for encryption and secure boot processes, not for
Bluetooth pairing.

This falls under the Mobile Devices and Security domain in the CompTIA A+ Core 1 exam

NEW QUESTION # 855
Users report that all copies produced on a copter have a solid black line, but printing is unaffected. Which of the following is the
MOST likely cause?

A. Bad output tray

B. Failing imaging drum

C. Damaged (user

D. A scratch on the scanning bed

Answer: D

Explanation:

A scratch on the scanning bed of a copier can cause a solid black line to appear on all copies, as the scanner cannot read the original
document properly through the scratch. The scratch can also reflect light and create noise in the scanned image. The printing function
is unaffected by the scratch, as it does not use the scanning bed. The technician should inspect and clean the scanning bed, and
replace it if necessary. Reference: https//partners.comptia.org/docs/default-source/resources/a-core- 1-content-guide (page 16)

NEW QUESTION # 856
A company wants to use client-side visualization for application testing. Which of the following configurations would BEST support
this goal?

CPU 2.5GHz - 2 ca1es [
16GB DDR4 RAM
4x 1TB HDD RAID 5

CPU 3.2GHZ 34 tofe
16GEB DPRERAM
AFR S3D

CPU 3 2GHZ - 4 cOres
BGE DDR4 AR

S00GE HDD

CPU 2 SGHz -4 cores
16GB DDR4 RAM
1TB SSD

e D

Answer: D



NEW QUESTION # 857
A technician is mitigating threats to web clusters. Which of the following tools is the most appropriate for a technician to use to
mitigate unwanted traffic against the web clusters' public-facing interface?

A. Antivirus/anti-malware

B. Physical firewall

C. Device encryption

D. Intrusion detection system

Answer: B

Explanation:

A physical firewall is a hardware device that filters and blocks unwanted or malicious traffic from entering or leaving a network. A
physical firewall can be configured with rules and policies to allow or deny traffic based on various criteria, such as source and
destination IP addresses, ports, protocols, applications, etc. A physical firewall can also provide logging and monitoring capabilities
to detect and prevent network attacks12.

A physical firewall is the most appropriate tool for a technician to use to mitigate threats to web clusters, which are groups of web
servers that work together to provide high availability and scalability for web applications. Web clusters are often exposed to the
internet and face various types of threats, such as denial-of- service (DoS) attacks, brute force attacks, SQL injection attacks,
cross-site scripting (XSS) attacks, etc. A physical firewall can protect the web clusters' public-facing interface by filtering and
blocking the unwanted or malicious traffic before it reaches the web servers, thus reducing the risk of compromise or downtime34.
The other options are not as effective or relevant as a physical firewall for mitigating threats to web clusters.

Device encryption is a process of transforming data into an unreadable form using a secret key, which can prevent unauthorized
access to the data ifthe device is lost or stolen. However, device encryption does not prevent network attacks or filter traffic, and it
may not apply to web clusters that use shared storage or cloud services. Intrusion detection system (IDS) is a software or hardware
tool that monitors network traffic and alerts the administrator of any suspicious or malicious activity. However, IDS does not block
or filter traffic, and it may not be able to prevent or stop an attack in progress. IDS is often used in conjunction with a firewall, not as
a replacement. Antivirus/anti-malware is a software tool that scans and removes viruses, worms, trojans, spyware, ransomware, and
other malicious software froma device. However, antivirus/anti- malware does not filter or block network traffic, and it may not be
able to detect or prevent some web-based attacks, such as XSS or SQL mjection. Antivirus/anti-malware is also often used in
conjunction with a firewall, not as a replacement.
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NEW QUESTION # 858
An online retailer would like to add capacity to support increased sales. Additional servers have been installed. Which of the
following should be used to ensure each new server is being properly utilized?

A. Clustering

B. Round-robin DNS
C. Load balancer

D. Virtualization

Answer: C

Explanation:

https//www.resonatenetworks.cony2020/04/29/clustering-vs-load-balancing-whats-the-difference/ A load balancer distributes
network traffic evenly across multiple servers, ensuring each server is being properly utilized. This helps to prevent overloading of
any individual server, which can cause downtime or slow response times for users. In this scenario, adding a load balancer would be
the best way to ensure the new servers are being properly utilized. Reference: CompTIA A+ Certification Exam: Core 1 - Page 181



NEW QUESTION # 859
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