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NEW QUESTION # 17 
You are supporting an investigation that is being conducted by your litigation team. The current default retention policy for mail is
180 days, and there are no custom mail retention policies in place. The litigation team has identified a user who is central to the
investigation, and they want to investigate the mail data related to this user without the user's awareness.
What two actions should you take? (Choose two.)

A. Reset the user's password, and share the new password with the litigation team.
B. Create a matter using Google Vault, and share the matter with the litigation team members.
C. Copy the user's data to a secondary account.
D. Move the user to their own Organization Unit, and set a custom retention policy
E. Create a hold on the user's mailbox in Google Vault

Answer: B,E

Explanation:
Create a Matter in Google Vault:
Log into Google Vault.
Click on "Matters" and then "Create".
Name the matter appropriately (e.g., User Investigation).
Share the matter with the litigation team members by adding their email addresses under the "Sharing" settings.
Create a Hold on the User's Mailbox:
In the created matter, go to the "Holds" tab.
Click on "Create Hold".
Specify the user's email address to place their mailbox under hold.
Set the parameters for the hold to ensure all relevant data is preserved and cannot be tampered with.
Reference
Google Workspace Admin: Create and manage matters in Google Vault
Google Workspace Admin: Create and manage holds in Google Vault

NEW QUESTION # 18 
An executive at your organization asked you to give their executive administrator access to their Workspace account. You need to
ensure that this executive administrator can manage emails in the executive's account. You need to maintain security and privacy of
the executive's account. What should you do?

A. Create a Google Group, and add all executive administrators. Enable delegated access to the Group.
B. Grant delegated access to the executive's Gmail account, and assign access to their executive administrator in Gmail
settings.
C. Instruct the executive to share their password with their executive administrator.
D. Assist the executive in setting up email forwarding to their executive administrator.

Answer: B

Explanation:
Granting delegated access allows the executive administrator to manage the executive's emails without requiring access to the
executive's password. This solution ensures security and privacy by limiting the permissions to email management only, while keeping
the executive's account secure. The executive administrator will be able to send, read, and delete emails on behalf of the executive,
but they won't have access to other aspects of the account.

NEW QUESTION # 19 
You are in charge of automating and configuring Google Cloud Directory Sync for your organization. Within the config manager,
how can you proactively prevent applying widespread deletions within your Workspace environment if your company's LDAP
undergoes a substantial modification?

A. Configure limits for the maximum number of deletions on each synchronization.
B. Manually run Google Cloud Directory Sync only after performing a simulated sync.
C. Configure the tool to delete users only when run from the config manager.
D. Specify the minimum and maximum number of objects to synchronize in each configuration item.

Answer: A



Explanation:
Preventing Widespread Deletions:
Configuring deletion limits helps prevent accidental or mass deletions if there's a substantial change in the LDAP directory.
Steps to Configure Deletion Limits:
Open the Google Cloud Directory Sync (GCDS) Configuration Manager.
Go to "General Settings" and locate the "Deletion Limits" section.
Set the maximum number of deletions allowed per sync. This will pause the synchronization if the number of deletions exceeds the
specified limit, allowing you to review and approve the changes manually.
Save the configuration and test the synchronization process to ensure the limits are properly applied.
Reference
Google Workspace Admin Help: GCDS Deletion Limits

NEW QUESTION # 20 
Your company is using Google Workspace Business Plus edition, and the security team has reported several unsuccessful attempts
to sign in to your Google Workspace domain from countries where you have no local employees. The affected accounts are from
several executives in the main office.
You are asked to take measures to mitigate this security risk. Although budget is not a concern, your company prefers a minimal
financial outlay to fix the issue, which you are tasked with managing. Which two solutions would help you mitigate the risk at minimal
cost?
Choose 2 answers

A. Upgrade to Google Workspace Enterprise Plus for all accounts, and define Context-Aware Access levels to only a list of
countries where the company has employees.
B. Subscribe to Cloud Identity Premium for all accounts, and define Context-Aware Access levels to only a list of countries
where the company has employees.
C. Deploy Google Cloud Armor on a dedicated project, and create a rule to allow access to Google Workspace only from
specific locations.
D. For all executives, create new accounts with random characters to match Google best practices, migrate
E. Deploy 2-Step Verification for all users who have security keys.

Answer: A,E

Explanation:
data from the former accounts, and then delete them.

NEW QUESTION # 21 
You are using Google Cloud Directory Sync to manage users. You performed an initial sync of nearly 1,000 mailing lists to Google
Groups with Google Cloud Directory Sync and now are planning to manage groups directly from Google. Over half the groups have
been configured with incorrect settings, including who can post, who can join, and which groups can have external members. You
need to update groups to be configured correctly.
What should you do?

A. Update your configuration file and resync mailing lists with Google Cloud Directory Sync.
B. Use the Groups Settings API to update Google Groups with desired settings.
C. Use the bulk upload with CSV feature in the Google Workspace Admin panel to update all Groups.
D. Create and assign a custom admin role for all group owners so they can update settings.

Answer: B

Explanation:
* Enable the Groups Settings API:
* In the Google Workspace Admin console, enable the Groups Settings API under "Security" >
"API controls" > "Manage Domain Wide Delegation".
* Authorize API Access:
* Set up OAuth 2.0 authorization for your application to access the Groups Settings API.
* Update Group Settings Programmatically:
* Use the Groups Settings API to programmatically update settings for the Google Groups.
* You can set parameters such as who can post, who can join, and external member settings.
* Automate and Validate Updates:



* Develop scripts or use tools to automate the update process for all groups.
* Validate the changes to ensure that all groups have the correct settings as per your requirements.
References
* Google Workspace Admin Help: Google Groups Settings API
* Google Workspace Admin Help: Manage Groups for Business
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