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Fortinet FCP - FortiGate 7.4 Administrator Sample Questions (Q87-Q92):

NEW QUESTION # 87
Refer to the exhibit.
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Which statement abéut this firewall policy list is true"

A. The firewall policies are listed by ID sequence view.

B. LAN to WAN. WAN to LAN. and Implicit are sequence grouping view lists.
C. The firewall policies are listed by ingress and egress interfaces pairing view.
D. The Implicit group can include more than one deny firewall policy.

Answer: C

Explanation:

The firewall policy list in the exhibit is arranged in the "Interface Pair View," where policies are grouped by their incoming (ingress)
and outgoing (egress) interface pairs. Each section (LAN to WAN, WAN to LAN, etc.) groups policies based on these interface
pairings. This view helps administrators quickly identify which policies apply to specific traffic flows between network interfaces.
Options A and D are incorrect because the Implicit group typically does not include more than one deny policy, and there is no
"sequence grouping view" in FortiGate. Option B is incorrect as the list is not displayed strictly by ID sequence.

Reference:

FortiOS 7.4.1 Administration Guide: Firewall Policy Views

NEW QUESTION # 88

You have enabled logging on your FortiGate device for Event logs and all Security logs, and you have set up logging to use the
FortiGate local disk.

What is the default behavior when the local disk is full?

A. No new log is recorded until you manually clear logs from the local disk.

B. Logs are overwritten and the first warning is issued when log disk usage reaches the threshold of 75%.
C. Logs are overwritten and the only warning is issued when log disk usage reaches the threshold of 95%.
D. No new log is recorded after the warning is issued when log disk usage reaches the threshold 0f 95%.

Answer: B

Explanation:

C. Logs are overwritten, and the first warning is issued when log disk usage reaches the threshold of 75%.

When the log disk usage reaches 75%, a warning is issued, and logs are overwritten to make space for new logs. This allows the
device to continue logging events while maintaining a threshold to prevent the disk from filling up completely.

First warning 75%, second 90% and final Warning 95%

Only 75% of the disk is available to store logs, this is distributed in the existing vdomns.

Diagnose sys logdisk usage -- CLI command to verify this.

NEW QUESTION # 89

An administrator has configured the following settings:

config system settings

set ses-denied-traffic enable

end

config system global

set block-session-timer 30

end

What are the two results of this configuration? (Choose two.)



A. Denied users are blocked for 30 seconds.

B. Device detection on all interfaces is enforced for 30 seconds.
C. A session for denied traffic is created.

D. The number of logs generated by denied traffic is reduced.

Answer: C,D

Explanation:

The timer config any way is by seconds.

ses-denied-traffic Enable/disable including denied session in the session table. block-session-timer Duration in seconds for blocked
sessions (1 - 300 sec (5 minutes), default = 30).

C: The number of logs generated by denied traffic is reduced.

D: A session for denied traffic is created.

During the session, if a security profile detects a violation, FortiGate records the attack log immediately.

To reduce the number of log messages generated and improve performance, you can enable a session table entry of dropped traffic.
This creates the denied session in the session table and, if the session is denied, all packets of that session are also denied. This
ensures that FortiGate does not have to do a policy lookup for each new packet matching the denied session, which reduces CPU
usage and log generation. This option is in the CLI, and is called ses-denied-traffic. You can also set the duration for block sessions.
This determines how long a session will be kept in the session table by setting block- sessiontimer in the CLIL. By default, it is set to
30 seconds.

Reference and download study guide:

https:/community. fortinet.com/tS/FortiGate/ Technical- Tip-How-to-enable-denied- session-to-be-added- int o-the/ta-p/195478

NEW QUESTION # 90
Refer to the exhibit.
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The exhibit contains a network diagram, firewall policies, and a firewall address object configuration. An administrator created a
Deny policy with default settings to deny Webserver access for Remote-user2.

Remote-user2 is still able to access Webserver.

Which two changes can the administrator make to deny Webserver access for Remote-User2? (Choose two.)

A. Disable match-vip in the Deny policy.

B. Enable match-vip in the Deny policy.

C. Set the Destination address as Deny IP in the Allow-access policy.
D. Set the Destination address as Web_server in the Deny policy.

Answer: B,D

Explanation:

By default does not match vip in deny policy for destination all. So 2 options we have:

1. Enable match vip in the Deny policy.

2. Add destination as webserver in deny policy. It should set match-vip enable, nor disable it...

Reference: https://community. fortinet.com/t5/FortiGate/Technical- Tip-Firewall-does-not-block-incoming- WAN-to-LAN /ta-
p/189641

NEW QUESTION # 91
Refer to the exhibit.
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The global settings on a FortiGate device must be changed to align with company security policies.
What does the Administrator account need to access the FortiGate global settings?

A. Enable two-factor authentication

B. Change Administrator profile

C. Enable restrict access to trusted hosts
D. Change password



Answer: B

Explanation:

Change Admnistrator profile

By default, there is a special profile named super_admin, which is used by the account named admin.

You can't change it. It provides full access to everything, making the admin account similar to a root superuser account. The

prof admin is another default profile. It also provides filll access, but unlike super admin, it applies only to its virtual domain-not the
global settings of FortiGate. Also, you can change its permissions.

NEW QUESTION # 92

Many people would like to fall back on the most authoritative company no matter when they have any question about preparing for
FCP_FGT _AD-7.4 exam. Our company is definitely one of the most authoritative companies in the international market for
FCP_FGT _AD-7.4 exam. What's more, we will provide the most considerate after sale service for our customers in twenty four
hours a day seven days a week, therefore, our company is really the best choice for you to buy the FCP_FGT AD-7.4 Training
Materials.
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