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Fortinet NSE 7 - Enterprise Firewall 7.2 Sample Questions (Q52-Q57):

NEW QUESTION # 52
Refer to the exhibits, which contain the network topology and BGP configuration for a hub.
Exhibit A.
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Exhibit B.



Hub # show router bgp
config router bgp
set as 65100

set router-id 172.16.1.1

config neighbor-group

edit "advpn"
set remote=-as ©65100

set route-reflector-client
next
end
config neighbor-raped
edit 1
e fix 172.16.1.0 255.2
set neighbor-group "advpn"
next
end
config network
edit 1
set prefix 10.1.0.(

An administrator is trying to configure ADVPN with a hub and spoke VPN setup using iBGP. All the VPN are up and connected
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to the hub. The hub is receiving route information from both spokes over iBGP; however the spokes are not receiving route

information from each other.

‘What change must the administrator make to the hub BGP configuration so that the routes learned from one spoke are forwarded to

the other spoke?

A. Configure the hub as a route reflector

B. Add a prefix list to the hub that permits routes to be shared between the spokes
C. Configure auto-discovery-sender on the hub

D. Enable route redistribution under config router bgp

Answer: A

Explanation:

If you are using ibgp for advpn, you must configure the hub as a route reflector. So, routes learned from one spoke are forwarded to

the other spokes.

NEW QUESTION # 53
Exhibit.



Refer to the exhibit, which contains the partial ADVPN configuration of a spoke.
Which two parameters must you configure on the corresponding single hub? (Choose two.)

A. Set auto-discovery-receiver enable
B. Set auto-discovery-sender enable

C. Set ike-version 2

D. Set auto-discovery-forwarder enable

Answer: B,.D

Explanation:

For an ADVPN spoke configuration shown, the corresponding hub must haveauto-discovery-senderenabled to send shortcut
advertisement messages to the spokes. Also, the hub would need to have auto-discovery-forwarderenabled if it is to forward on
those shortcut advertisements to other spokes. This allows the hub to inform all spokes about the best path to reach each other.
Theike-versiondoes not need to be reconfigured on the hub ifit's already set to version 2 andauto-discovery-receiveris not
necessary on the hub because it's the one sending the advertisements, not receiving,

References:

* FortiOS Handbook - ADVPN

NEW QUESTION # 54
Refer to the exhibit, which contains an ADVPN network diagram and a partial BGP configuration.
Network diagram
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Partial BGP configuration

Hub # show router bgp

config router bgp
set as 65100
set router-id 172.16,4d.1
config neighbor—-grdup

L

edit "adypbo"

6P Temote—as 65100

next

Which two parameters should you configure in config neighbor-range? (Choose two.)

A. set prefix 10.1.0 255.255.254.0

B. set route-reflector-client enable

C. set prefix 172.16.1.0 255.255.255.0
D. set neighbor-group advpn

Answer: C,D

Explanation:

In the ADVPN configuration for BGP, you should specify the prefix that the neighbors can advertise. Option A is correct as you
would configure the BGP network prefix that should be advertised to the neighbors, which matches the BGP network in the
diagram. Option C is also correct since you should reference the neighbor group configured for the ADVPN setup within the BGP
configuration.

httpsz/docs.fortinet.com/document/fortigate/6.4.4/cli-reference/557620/config-router-bgp

NEW QUESTION # 55
Exhibit.
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Refer to the exhibit, which contains an active-active toad balancing scenario.
During the traffic flow the primary FortiGate forwards the SYN packet to the secondary FortiGate.



What is the destination MAC address or addresses when packets are forwarded from the primary FortiGate to the secondary
FortiGate?

A. Secondary physical MAC portl

B. Secondary physical MAC port2 then virtual MAC port2
C. Secondary virtual MAC portl then physical MAC portl
D. Secondary virtual MAC portl

Answer: A

Explanation:

In an active-active load balancing scenario, when the primary FortiGate forwards the SYN packet to the secondary FortiGate, the
destination MAC address would be the secondary's physical MAC on portl, as the packet is being sent over the network and the
physical MAC is used for layer 2 transmissions.

NEW QUESTION # 56
Which statement about meta fields is true?

A. Meta field changes are applied only at the ADOM level

B. Meta fields can be used as variables in scripts or provisioning templates.

C. Meta fields are useful for creating multiple objects with the same logical name but different values.
D. Meta fields must be set to required.

Answer: C

Explanation:
Meta fields are useful when an enterprise has global offices or branches and the FortiManager administrator must creation mutltiple
objects with the same logical name, but different values.

NEW QUESTION # 57
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