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Amazon AWS Certified Advanced Networking Specialty Exam Sample
Questions (Q80-Q85):

NEW QUESTION # 80

Amazon Route 53 uses several methods to deliver a 100 percent availability Service Level Agreement (SLA). Which method guards
against failures of Top Level Domain (TLD) servers?

Response:

A. TLD replication and backup
B. Latency routing

C. Anycast striping

D. Routing policies

Answer: C

NEW QUESTION # 81

An ecommerce company needs to Implement additional security controls on all its domain names that are hosted in Amazon Route
53. The company's new policy requires data authentication and data integrity verification for all queries to the company's domain
names. The current Route 53 architecture has four public hosted zones.

A network engineer needs to implement DNS Security Extensions (DNSSEC) signing and validation on the hosted zones. The
solution must include an alert capability.

Which combmation of steps will meet these requirements? {Select THREE.)

e A. Setup an AWS CloudTrail alarm that provides an alert whenever a DNSSECInternalFailure error or
DNSSECKeySigningK eysNeedingAction error is detected.

e B. Set up an Amazon CloudWatch alarm that provides an alert whenever a DNSSECInternalFailure error or
DNSSECKeySigningK eysNeedingAction error is detected.

e C. Create a chain of trust for the hosted zones by adding a Delegation Signer (DS) record for each subdomain.

¢ D. Enable DNSSEC signing for Route 53. Request that Route 53 create a Key-signing key (KSK) based on a customer
managed key in AWS Key Management Service (AWS KMS).

¢ E. Create a chain of trust for the hosted zones by adding a Delegation Signer (DS) record to the parent zone.

¢ F. Enable DNSSEC signing for Route 53. Request that Route 53 create a zone-signing key (ZSK) based on a customer
managed key n AWS Key Management Service (AWS KMS).

Answer: B,D,E

NEW QUESTION # 82

A network engineer is managing two AWS Direct Connect connections. Each connection has a public virtual interface configured
with a private ASN. The engineer wants to configure active/passive routing between the Direct Connect connections to access
Amazon public endpoints.

‘What BGP configuration is required for the on-premises equipment?

(Select two.)

Response:

A. Advertise more specific prefixes over one Direct Connect connection.
B. Use AS Prepending to control inbound traffic.

C. Use Local Pref'to control outbound traffic.

D. Use eBGP multi-hop between loopback interfaces.

E. Use BGP Commumnities to control outbound traffic.

Answer: A,C
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NEW QUESTION # 83

A company has set up hybrid connectivity between its VPCs and its on-premises data center. The company has the on-
premises.example.com subdomain configured at its DNS server in the on- premises data center. The company is using the
aws.example.com subdomain for workloads that run on AWS across different VPCs and accounts. Resources in both environments
can access each other by using [P addresses. The company wants workloads in the VPCs to be able to access resources on
premises by using the on-premises.example.com DNS names.

‘Which solution will meet these requirements with MINIMUM management of resources?

¢ A Create an Amazon Route 53 Resolver outbound endpoint. Configure a Resolver rule that conditionally forwards DNS
queries for on-premises.example.comto the on-premises DNS server. Associate the rule with the VPCs.

¢ B. Launch an Amazon EC2 instance. Install and configure BIND software to conditionally forward DNS queries for on-
premises.example.com to the on-premises DNS server. Configure the EC2 instance's [P address as a custom DNS server in
each VPC.

e (. Create an Amazon Route 53 Resolver inbound endpoint and a Resolver outbound endpoint.
Configure a Resolver rule that conditionally forwards DN'S queries for on-premises.example.com to the on-premises DNS
server. Associate the rule with the VPCs.

¢ D. Launch an Amazon EC2 instance in each VPC. Install and configure BIND software to conditionally forward DNS
queries for on-premises.example.com to the on-premises DNS server. Configure the EC2 instance's [P address as a custom
DNS server in each VPC.

Answer: A

Explanation:
We need an outbound endpoint because we want to resolve it with an on-premises DNS query.

NEW QUESTION # 84
Which of'the following services is used to send an alert from CloudWatch?
Response:

A. AWS SES
B. AWS SQS
C. AWS SNS
D. AWS EBS

Answer: C

NEW QUESTION # 85
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